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Background Knowledge



Differential-linear attacks [LH94]

® Differential-linear distinguisher for F : F3 — F5 :

DLIA 5 A] = Cor[AT (F(x) + F(x + A)) Z( 1) TP

where DaF(x) = F(x) + F(x + A)

x+ A

x€F)

F(x)

F(x+ A)

Question: How to approximate DL[A 5 Al?
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Existing approximation methods (1)

® Classical 2-phase approximation [LH94]: F = F10Fo, D[A o, A'l=p, Cor[N LEN AN =¢

DLIA & A] = +pe?
Two assumptions:
1 Independence between Fg and F;

2 When A F—°> A’ does NOT happen with 1 — p probability, the correlation is 0

® Classical 3-phase refinement [DSK08]: F = F2 o F1 o Fo, D[A —= A'l=p, Cor[N LEN A =¢
Experiments for F1: Cor[A" — ENPY; ]=c

DL[A 5 A] = pce?
® Closed formula, removing Assumption 2 [BLN14]: F = F; o Fp

DLIA 5 2] = ZDL[A Foy N]Cor[N 5 ]
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Existing approximation methods (2)

e Differential-linear connectivity table (DLCT) [BDK+19]:
F=F,oFi0F, D[A-%Al=p, CorN % \=c¢
DLCT for Fy1 (1 layer of S-boxes): Cor[A’ b, N]=DLCT[A', ]
DL[A 5 A]=p- DLCT[A', \] - €2
e Algebraic transition form (ATF) [LLL21]: denote f(x) := AT F(x)

AT(F(x) + F(x + A)) = F(x) + f(x + B) = Y f(x+ u- A) = Coer(u)

uelf;
DL[A £ A] := Cor[AT (F(x) + F(x + A))] = Cor[Coer(u)]
F is iterative: F=F,_10F,_20---Fp

F F Fr .
x4+ulh %o +up = — ar + uf,

Approximate the bias of bits of «; and (; according to [ANFs]
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Existing approximation methods (3)

® Generalized differential-linear connectivity table (DLCT) [HDE+24]:
Using a boomerang way, different tables are constructed to cover more middle rounds

DL[A,‘ — )\a] = Z COFUDLCT(A;,Q, (5) . COFEDLCT(Q,,B, (5, ’y) . COfLDLCT(B,’Y, Ao)

a,B,7,6

RO R1 R2

SR SR
[d MC 2R
SB AK sB AK 86| sB
B
A B
SR SR
MC MC
sB AK B AK B

RO R1 R2

(The picture was copied from [HDE-+24])
® Truncated differential table (TDT) [PZW-+24]: trace the propagation of truncated differentials
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Geometric approach [Bey21]

A meta-approach that enables systematically thinking about various cryptanalytic methods
® Free vector space: Regarding elements in F5 as basis vectors, where u is denoted by §,. We can
construct a vector space:

R[F3] = {Z kubu, ks ER,u € Fg} (R is the field of real numbers)

® Obtain a linear extension function (pushforward) from any (nonlinear) function
For F : F§ — F3, we define TF as

T R[F3] = RIFS) > kubu > D kubr(u)

Nonlinear F can be embedded into a much larger linear map TF
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Transition matrix and change-of-basis [Bey21]

o TF: R[F5] — R[F3] is a linear map. Fixing bases for the input/output spaces, we will get a matrix w.r.t
the bases

® Regard (04, u € F3) as the standard basis for the input and output spaces, the corresponding transition
matrix has elements as

0, otherwise
® Choose another basis (84, u € F3) satisfying (6u, u € F5) = (Bu,u € F3) - H

CC=HT H!
When H is the Walsh-Hadamard matrix, (B4, u € F3) is called the linear basis. C™ is called the
correlation matrix [DGV94].

® The coordinate of CF is S
CF[V, U] — 2" Z(_l)u x+v ' F(x)

xEFY
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d-wise form of a function

Definition (d-wise form of a function )

The d-wise form of a function F : F5 — F7 is defined as

xd | ppnxd nxd
F*4 . Fo*d 5 2

(X, 91,92, 000 ,ed_1) —> (F(X), DglF(X), 600y Ded_lF(X))

DgF(x) is the derivative of F in the direction of € at the point x, i.e., DgF(x) = F(x) + F(x + 6).

Correlation matrix of F*¢:

¥ d—1 » d—1 -1 d—1 » d—1
i=0 i=0 i=0 i=0

&): Kronecker/tensor product
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d-wise form of a function

Definition (d-wise form of a function

The d-wise form of a function F : F5 — F7 is defined as
F><d . ngd N ngd
(X, 01, 92, 000 ,0d_1) — (F(X), DglF(X), 600y Ded_lF(X))

DgF(x) is the derivative of F in the direction of € at the point x, i.e., DgF(x) = F(x) + F(x + 6).

Correlation matrix of F*¢:

d—1 d—1 \ 71 d—1 d—1
o) (@) (@) )
i=0 i=0 i=0 i=0
&): Kronecker/tensor product

Remark. The d-wise form was called d-th order form [HZC+25]. But “order” has been used in higher-order
differential attacks, so we change its name since this work.
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Properties of correlation matrix

Theorem ( )

The correlation matrix has the following properties
(1) ForF=F,_10F,_20---0F

r—1
=T
i=0
(2) For F=f|I £l --- |
~—_———

t

t—1
cF= ® cf
i=0
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A Geometric Approach Viewpoint on DL



DL correlation and correlation vector

Definition (Correlation vector of a multiset)

The correlation vector of a multiset S whose values are taken from F3 is a vector CV(S) € R?" whose u-th
coordinate is

CV(S)[u] = é S (1T

x€ES

Remark: There are similar things before defined for Boolean functions

New perspective on DL correlation of F : F5 — F5 from the geometric approach:
® Consider F*?: (x,A) — (F(x), DaF(x))
® Input multiset: P =F5 x {A}, output multiset: C := F*?(P)
e DL[A LN A] is the (0, \)-coordinate of CV(C):
CVOIO,N] =27" 3 (~1)ON FWDAFD) = S ()aTPaF) —pi A B
F(x),DaF(x) XEF),AE{A}

-
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DL correlation and correlation vector

Definition (Correlation vector of a multiset)

The correlation vector of a multiset S whose values are taken from F3 is a vector CV(S) € R?" whose u-th
coordinate is

CV(S)[u] = é S (1T

x€ES

Remark: There are similar things before defined for Boolean functions

New perspective on DL correlation of F : F5 — F5 from the geometric approach:
® Consider F*?: (x,A) — (F(x), DaF(x))
® Input multiset: P =F5 x {A}, output multiset: C := F*?(P)
e DL[A LN A] is the (0, \)-coordinate of CV(C):
CVOIO,N] =27" 3 (~1)ON FWDAFD) = S ()aTPaF) —pi A B
F(x),DaF(x) XEF),AE{A}

-

® Question: how to approximate CV(C)[(0, A)] ?
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )

Consider F : F5 — F3, and C = F(PP)
cv(c) =cf.cv(p)
Similarly for F*2: CV(C') = CF** . cv(P).
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )
Consider F : F5 — F3, and C = F(PP)

cV(C) = CF-cv(p)
Similarly for F*2: CV(C') = CF** . cv(P).

F*2 is composite
X2 _ X2 X2 X2
F*“=F i oF 0---0F;
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )

Consider F : F5 — F3, and C = F(PP)
cv(c) =cf.cv(p)
Similarly for F*2: CV(C') = CF** . cv(P).

F*2 is composite
X2 _ X2 X2 X2
F*“=F i oF 0---0F;

According to the correlation matrix/geometric approach theories,
PP o RS R

Therefore, , , ,
X X X
cv(C)=Ccr iz CRo T (p)
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )
Consider F : F5 — F3, and C = F(PP)

cV(C) = CF-cv(p)
Similarly for F*2: CV(C') = CF** . cv(P).

F*2 is composite
FXQ:FrxfloFrxfzo"'ol:oX2
According to the correlation matrix/geometric approach theories,
PP o RS R
Therefore,
X2 X2 X2
cv(C)=Ccr iz CRo T (p)

For an SPN cipher F; =L oS. Let vi41 = CSXZU;, and o; = CLXZ’y,'

CV(P) = 0o
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )
Consider F : F3 — F3, and C = F(P)
cV(C) = CF-cv(p)
Similarly for F*2: CV(C') = CF** . cv(P).
F*2 is composite
F*?=F2 oF%o0---0F}?

According to the correlation matrix/geometric approach theories,

X2 X2 X2 X2
cF =chs . el cho

Therefore,
CV(C) = CF4 . P2 CF ()
For an SPN cipher F; =L oS. Let vi41 = CSXZU;, and o; = CLXZ’y,'

CsXQ
CV(P) = a9 TVYI
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )
Consider F : F3 — F3, and C = F(P)
cV(C) = CF-cv(p)
Similarly for F*2: CV(C') = CF** . cv(P).
F*2 is composite
F*?=F2 oF%o0---0F}?

According to the correlation matrix/geometric approach theories,

X2 X2 X2 X2
cF =chs . el cho

Therefore,
CV(C) = CF4 . P2 CF ()
For an SPN cipher F; =L oS. Let vi41 = CSXZU;, and o; = CLXZ’y,'

CS><2 CL><2
CV(P) =00——Y1—01
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )
Consider F : F3 — F3, and C = F(P)
cV(C) = CF-cv(p)
Similarly for F*2: CV(C') = CF** . cv(P).
F*2 is composite
F*?=F2 oF%o0---0F}?

According to the correlation matrix/geometric approach theories,

X2 X2 X2 X2
cF =chs . el cho

Therefore,
CV(C) = CF4 . P2 CF ()
For an SPN cipher F; =L oS. Let vi41 = CSXZU;, and o; = CLXZ’y,'
CS><2 CL><2
CV(P) =00——Y1——>01_—> ** — Or_1
\Y./ \Y./ ~—~ ~—~
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How to approximate CV(C)[(0, \)]?

Lemma (Correlation vector propagation, )
Consider F : F3 — F3, and C = F(P)
cV(C) = CF-cv(p)

Similarly for F*2: CV(C') = CF** . cv(P).
F*2 is composite

sz:FrxfloFii%o---oFg<2
According to the correlation matrix/geometric approach theories,

G TG S
Therefore,

CV(C) = CF4 . P2 CF ()

For an SPN cipher F; =L oS. Let vi41 = CSXZU;, and o; = CLXZ’y,'
CS><2 CL><2 CS><2
CVP)=0co——n—— 01 — - — or_1—— 7 = CV(C)
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Visualization for the round-based approximation

V(R x {mo(A)})  CV(F x {m1(A)})  CV(FF x {=2(A)})  CV(FY x {w3(A)})

} |

[e=] [e=] Ce= ] Ce ]
] I } }
A2 A1 o1 i
' ' ' )
e
! | ) )
o «i” o vi“ Global setting:
" [o® [o® [ ® S-box size: m
! } } ! ® block size: n = mt
7;0] 'Yg] ’\/E] Aéﬁ]
' ' ) )
| |
| )
[0] [1] [2] (3]
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Prepare for the plaintext vector oy

® The plaintext multiset: P = F5 x {A} = [[\Zy (FF x w;(A) ).
Projection map: For v = (v, v1, ..., vie1) €FYY, wi T = TFS, v v

® Compute the correlation vector
t—1

CV(P) = (X) CV(F3' x @i(A))
i=0
® Complexity: O(t x 2™)

CV(FE x {=o(A)})  CV(FR x{=1(A)})  CV(FP x{w=2(A)})  CV(FE' x {w3(A)})

Cs><2 Csxz ’ Cs><2 ‘ ’ Csxz ‘
! !
'YEO] 7{1] 'YP] "/[3]
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Approximation for the first nonlinear layer S = s|s||-- - ||s||s
—_————

T

® Compute the first nonlinear layer:

t—1 t—1 t—1 t—1
n=C" V@) =C 0 = Rl =R Rl =R ol
i=0 i=0 i=0 i=0

Raw complexity: O(t x 2*™)

® A fast algorithm can reduce the time complexity to O(t x 2°7)

CV(FS x {wo(A)})  CV(FR x{w@1(A)})  CV(F3 x {w=2(A)})  CV(F5 x {w=3(A)})

| } }

I=a [ | e pc
! ! |
’YED] ’YP] ’YEZ] 71[3]
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Approximation for the first linear layer: L

® Cannot handle the linear layer efficiently:
x2 we 2
o=C"" .y =ct .®%’1
i=0

X2 . . -
Because C-"~ cannot be decomposed into small matrices aligned to S-boxes
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Approximation for the first linear layer: L

® Cannot handle the linear layer efficiently:
x2 we 2
o=C"" .y =ct .®%’1
i=0

Because C-* cannot be decomposed into small matrices aligned to S-boxes
® However, a1[(vo, vi)] = m[(L*?) " (wo, vl)] =[(L"vo, LT w1)]

,Hry[’][wJ(L Vo) WJ(L v))l
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Approximation for the first linear layer: L

® Cannot handle the linear layer efficiently:
x2 we 2
o=C"" .y =ct .®%’1
i=0

Because C-* cannot be decomposed into small matrices aligned to S-boxes
® However, o1[(vo, v1)] = ’yl[(sz)T(vo., v)] = ’yl[(LTvo, LT vi)]
t—1

= TP 1(m(L T o), (LT )]

j=0
® Compute coordinates corresponding with S-boxes
I= {Ul[T;(W)] TwE F%’",o <i< t}
Inclusion map: 7; : F3' — F3"; v (0,...,v,...,0)
e Complexity: O(t x 22M)

P [0] 751 1 ‘Y?] 181
b ! |

‘ e
! ! ! !
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What about the remaining coordinates of 7,7

Assumption (Piling-up assumption)

2mX t
For any v € F5™"F,
t—1

elv] ~ [ elri(wi(v))]

i=0

Given any coordinate v = (vo, vi, ..., Vi—1)

-1
o1[(vo, viy .oy vee1)] = HUF[V"]
i=0

Do not need to store the whole o!
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What about the remaining coordinates of 7,7

Assumption (Piling-up assumption)

For any v € Fom*t,
-1
¢lv] = [ elri(wi(v))]

i=0

Given any coordinate v = (vo, vi, ..., Vi—1)

-1
o1[(vo, viy .oy vee1)] = Hag'][v,-]
i=0

Do not need to store the whole o!

Remark. This assumption holds if we assume that the S-boxes in a round are all independent.
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Influence of key-XORs: fixed-key setting

® [k is a constant, and the 2-wise form of the key-XOR K is
K;:z :Fa xF3 = Fy;  (x,0) = (x + k,0)
® The correlation matrix of KkX2 has the element

x2 —2n ug x+uy 0+vy (x v
CKk [(VO, Vl)(UO, Ul)] -2 2 Z (71) o x+uy O0+vy (x+k)+vy 0

x€F,0€F]

_ (71)v07k o= n Z(il)(uJJrvoT)x o= Z(il)(uFJrvlT)Q

x€F) S

= (71)‘/0Tk5(Uo + w)d(u1 + va).

® letp= CKkXZU, then

Pl )] = S (~1)0 ¥8(vo + u0)(va + un)of(uo, ur)] = (1) “o[(vo, v1)].

ug €F3,u1 EFY

Conclusion: the key values only influence the sign
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Influence of key-XORs: average-key setting

® k is a uniform and independent input
K*2: 5 x Fj x F5 — F3; (x,0, k) — (x + k, 0).
® The correlation matrix of K has the elements as

CK><2[(VO’ V1), (UO, w, Uk)] — 2—3n Z (_1)u(;rx+u1—r9+u;rk+v0—r(x+k)+v1—r0

xEF],0€F] keFy
= 6(vo + uk)d(vo + uo)d(va + u1).
® |let p= CK"" . o’ and 0" are the correlation vectors of the data path and key, respectively
¢l(vo, vi)] = o'[(vo, v1)] - 0" [wo].
Under the assumption that k is uniform,

_ 1 Vo = 0
O'”[Vo] -9 n Z(_l)vo—rk _ { ’ ’
P 07 Vo ;é 0.
Consequently,
07 Vo 75 07
' [(vo,v1)], v =0.

ol(vo, v1)] = {

Conclusion: the key has no influence
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DL Application Results to S-box Ciphers



Application to Ascon

Target Rounds Exp. Cor. Th. Cor. Method Ref.
Ascon-128 init. 4 271 275 DLCT [BDK+19]
2136 ATF [LLL, C21]

2710 HATF [HPT+23]

271 TDT [PZW+24]

21 Round-based [Ours]

Ascon-128 5 27894 2791 TDT [PZW+24]
27894 Round-based [Ours]

27794 2-7.94 Round-based [Ours]

Ascon-128a init. 6 * - D s Round-based [Ours]
Ascon-p 5 2438 240 GDLCT [HDE24]
et Round-based [Ours]

27761 2768 GDLCT [HDE24]

27758 Round-based [Ours]

6 * 2-21.89 Round-based [Ours]

* means we find DL distinguishers for more rounds
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Application to Present

Target Rounds Exp. Cor. Th. Cor. Method Ref.
Present 10 271204 21397 GDLCT [HDE24]
AIHE Round-based [Ours]

13 2—270 GDLCT [HDE24]

2-22:43 Round-based [Ours]

17 * P Round-based [Ours]

18 % 23146 Round-based [Ours]
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Round-Based Approximation for y-Based Ciphers



Visualization for the round-based approximation for Chi ciphers

CV(F3 x {wo(A)})

CV(FZ x {w=1(A)})

CV(F3 x {w2(A)})

CV(FZ x {w3(A)})

@

v ' v '
A0 A1 A2 A3
| ! | !
CL>(2
! ' ! '
o ol o2 o
| | | |
o’

' ' ' '
Ao g 2 A3
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Chi, Chi*? and their correlations

® Chi function [Dae95]
xn: F3 — T3, (x][0], x[1], ..., x[n—1]) = (y[0], y[1],. .., y[n=1]), yli] = x[]+[i+1]+1)x[i+2]
® Auxiliary function gy

g F2 = Fa; (x[0], x[1],....xqn — 1]) = (y[0], y[1], ..., ¥[n = 1]),  yli] = (x[i] + 1)x[i + 1]
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Chi, Chi*? and their correlations

® Chi function [Dae95]
xn: F3 — T3, (x][0], x[1], ..., x[n—1]) = (y[0], y[1],. .., y[n=1]), yli] = x[]+[i+1]+1)x[i+2]
® Auxiliary function gy
g T2 = Fy  (x[0], x[1],..., xin —1]) = (y[0L y[1], . .., yln—=1]), yli] = (x[i] + 1)x[i + 1]

® Xn(x) = x + (gn(x) < 1)

C*[v, u] := Cor[u" x + v xa(x)]
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® Xn(x) = x + (gn(x) < 1)
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Chi, Chi*? and their correlations

® Chi function [Dae95]

Xn:F3 = F3;  (x[0],x[1],...,x[n—1]) — (¥[O],¥[1],-..,¥[n—1]), yIi] = x[i]+ (x[i+1]+1)x[i+2]

Auxiliary function gy,

g2 =Tz (X[O], x[1],..., xn = 1]) = (v[0], y[1], .- -, y[n = 1]),  y[i] = (X[ + D)x[i + 1]

Xn(x) = x + (gn(x) < 1)

C*[v,u] := Corfu" x4+ v xa(x)] = Cor[(u + v )x+ (v 3> 1) g(x)] = C&[v >> 1, v + ]

The coordinate of CX»~ can be computed by

CXHXZ[(V07 v1), (o, u1)] = C*"[vo, uo] - C¥"[vo + va, uo + 1] ([HZC + 25])
=C&8[vo>> 1,vo+ o] - C&[(vo +va) >> 1, vo + vi + wg + tn]

® To compute v = %+’ 5, we need Cé[v, u]
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Break the circle of g,

Definition (G??)

We define
GP? :Fy - F3; y = Ga(x)

where y[i] = (x[i] + 1)x[i +1],0 < i < n and x[0] = a, x[n] = b.

Proposition (Correlation of CG:'S)

Crlv,u] = CG'?‘O[V7 u] + CG#I[V, ul.
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Chaining property of C&" coordinates

Proposition

b,a b,
Let n> 1, v'' = v||v/,u” = u||u’ € F§™! where u’, v/ € F2. From C®""[v, u] we can get CCn v, u'"] from the
following formula,

CG:fl [V// U = E Z(_l)u/c+v'(c+1)bCGﬁ’a[v Ll]
b 2 K
c€lFy

Lemma

For the four possible values of v/, u’, a, b € F», we define a matrix M, ,» whose (b, a)-coordinate is
M, v [b,a] = %(—1)“3‘*"’(3‘*'1)[’. According to the four possibilities of (v, u’), we obtain four matrices:

11 1 11 -1 1[1 1 1[1 —1
Moo = > {1 1] ,Mo1 = > {1 _1} ,Mio= > [_1 1} y Mg = > {_1 _1}
CGr[:’a[v, u] can be computed as

n—1
b,a
Con[v,u] = ¢ <H Mv{iLu[l‘]) €a
i=0

where eg = [1,0]T and e; = [0,1] T
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Obtain CX"X2

Theorem

Denote ey = [1,0]" and e; = [0,1]T. The coordinate of C? can be computed as

1 1
o [(V07V1 (uo, un)] ZZ e ®er)’ H vo,vl,uo,ul,/ ) (ei ® i),
Jj=0

i=0 i’=0

where M2 | i = M)l (soti o)l © Muss1)ii o)
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Approximate 7[(vo, v1)]

2
e Let v = C* o. Assume J = {o[ri(w)] : w € F3,i =0,...,n—1} is known, we want to compute

I= {’Y[T,‘(W)] weF,i=0,....,n— 1} (a bit-level approximation)
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Approximate 7[(vo, v1)]

® ety = 5. Assume J = {U[T,-(w)] cweF,i=0,...,n— 1} is known, we want to compute

I= {’Y[Ti(W)] “we IF%, i=0,...,n— 1} (a bit-level approximation)

® Assume o[(uo, th)] = H:OI g[i][(wi(U()), w(u1))]
Moo= > [, ), (o, )] - ol(un, )]

(uo,ur)€FZ"

- ¥ ZZ e @en)’ H’V’m,u,uo,uu (e ® ev) - of(uo, ur)]

(uo,u1 ) €F3" =0 i'=0

n—1
D ICCLTUED S | I CL ST ReRE
i=0 /=0 (ug,uy)EF3" j=0 =0
1 1 n—1 .
=3 e®e)” 3 IO (i), @ ()M oy ) (65 @ )
i=0 i’=0 (ug,up) EFZ"J=0
1 1 n—1
=33 eee) [T 3 (oMo, )IME ) - (& @ ).
i=0 i’=0 J=0uglj],u1[j]€F2
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DL Application Results to Chi Ciphers



Application to Subterranean-2.0 and Koala-p

Target Rounds Exp. Cor. Th. Cor. Method Ref.
Subterranean-2.0 5 * —27 788 —277.%8 Round-based [Ours]
6 * D Round-based [Ours]
Koala-p 5 % 27673 2-6.87 Round-based [Ours]
6 * 2- 242 Round-based [Ours]
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Higher-Order Differential-Linear Attacks



Round-based approximation for 27-wise form

® d-th Higher-order differential linear (HDL) attacks
HDL[A i> A]=27" Z(_l)kzwewg\{o} D(w,a)F(x)
x€Fy

A = (Ao, Aq,...,Aq_1) is d linearly-independent vectors
® Higher-order algebraic transition form [HPT+23] is the only method to approximate a non-deterministic
HDL correlation

o letv=(0, \...,\)eF¥
——
2d_1 times
(C)[V] Z CF [V U] CV( )[U] _ 27n Z(_l)A Zung\{U} D(M,A)F(X)
x€F}
=CV(O)[0, A,... ;A ]
N—_——
2d—1 times
=HDL[A & )]
® Round-based approximation
Csxzd Cszd sx29
CVP)=0¢g —— 1 —— 01— -+ = 01 — 7 = CV(C).
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Correlation propagation for y 2

2 =30 v, ] - ofu]

u
1 1 291 n—1 291 291
=Y ) | Ren S el Q) M,y a0 X en
i0)=p I-(zd_1):0 Jj=0 UOwwuzd,lng Jj=0 k=0 j=0
291 291 291
T
= Z Z X e H > olri(wj(u))] Q) NI & ew
i©=0  jed-1_¢ \ Jj=0 J=0 wll,-stpg 1€ k=0 j=0
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HDL Application Results



Applications to second-order DL distinguishers

Target Rounds Exp. Cor. Th. Cor. Method Ref.
Second-order differential-linear distinguisher

Ascon-128 init. 5 27500 27605 HATF [HPT+23]

] Round-based [Ours]

6 * D Round-based [Ours]

Subterranean-2.0 5 % 27605 e Round-based [Ours]

7 % 279099 Round-based [Ours]

8 * (full) s Round-based [Ours]

Koala-p 5 % 2758 276.09 Round-based [Ours]

7 % Py Round-based [Ours]

8 * (full) PR Round-based [Ours]

A possible explanation for counter-intuitive 7-round and 8-round correlations

Y[(0, A, ..., A)] is NOT ONLY from ~,—1[(0, A, ..., )] when d > 1
d d_1
241 24—
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Precision of Second-Order HDL Correlation for 5-Round Ascon

Cor. (x100)
2.5
—— HATF
—— Experimental
21 —— Round-based
1.5+
1 4

: L : Index of output bits

0 10 20 30 40 50 60
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Precision of Second-Order HDL Correlation for 5-Round Subterranean-2.0

Cor. (x100)

—— Experimental
1.5 | — Theoretical

0.5 1

| | | | | | | | | | : : : > Index of output bits
0 20 40 60 80 100 120 140 160 180 200 220 240 260
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Precision of Second-Order HDL Correlation for 5-Round Koala-p

Cor. (x100)
—— Experimental
L5 1 — Theoretical
1 -+
0.5+ ‘\ | ’
I\ '\
0 +
—0.5

| | | | | | | | | | : : : > Index of output bits
0 20 40 60 80 100 120 140 160 180 200 220 240 260
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Classification of DL Approximation Methods



Classification

i .t .
quasidifferential basis Quasidifferential-linear matrix Q N [ 9-wise linear basis ]

® (Quasidifferential basis for input, 2-wise linear basis for output
Task: to approximate QF[(O, A), (0,A)]

® According to change-of-basis timing:
® At the beginning: the current method [Ours], ATF [LLL21]
® In the middle: classical 2-phase [LH94], 3-phase method, DLCT [BDK+19], generalized DLCT [HDE+24]
® At the last: truncated differential table [PZ\W+-24]

® According to the approximation method
® Round-based: ATF [LLL21], the current method [Ours], TDT [PZW+24]

QF[(0,1),(0,A)] =AT -M,_1 M, Mg - a9
® Trail-based: classical 2-phase [LH94], 3-phase method, DLCT [BDK-19], generalized DLCT [HDE+24]

QFI(0. 1), (0.4)] = > TT e

(0,8)=vo,vi,v2,...,vr—1,v=(0,)) j=0
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Classification

i .t .
quasidifferential basis Quasidifferential-linear matrix Q N [ 9-wise linear basis ]

® (Quasidifferential basis for input, 2-wise linear basis for output
Task: to approximate QF[(O, A), (0,A)]

® According to change-of-basis timing:
® At the beginning: the current method [Ours], ATF [LLL21]
® In the middle: classical 2-phase [LH94], 3-phase method, DLCT [BDK+19], generalized DLCT [HDE+24]
® At the last: truncated differential table [PZW+-24]
® According to the approximation method
® Round-based: ATF [LLL21], the current method [Ours], TDT [PZW+24]

QF[(0,1),(0,A)] =AT -M,_1 M, Mg - a9
® Trail-based: classical 2-phase [LH94], 3-phase method, DLCT [BDK-19], generalized DLCT [HDE+24]

QFI(0. 1), (0.4)] = > TT e

(0,8)=vo,vi,v2,...,vr—1,v=(0,)) j=0

Thank you for your attention!
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