Fan YH, Wang MQ, Li YB et al. A secure IoT firmware update scheme against SCPA and DoS attacks. JOURNAL OF
COMPUTER SCIENCE AND TECHNOLOGY 36(2): 419-433 Mar. 2021. DOI 10.1007/s11390-020-9831-8

A Secure IoT Firmware Update Scheme Against SCPA and DoS
Attacks

Yan-Hong Fan, Mei-Qin Wang*, Yan-Bin Li, Kai Hu, and Mu-Zhou Li

School of Cyber Science and Technology, Shandong University, Qingdao 266237, China

Key Laboratory of Cryptologic Technology and Information Security (Shandong University), Ministry of Education
Qingdao 266237, China

E-mail: fanyh@mail.sdu.edu.cn; mgwang@sdu.edu.cn; liyanbin1015@126.com; {hukai, muzhouli}@mail.sdu.edu.cn

Received July 9, 2019; accepted February 24, 2020.

Abstract In the IEEE S&P 2017, Ronen et al. exploited side-channel power analysis (SCPA) and approximately 5000
power traces to recover the global AES-CCM key that Philip Hue lamps use to decrypt and authenticate new firmware.
Based on the recovered key, the attacker could create a malicious firmware update and load it to Philip Hue lamps to cause
Internet of Things (IoT) security issues. Inspired by the work of Ronen et al., we propose an AES-CCM-based firmware
update scheme against SCPA and denial of service (DoS) attacks. The proposed scheme applied in IoT terminal devices
includes two aspects of design (i.e., bootloader and application layer). Firstly, in the bootloader, the number of updates
per unit time is limited to prevent the attacker from acquiring a sufficient number of useful traces in a short time, which
can effectively counter an SCPA attack. Secondly, in the application layer, using the proposed handshake protocol, the
IoT device can access the IoT server to regain update permission, which can defend against DoS attacks. Moreover, on
the STM32F4054+M25P40 hardware platform, we implement Philips’ and the proposed modified schemes. Experimental
results show that compared with the firmware update scheme of Philips Hue smart lamps, the proposed scheme additionally
requires only 2.35 KB of Flash memory and a maximum of 0.32 s update time to effectively enhance the security of the
AES-CCM-based firmware update process.
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(23] Firmware up-

infect billions of connected devices
date is a particularly important countermeasure to cor-

rect firmware vulnerability remotely and enhance the

1 Introduction

In recent years, the number of Internet of Things

(IoT) devices introduced in the market has increased
drastically. This trend is expected to continue and busi-
ness analysts predicted that the number of IoT devices
in the market will exceed 250 billion units by 202511
In the IoT world, millions of interconnected smart
devices collect and exchange potentially sensitive data.
If a new firmware vulnerability is discovered or dis-
closed in the public community, there are possibilities
for malicious attackers to exploit the vulnerability and

security of IoT devices!* 5. However, the US Federal
Trade Commission (FTC) has indicated that there are
numerous security risks (e.g., firmware exposure, ma-
licious firmware modification) in the firmware update
process@. Malicious attackers could exploit such a vul-
nerability to control an infected target device remotely,
which could then be used to launch a denial of service
(DoS) attack or even to violate the privacy of the target
device owner 1%,
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In recent years, there have been attacks on the
firmware update process. The IoActive Security Com-
pany hacked a counterfeit money detector that had
no encryption operations protecting the firmware up-
date process@. Using this vulnerability, the attacker
loaded malicious firmware into the detector, causing
it to accept counterfeit money. Cui et al.[l pre-
sented a firmware modification vulnerability of the HP-
RFU LaserJet printer and injected malware into the
printer’s firmware via standard printed documents. Ro-
nen et al.®l performed a worm infection attack on
Philips Hue smart lamps. To facilitate such an at-
tack, they discovered a major bug in the implementa-
tion of the Zigbee Light Link protocol and extracted the
Advanced Encryption Standard (AES)—Counter with
Cipher Block Chaining-Message Authentication Code
(CCM) key that Philips Hue smart lamps use to en-
crypt and authenticate new firmware in the bootloader.

There have been countermeasures proposed to se-
cure firmware updates from different perspectives. For
the security of the protocol layer, methods have been
suggested in [9-11] to ensure the security of the
firmware transmission. In [12], Choi et al. introduced a
secure firmware validation and update scheme that uti-
lizes an ID-based mutual authentication and key deriva-
tion to securely distribute new firmware. In recent
years, blockchain has been used in IoT devices to pro-
vide secure verification in the firmware release process,
for example [13] and [14]. Asokan et al. '] presented an
architecture to secure the firmware update of realistic
IoT devices that provides end-to-end security between
the manufacturers and devices. Further, other authen-
ticated encryption (AE) schemes or block ciphers have
been introduced into firmware update encryption mech-
anisms in IoT devices to prevent firmware exposure and
malicious firmware modification.

However, even protected by industry-standard cryp-
tographic techniques, the firmware update process of
ToT terminal devices can be misused by hackers to cre-
ate a new attack such as a side-channel power analysis
(SCPA) attack!®16. In [8], an SCPA attack against
AES-CCM used to encrypt and verify firmware updates
allowed attackers to encrypt, sign, and upload malicious
over the air (OTA) updates to infect the lamps. In the
SCPA attack, the attacker uses only cheap and easily
obtained equipment costing a few hundred dollars to de-
duce all the secret cryptographic elements used in the
bootloader of Philips Hue smart lamps within a few
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days. Once the secret elements are obtained, the at-
tackers could create any malicious firmware and upload
it into any Philips Hue smart lamp. The SCPA attack
requires very low cost and can be easily executed by
even a single malicious attacker. Therefore, the SCPA
attack is a serious threat to firmware update.

To prevent the entire ecosystem from damage by
malicious firmware modification, Ronen et al.[®! pro-
vided two countermeasures: using unique keys per IoT
terminal device or using asymmetric cryptography for
the firmware verification. Although these two counter-
measures could improve the security of the IoT, they
require high cost of implementation and are difficult to
implement in practice for the resource-constrained and
vast number of IoT terminal devices. In [17], Guillen
et al. proposed an approach that uses anomaly detec-
tion to recognize side-channel attacks. Once an attack
is detected, three different measures, 1) modifying the
key material, 2) delaying the next response, and 3) dis-
abling the cryptographic core, are executed. However,
these measures lead to a DoS attack.

According to the above, the firmware update scheme
with low cost of implementation and security against
SCPA and DoS attack is worth studying. In this pa-
per, to enhance the security of the firmware update, we
propose an AES-CCM-based firmware update scheme
that can effectively defend against SCPA and DoS at-
tacks and requires low cost of implementation. The
proposed firmware update scheme has reasonable engi-
neering tradeoffs in terms of security and cost of im-
plementation; therefore it can be easily applied into
resource-constrained IoT terminal devices.

Our Contributions. We propose a new firmware up-
date scheme against SCPA and DoS attacks. In the
proposed scheme, using the SCPA method, the attacker
will need several years in acquiring a sufficient number
of useful traces to deduce all the secret cryptographic
elements (i.e., the key and nonce value) used in de-
crypting and authenticating new firmware. High time
cost makes the SCPA method to become meaningless.
Moreover, in order to prevent DoS attacks caused by
malicious attackers, this paper proposes a new hand-
shake protocol to ensure that IoT terminal devices can
access the IoT server securely to regain service privi-
leges of firmware update.

The proposed scheme includes two aspects of design
(i.e., the bootloader and the application) in IoT termi-
nal devices. The contributions of this paper are listed
below.

@https://ioactive.com/hacking—a—counterfeit—money—detector—for—fun—and—non—proﬁt/, May 2019.
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o New Cryptographic Design Against SCPA Attack
in the Bootloader. In IoT terminal devices, the main
function of the bootloader is to perform firmware up-
dates, which move the firmware data from the off-chip
Flash to on-chip Flash. In the firmware update process,
the bootloader performs an AE scheme to provide the
confidentiality and authenticity of the firmware data.
The attacker can target the verification phase of the
AE scheme to recover the secret cryptographic elements
used in IoT terminal devices by SCPA attacks. Ronen
et al. used SCPA attacks to successfully recover the
key and nonce by acquiring approximately 5000 power
traces in [8]. Note that in the process of recovering the
secret cryptographic elements, the corresponding asso-
ciated data in the firmware of each power trace was
required to be the same, and the time required to ac-
quire approximately 5000 power traces was less than
one hour. In [8] the attacker could use very low time
cost to break the popular IoT device (i.e., Hpilips Hue
smart lamp) by recovering the secret cryptographic ele-
ments, which poses a significant threat to the security of
firmware update for IoT devices. In order to counter the
SCPA attack in [8], the proposed scheme introduces ad-
ditional operations in the bootloader for validating and
storing hash values about the associated data of the
firmware to limit the times of acquiring useful power
traces by the attacker per unit time. In the proposed
scheme, the attacker can obtain no more than five useful
traces every 24 hours. Acquiring approximately 5000
useful power traces only needs no more than one hour
in [8], but it would require about three years in the pro-
posed scheme. This overly long time cost prevents an
attacker from using the SCPA method to recover the
secret cryptographic elements in the firmware update
loading process.

o Access Design Against DoS Attack in the Applica-
tion Layer. DoS attacks could exist in previous and the
proposed schemes without additional countermeasures.
In the proposed schemes, if the table storing the hash
values is full, the firmware update operation is not per-
formed, which leads to a DoS attack. To prevent the
DoS attack, the proposed design introduces access ope-
rations and a new handshake protocol in the application
layer. The application layer accesses the table storing
the hash values of the associated data every 24 hours.
If the table is full, the application layer accesses the
IoT cloud server through the proposed new handshake

protocol. When the handshake is successful, the appli-
cation can clear the table to enable the bootloader to
perform a firmware update again, which can effectively
defend against DoS attacks.

To the best of our knowledge, the proposed design
is the first approach that protects the AES-CCM-based
firmware update process against SCPA and DoS attacks
simultaneously.

Outline. The remainder of this paper is organized as
follows. In Section 2, we describe the AE CCM scheme,
the firmware update process of IoT terminal devices,
and other work related to the breaking of the Philips
Hue smart lamp scheme in [8]. In Section 3, we present
a new loT firmware update scheme against SCPA and
DoS attacks. The experimental results for implemen-
tation cost and update rate are provided in Section 4.
Finally, we conclude this paper in Section 5.

2 Preliminaries

The definitions of notations used in this paper are
presented in Table 1.

2.1 AE CCM Scheme

CCM is an AE scheme that can protect both the
confidentiality and authenticity of data['8l. CCM has
been standardized in IPsec@, TLS@, Low Power Blue-
tooth 4.0, and IEEE 802.15.4 119, Owing to the excel-
lent performance of CCM and widespread deployment
of AES, AES-CCM is especially suitable for resource-
constrained IoT terminal devices such as the popular
Philips Hue smart lamps.

CCM consists of two important auxiliary primitives:
the counter (CTR) mode and the cipher block chaining
(CBC) mode. Before describing CCM itself, we first
define these two auxiliary primitives.

The first important auxiliary primitive is the CTR
mode. The CTR mode applies a predefined cipher E ()
to a set of input blocks generated by a counter value
X to produce m output blocks?°). The inputs of the
CTR mode are X, m, and Fx (). Its output is a string
S with m blocks. Each block of S is computed by
S; = Ek(inci (X)), where inc, represents counter in-
crementation, adding one modulo 2” to X, with the
convention that incl, represents j successive implemen-
tations. CTR mode is defined in Algorithm 1.

®https://tools.ietf.org/pdf/rfc4309.pdf, Dec. 2005.

@https://www.rfc—editor.org/pdfrfc/rfc6655.txt.pdf, Jul. 2012.

@https://WWW.bluetooth.com/zh—cn/bluetooth—resources, Apr. 2009.
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Table 1. Notations and Definitions

Notation

Definition

A

F3N: ~xxzZQDE3 e

Iy
Ctr;
X||Y

XoY

SB()

SR()

MO()
sb;

Had
FC[]

In the AE CCM scheme, A stands for associated
data; in the firmware image, A stands for the
protocol-level data which includes firmware ver-
sion, firmware code length and other configuration
parameters

In the AE CCM scheme, P stands for plaintext; in
the firmware image, P stands for firmware source
code

In the AE CCM scheme, C stands for ciphertext;
in the firmware image, C stands for encrypted
firmware code

Block length of associated data A, a € N4

Block length of plaintext P, m € N4

Associated data of block ¢, ¢ €{1, ..., a}
Plaintext of block ¢, ¢ €{1, ..., m}

Ciphertext of block 4, : €{1, ..., m}

Nonce value of the AE scheme

Key value of the AE scheme

A counter value in the CTR mode

Bit length of N, I € N

Bit length of block size, n € Ny

Tag that is generated in CCM processes
Encrypted value of T

Error symbol that represents verification failure
of CCM

Initialization vector of CBC

Counter value of block ¢

Concatenation of two bit strings X and Y
Bitwise exclusive-OR of two bit strings X and Y
with the same length

Ciphertext of a cipher under key K applied to
plaintext block M

Counter generation function which can format the
counter index i and N into a complete data block,
te{l,...,m}

SubBytes operation function in AES round func-
tion

ShiftRows operation function in AES round func-
tion

MixColumns operation function in AES round
function

sbi = SB(Stmp); sb; represents 16 bytes of state
after applying SubBytes operation on Simp in
round function of block cipher AES, 7 € {1,2,3}
Hash values of A

Counter of failed firmware verifications

Algorithm 1. CTR

w N

IS

o

=]

Input: X € {0,1}", m € Ny,

Eg : {0,1}" — {0,1}"

Output: S € {0,1}™"

I+ X,

for 1 <j<mdo
Sj+ Ex(I) ;
I <+ incg(I);

S(—Sl‘

|S2l[ -~ - |[Sm;

return S;
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The second important auxiliary primitive is the
CBC mode. The CBC mode is a confidentiality mode
whose encryption process features the combination of a
plaintext block with the previous ciphertext block 29
The CBC mode requires an initialization vector to com-
bine with the first plaintext block. The inputs of the
function CBC(IVy, P,m) are the initialization vector
IV}, plaintext P, block length m, and Ek(); the output
is a string S. The CBC mode is defined in Algorithm 2.

Algorithm 2. CBC
Input: I'Vy € {0,1}", P € {0,1}™",
Ek : {0,1}™ — {0,1}™

Output: S € {0,1}"

1 Co + Ek(P1 EBI%);

2 for 2 < j<mdo

s | Cj+ Ex(P;®Cj_1);

a S+ Cn;

5 return S;

m € N,

As an AE CCM
modes:  encryption mode and decryption mode.
The CCM encryption mode is represented by
CCM.Enc(K,N, A, P), which is defined in Algori-
thm 3. The inputs of CCM encryption are key K, nonce
N, associated data A, and plaintext P. Its outputs are

ciphertext C' and the encrypted value of tag CT.

scheme, consists of two

Algorithm 3. CCM Encryption
Input: K € {0,1}", N € {0,1}!, A € {0,1}°",
Pe{0,1}mn
Output: T € {0,1}",C € {0,1}™"
1 Bol|Bill - [[Batm—1 = A||P;
2 Yo = Ex(Bo);
3 for 1 <j<rdo
| Y« Ex(Pj®Y; 1);
5 T+ Yy
6 for 0 <j<mdo
7 Ctr; < C(N,j);
8 L Sj — EK(CtT']');
9 S+ S1|S2]] - ||Sm;
10 C+ P®S;
11 CT < T & So;
12 return C||CT;

The CCM decryption mode is represented by
CCM.Dec(K,N,A,C,CT), which is defined in Algo-
rithm 4. The inputs of CCM decryption are key K,
nonce NN, associated data A, ciphertext C, and the en-
crypted value of tag CT. The output is either plaintext
P or an error symbol L.

CCM is displayed in Fig.1. The CCM encrypt-
ion mode in Fig.1(a) is used to generate encrypted
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Algorithm 4. CCM Decryption

Input: K € {0,1}", N € {0,1}}, A € {0,1}",

Ce {07 1}771717 CT e {07 1}”
Output: P € {0,1}™" or {1}

1 for0<j<mdo
Ct’r’]‘ < C(N,j);
L Sj — EK(CtT]’);
S S1][S2]] -+ [|Sm;
P+ C&®S;
T + CT & So;

N

w

© ® N o ua »

Bol|B1|| -+ [|Bm+a—1 < A[|N||P;
Yo = Ex(Bo);
for 1 <j<rdo

L Yj < Ex(P; ®Yj_1);

if (Y ==T) then

L return P;

else

L return |;

firmware which includes encrypted

C; (i € {1,...,m}) and encrypted

firmware code

tag value CT.

The CCM decryption mode in Fig.1(b) is used to de-
crypt encrypted firmware and verify the authenticity
of firmware source code P; (i € {1,..., m}) and the
associated data A; (1 € {1,..., a}). If verification
succeeds, the CCM decryption mode returns firmware
source code P; (i € {1,..., m}). Otherwise, only the
error symbol L is returned.

2.2 IoT Firmware Update Process

An IoT manufacturer will release a new version of
firmware in a timely manner to add a new function or
fix a vulnerability. After this new firmware packet is
uploaded on the IoT cloud server, the firmware update
can be remotely performed. The detail of a typical IoT
firmware update process is given in Appendix.

Ronen et al. ¥ recovered the key and nonce value of
AES-CCM in the bootloader of the Philips Hue smart
lamps by an SCPA attack in the firmware update pro-
cess. According to their work, we deduced the complete

P, P,
Ctr,

P, P,

i

Ctr,, Ctry R :
_ _ —_l
- T at— 1

Generati)zl

|

»é |
A

) 4 |
-D Encryption|
|

CT Output |

I~ - - - o -
cT

: = A As Ctr, Input :

| |

L -4 -1 - P |

\ Decryption

r———

Verification
o)

—— -_— p—

|
12, Output 11

(b)
Fig.1. CCM mode. (a) CCM encryption mode. (b) CCM decryption mode.

|
Output 2|
-
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firmware update scheme for Philips Hue smart lamps,
which is shown in Fig.2. As a type of IoT terminal
device, the firmware update transmission process for
Philips Hue smart lamps can refer to Appendix A. In
this subsubsection, we introduce the loading process for
the firmware update of Philips Hue smart lamps.

In Philips Hue smart lamps, the application layer
and the bootloader work together to implement the
firmware update. After receiving the new firmware from
the ToT cloud service, the application layer stores the
new firmware packet in off-chip Flash memory. Then,
the application layer sets a flag to indicate that there is
new firmware in the off-chip Flash and performs a soft-
ware reset to restart the MCU. The bootloader checks
the update flag of firmware. If the update flag is set,
the bootloader verifies the firmware data. If the ver-
ification is successful, the bootloader erases the Flash
memory stored the application layer and loads the new
firmware into it. Finally, the bootloader clears the up-
date flag of firmware to indicate that firmware update
is successful.

In the firmware update process, security issues may
exist in two phases: network transmission and firmware
loading into the IoT terminal device. In the network
transmission phase, the security of the firmware up-
date is guaranteed by the transport protocol and up-
date framework 1214, In the firmware loading into
the TIoT terminal device phase, the AE scheme is in-
troduced into the firmware update bootloader program.
However, the SCPA attack is a serious threat to the pro-

5. After the verification is successful, new firmware is loaded

into Flash memory which stores the application layer.

MCU of IoT Terminal Devices

Bootloader

Application Layer

g

| 4. After the transfer is completed, the application
| layer performs a software reset and MCU executes
the bootloader.

| 6. Returnthe status
result of firmware
update.
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cess of decrypting and authenticating the new firmware
in the bootloader . Hence, designing a bootloader
that can effectively defend against SCPA attacks with
low cost can improve the security of firmware update
in IoT ecosystem.

2.3 Breaking Philips’ Bootloader with SCPA

AES-CCM is used in the bootloader of Philips Hue
smart lamps to protect the firmware update. Ronen et
al.®) used a novel SCPA to recover the key and nonce
value used in AES-CCM.

A cryptographic device consumes power when per-
forming an arbitrary operation. A power trace is a set
of power consumption measures during a cryptographic
operation. Different operations produce different power
traces. With these power traces, it is possible to de-
termine certain secret intermediate values processed in
the cryptographic device. This attack method was first
demonstrated as differential power analysis (DPA) by
Kocher et al. 2], DPA divides a number of power traces
into two different sets. By subtracting the value of these
sets, the true value of an intermediate bit of operands
can be determined. Correlation power analysis (CPA),
proposed by Brier et al.[??), uses a more complex leak-
age assumption. Instead of determining a single bit
at a time, a CPA attack makes it possible to rapidly
recover the value of a byte. Ronen et al.!8 used the
byte-wise CPA method to recover the key and nonce
value of AES-CCM in the SCPA attack.

In the firmware update process, the attacker focuses

\ Control Terminal/

N~ — — —

1. Release the
information of

2. Request a

firmware

update. firmware update.

IoT Cloud Server

3. Transfer packets of
firmware update.

Fig.2. Firmware update scheme of Philips Hue smart lamps.
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on the verification phase of ciphertext blocks C and Cj,
which can be seen in Fig.3. In the bootloader attack of
the Philips Hue smart lamps, Aq, As, ..., A, and Ctrq
must be fixed as constants, which leads S; and T, to
be constant.

For the ciphertext block C7,, the interest attack
points focus on SubBytes operations in the first and
the second AES rounds. The intermediate value sb; of
the first round of Cy can be written as:

sb; = SB(Sl e 1T, @K@Cl) = SB(K/ @Cl),

where K is the key of AES-CCM and K/ = 51T, ® K.
During the SCPA attack process, the attacker chooses
C1 to trigger the firmware update, and acquires power
traces. Then, the attacker guesses K’ to calculate sbq,
and uses the correlation between the power traces and
sby to recover K’ by the correct guess. K’ can be recov-
ered by repeating the aforementioned correlation ana-
lysis 16 x 256 times.

The intermediate value sby of the second round of
the C ciphertext block can be written as:

sby = SB(MC o SRo SB(K' & Cy) @ K)
— SB(f(C1 & K') & K1),

where K is the subkey of the second round of the Cy
ciphertext block. After recovering K’, the attacker can
use the power traces acquired by changing the value of
C1 to recover K7 by the CPA method. Thus, the key K
of AES-CCM can be deduced by K;j using the inverse
key schedule function.

Now, the attack can be repeated for the first round
of the Cy ciphertext block. Tp1 = Ex (K’ @ C1); when
C is fixed, Tp; is a constant. Focusing on the inter-
mediate value sbz, the attacker chooses the value of
C5 to trigger the firmware update and acquires power
traces. Then, the attacker guesses S5 to calculate sbs,
and uses the correlation between the power traces and
sbs to recover Sy by the correct guess. Sy can be recov-
ered by repeating the aforementioned correlation ana-
lysis 16 x 256 times. Finally, the nonce value N included
in C'tro can be deduced by decrypting Sy with the key
K, ie., Ctry = C(N,2) = Ex'(S2).

To successfully recover the key and nonce of AES-
CCM in the Philips Hue smart lamps using the CPA
method, approximately 5000 power traces for each
block must be acquired, and the associated data in the
firmware in the acquiring process must be the same.

3 New IoT Firmware Update Scheme Against
SCPA and DoS Attacks

Inspired by the work of breaking AES-CCM in the
bootloader of Philips Hue smart lamps using SCPA &,
we propose a new loT firmware update scheme against
SCPA and DoS attacks that depends primarily on the
design of the bootloader and application layer.

The new IoT firmware update scheme is displayed
in Fig.4. Compared with the firmware update scheme
of Philips Hue smart lamps depicted in Fig.2, the pro-
posed scheme adds two tables: T,q and T, and ope-

Verification

Fig.3. CPA against CCM mode.
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MCU of IoT Terminal Devices

Application Layer

a,. If the Handshake Is
Successful, the Application
|Layer Will Clear Table T.q

by After the Update Operation of Firmware )
Is Completed, the Latest Version Number Is
Stored in Ty

as. Send Information of Version and
Handshake to the Application Layer

bz, If Verification Is Failed, Store H,q and FC[H,| in T,

& RN
Bootloader o
.'bz
C
T.a | ‘;,‘"V
Ty : -
as
VA

a, Query the Latest Version Number
of Firmware on IoT Cloud Server
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| b, Query the
Current Version

| Number of IoT
Terminal
Devices in Ty

| b, Query
| Status of T4

a,. Access T.q
per 24 Hours

IoT Cloud Server

! ag. IoT Teminal Devices
Initiate a Request for
Firmware Update

a; Transfer the Packet
of Firmware Update to
IoT Terminal Devices

Fig.4. New IoT firmware update scheme against SCPA and DoS attacks. Steps 1, 2, 3, 4, 5 and 6 have same meaning as corresponding

steps in Fig.3.

rations: b; and a; (i € {1,2,3,4}, j € {1,2,...,7}).
T,q stores the hash value of the associated data in the
new firmware; T}, stores the current firmware version of
the ToT terminal device. b; (i € {1,2,3,4}) is a newly
added operation used to interact with T,q and T, in
the bootloader. a; (j € {1,2,...,7}) is a newly-added
operation used to interact with T,q, Ty, and the IoT
cloud server in the application layer.

3.1 New Cryptographic Design Against SCPA
Attacks in the Bootloader

The core of the proposed scheme against SCPA at-
tacks is to use a technique to limit the maximum num-
ber of authentication times (i.e., update times) per unit
time. Firstly, some notations about cryptographic de-
sign against SCPA attacks are given. In the proposed
scheme, T,q is predefined to store the different hash val-
ues H,q of the associated data and a counter of failed
firmware verifications FC[Huq). When there are five
different H,q in table T,q, we say that T,q is full. That
is, the upper bound for the number of H,q and the value
FC[H,q] is five in the proposed scheme. However, the
product manufacturer can set the upper bound accord-
ing to the specific implementation.

Secondly, the workflow of bootloader is shown as
follows. The bootloader first reads the update flag of
the firmware UpFlag and verifies if UpFlag is set. If
UpFlag is set, the bootloader performs the firmware
update operations. The operation flow of the new
firmware update scheme in the bootloader is described
as follows.

b1. Query T, to obtain the current version
VersionInMCU of firmware in the IoT terminal de-
vice. Check if the version number VersionRecieved of
the new firmware is greater than VersionInMCU. If
VersionRecieved > VersionInMCU, go to step bs.
Otherwise, go to step bs.

by. Query the status of T,q.

bo_1. Check if Thq is full. If T,q is full, go to
step bs. Otherwise, read the associated data in the
new firmware and calculate the hash value H,q of
the associated data with a hash function such as

SHA-256.

bs_o. Check if H,q is equal to the previous hash
value, which has been stored in T,q. If they are
equal, go to step by 3. Otherwise, go to step bs_4.

by 3. Check if FC[H,q] is greater than or equal
to 5. If FC[Haa] = 5, go to step bs. Otherwise, go
to step bo_4.
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ba 4. Read the firmware data and verify. If
the verification is successful, the bootloader per-
forms the firmware update operation and then goes
to step by. Otherwise, go to step bs.

bs. Increase FC[H,q] by 1, ie., FC[Ha] =
FC[Hag] + 1. Store Hpq and FC[H,g] in Thq. Go to
step bs.

bs. Store the latest version number in T5.

bs. Clear the update flag of the firmware UpFlag.
The bootloader completes.

In the bootloader, operations by and b3 are used to
limit the number of updates, and operations b; and by
are used to ensure that the version of the firmware up-
date is the latest.

The bootloader queries the status of T,q in step
by. If T,q is full, the bootloader does not perform
the firmware update operations until 7,4 is cleared by
the application layer. Note that T,q and T, are stored
in the on-chip Flash which prevents the attacker from
modifying stored data by the security fuses. The pro-
cess of clearing T,q is accomplished by IoT terminal
devices by successfully handshaking with the IoT cloud
server every 24 hours. Thus, the attacker can obtain
no more than 25 power traces every 24 hours. Further,
only five of these power traces can be used to deduce
the secret cryptographic elements by the SCPA method
proposed in [8]. If the attacker attempts to use the
SCPA method to recover the key and nonce of AES-
CCM in the bootloader, it would require an extremely
long time to acquire a sufficient number of useful power
traces. Hence, the new firmware update scheme in the
bootloader can effectively defend against SCPA attacks.
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3.2 New Access Design Against DoS Attacks
in the Application Layer

A DoS attack could exist in the previous and pro-
posed schemes. In the proposed scheme, if T,q is full,
although the correct firmware update packet sent by
the IoT cloud server is received, the firmware update
operation is not performed, which leads to a DoS at-
tack. To prevent a DoS attack, new access operations
and a handshake protocol are designed and applied to
the application layer.

The new access design against DoS attacks in the
application layer is displayed in Fig.5, and its specific
steps are described as follows.

a1. The application layer accesses T,q every 24
hours.

a1_1- The application layer queries the status
of Thq every 24 hours.

a1_9. Thq returns the status to the application

layer. If Tyq is full, go to step as.

as. The application layer queries the version number
of the latest firmware update on the IoT cloud server
through a new handshake protocol.

az. The IoT cloud server returns the information
for the latest version and handshake to the applica-
tion layer of IoT terminal devices. The application
layer checks if the handshake is successful. If the
handshake is successful, the latest firmware version
VersionRecieved from the packet returned by the IoT
cloud server is obtained.

a4. The application layer clears T,q to enable the
bootloader to repeat the firmware update process.
When T,q4 is cleared, the firmware update operation
can be initiated by IoT terminal devices or the control

Ty j

a;;. Query the Status
of T,q Every 24 Hours

Taa /, [Application Layer| /|

- a1
a?j'_, iR (00 G a». Query the Latest Version Number
a— Qs > of Firmware on IoT Cloud Server 2. If T,q Is Cleared,

IoT Cloud
Server

ay. If the Handshake Is
Successful, Clear T,q

as. Send Information of Version and
Handshake to the Application Layer

a2 P> Control Terminals Can
Initiate an Firmware
Update Operation

ag. IoT Teminal Devices Initiate a

s Again

[ 2

as.1. Query
VersionInMCU in Ty 1% 4
- Q5.1
Qas.2 P

Request of Firmware Update

ass. Return VersionIn MCU
Value to the Application

Layer

Qg

a;. Transfer the Packet of Firmware

Update to IoT Terminal Devices
ar

Fig.5. Access design against DoS attacks in the application layer.
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terminal APP.
as. The application layer accesses Ty .
as_1- The application layer queries the current
version number VersionInMCU in T,.
aso. T, returns the current version number

VersionInMCU of IoT terminal devices to the ap-

plication layer. If VersionRecieved is greater than

VersionInMCU, go to step ag. Otherwise, the ap-

plication layer waits for update operations initiated

by the control terminal, i.e., step 2 in Fig.5.

ag. The application layer of [oT terminal devices ini-
tiates a request for firmware update to obtain the latest
firmware update.

a7. The IoT cloud server sends the firmware update
packet to the application layer of IoT terminal devices.
The application layer stores the firmware update packet
in the off-chip Flash.

Proposed Handshake Protocol. The proposed new
handshake protocol is used to confirm that the version
information and handshake are sent by the IoT cloud
server. The application layer can only clear T,q4 if the
handshake is successful. Otherwise, T,q will remain un-
changed because the IoT terminal device could be under
attack.

The specific process of the handshake protocol is
described as follows.

1) The application layer generates a random num-
ber RandomN and stores it for subsequent verification
operations. RandomN is encrypted with a cipher such
as AES to obtain the encrypted data CipherRan. The
application layer shares the secret key of the cipher with
the IoT cloud server. The command data for version
query and CipherRan as a version query packet is sent
to the IoT cloud sever by the application layer.

2) After receiving the version query packet, the
IoT cloud server uses the same cipher with the
application layer to decrypt CipherRan to obtain
RandomN. Then, the IoT cloud server encrypts
(RandomN +1) to obtain Cipher RanS. The IoT cloud
server sends Cipher RanS and the latest version data
VerstonRecieved as a request response packet to the
IoT terminal device.

3) After receiving the request response packet, the
IoT terminal device decrypts Cipher RanS to obtain
HandShakeValue. If HandShakeValue is equal to
(RandomN + 1), the handshake operation is success-
ful and the application layer can clear T,q. Otherwise,
T.q leaves the status unchanged.

This new handshake protocol can effectively prevent
the attacker from impersonating the IoT cloud server
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and sending the handshake information to IoT terminal
devices.

According to Subsection 2.3, we know that the con-
dition for successfully breaking the AES-CCM in the
bootloader is that for the given C ciphertext block, Ty,
remains constant while acquiring approximately 5000
traces in a few days[®. In the proposed firmware up-
date scheme, the operations a1, b1, and b3 work together
to limit the number of update times to no more than
25 every 24 hours. Moreover, only five power traces in
the 25 updates can be used in the SCPA attack. If T,
remains constant, acquiring 5000 traces would require
approximately three years.
should prevent most attackers from using the SCPA
attack to recover the key of AES-CCM in the boot-
loader.

This excessive time cost

Operations ag, az, and a4 work together to
clear T,q, which then enables the bootloader to regain
firmware update permission. Thus, we can effectively
defend against DoS attacks.

4 Implementation

The common hardware scheme for IoT terminal de-
vices is: MCU + off-chip Flash. The MCU is used
primarily to store the bootloader and application layer.
The off-chip Flash is used mainly to store the firmware
update data. The firmware update schemes of the
Philips Hue smart lamp and the proposed modified
scheme were implemented on a test platform based on
STM32F405+M25P40, which is widely used in IoT ter-
minal devices.

4.1 Test Platform

The test platform for evaluating the firmware up-
date scheme is displayed in Fig.6. The equipment and
tools used in the test platform include: PC, RT809
programmer, J-link simulator, external Flash board,
STM32F405 board, and oscilloscope.

The operation process of the test platform is de-
scribed as follows.

1) The AES-CCM based firmware encryption pro-
gram is implemented on the PC. The encryption pro-
gram reads the code data Code.bin to perform an en-
cryption operation.

2) The encryption program performs an encryption
operation to generate the encrypted firmware data and
writes it to firmware file AF firmware.bin.

3) The RT809 programmer loads AFE firmware.bin
to the external Flash board.
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Fig.6. Test platform for evaluating firmware update scheme.

4) The bootloader firmware update program based
on the STM32F405 hardware platform is implemented,
compiled, and linked to generate the executable HEX
file Bootloader.hex in K ETLuVision5.

5) The Bootloader.hex file is loaded to the
STM32F405 board through the J-link simulator.

6) To facilitate the test, the PC sends a command
to the STM32F405 board through the serial port to
trigger the firmware update operation.

7) During the firmware update process, the
STM32F405 reads and writes data from the external
Flash board.

8) During the firmware update process, the
TM32F405 controls the high or low levels of the
GPIOB1. The oscilloscope monitors the output level
of the GPIOB1 and provides the timing waveform.

9) Result.xlsz is generated according to the timing
waveform acquired by the oscilloscope.

4.2 Test Results

In order to compare the memory cost and update
the efficiency of the proposed scheme with Philips’
scheme, two firmware update schemes in the bootloader
are implemented and tested. The Philips Hue smart
lamps’ scheme corresponding to Fig.2 cannot defend
against SCPA. The proposed firmware update scheme
corresponding to Fig.4 can effectively counter SCPA at-
tacks.

4.2.1 Memory Cost

The Philips Hue smart lamps’ scheme requires 18.05
KB of Flash memory and 17.86 KB of SRAM. The pro-

posed scheme requires 20.4 KB of Flash memory and
17.88 KB of SRAM. The RAM cost of both schemes is
virtually the same. Compared with Philips, the Flash
memory of the proposed scheme is increased by 2.35
KB. The test results of the Flash memory cost are given
in Table 2. The additional Flash memory used in the
proposed scheme is due to the operations for H.,q and
T,, and the SHA-256 library function, which calculates
the hash value of the associated data in the firmware
update.

Table 2. Test Results of Flash Memory Cost (KB)

Type Fupdate Crypto Hdrives Total
Philips 1.55 10.58 5.92 18.05
Proposed 2.02 12.22 6.16 20.40

Note: Fupdate denotes bootloader code for firmware update.
Crypto denotes STM32 cryptographic library. Hdrives denotes
hardware drivers code.

The data stored in Flash memory include the boot-
loader code for the firmware update, STM32 crypto-
graphic library@, and hardware driver code. In Ta-
ble 2, the Fupdate of the proposed scheme is 0.47 KB
greater than Philips because of the checking and storing
operations of H,q and T,. The bootloader code for the
firmware update in the proposed scheme requires only
2.02 KB of Flash memory. Because the bootloader im-
plementation cost of the proposed scheme is very low,
it can be applied to a variety of resource-constrained
IoT terminal devices.

Compared with Philips, the Crypto for the proposed
scheme is increased by 1.64 KB because of the call to the
SHA-256 interface function. The size of Flash memory

@>https://www.st.com/zh/embedded—software/stm32—cryp—lib.html7 Sept. 2013.
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required for Crypto depends on the type of hardware
platform and the number of interface functions used in
IoT terminal devices. To optimize the implementation
cost of the cryptographic algorithm, IoT terminal de-
vices manufacturer can choose MCUs with pure hard-
ware cryptographic accelerators.

4.2.2 Update Efficiency

The firmware update process for the bootloader in-
cludes four main phases: 1) verification phase, 2) on-
chip Flash block erasing phase, 3) decryption phase,
and 4) writing code into the on-chip Flash phase. The
update rate of different firmware updates was tested on
the STM32F405+M25P40 hardware platform. Further,
to study the effect of the firmware length on the update
time, we provided nine firmware updates with different
lengths. The time and rate test results of the firmware
update in Philips and the proposed scheme are listed
in Table 3. Compared with Philips, the range of ad-
ditional update time required in the proposed scheme
was 0.05 s—0.32 s, and the range of reduction in update
rate was 0.06 KB/s—0.46 KB/s.

To clearly illustrate the difference of update rate be-
tween Philips and the proposed scheme, the comparison
results are displayed in the form of a histogram in Fig.7.
Compared with Philips, the update rate of the proposed
scheme was not significantly reduced. The update rate
of the proposed scheme can satisfy the actual demand
of the product. Hence, the proposed firmware update
scheme in the bootloader can be used in IoT terminal
devices.

The time ratios of the different phases were diffe-
rent based on the firmware length. The time ratio
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histogram of the four phases in different firmware in
the proposed scheme is displayed in Fig.8. With the
increase of firmware length, the time in the verifica-
tion and decryption phases increased. For larger size
firmware, the verification and the decryption time be-
came the main factor influencing the firmware update
rate. Therefore, to improve the update rate of large size
firmware, it would be a better choice for the IoT man-
ufacturer to choose MCUs with pure hardware crypto-
graphic accelerators in the hardware design of their IoT
product.

Table 3. Time and Rate of Firmware Update

Size  Type vr ET DT WT TT UE

(KB) 6 6 () () () (KBJs)
32  Philips 090 1.13 0.86 0.49 3.38 9.47
Proposed 091 1.24 0.86 0.49 3.50 9.14

64  Philips 1.81 1.01 1.72 098 552 11.59
Proposed 1.80 1.25 1.73 097 5.75 11.13

128  Philips 3.61 1.00 3.45 1.93 9.99 12.81
Proposed 3.61 1.08 3.45 1.97 10.11 12.66

192  Philips 541 196 5.20 293 15.50 12.39
Proposed 5.42 2.11 5.18 2.89 15.60 12.31

256  Philips 722 194 6.88 3.89 19.93 12.85
Proposed 7.22 2.18 6.93 3.92 20.25 12.64

320  Philips 9.02 3.10 8.64 490 25.66 12.47
Proposed 9.03 3.33 8.64 4.80 25.80 12.40

384  Philips 10.83 3.02 10.42 5.76 30.03 12.79
Proposed 10.83 3.22 10.08 6.22 30.35 12.65

448  Philips 12.63 4.44 12.01 7.14 36.23 12.37
Proposed 12.63 4.60 12.04 7.01 36.28 12.35

511  Philips 14.40 3.64 13.67 7.76 39.47 12.95
Proposed 14.42 3.82 13.86 7.54 39.64 12.89

Note: VT denotes verification time. ET denotes on-chip Flash
block erasing time. DT denotes decryption time. WT denotes
code writing into on-chip Flash time. TT denotes total time.
UE denotes firmware update rate.
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Fig.7. Comparison of update rate between Philips and the proposed scheme.
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Fig.8. Time ratio of four phases in different firmware in the
proposed scheme.

5 Conclusions

In this paper, we proposed a new firmware update
scheme against SCPA and DoS attacks for IoT terminal
devices. From the system and algorithm level perspec-
tive, this firmware update scheme uses countermeasures
with lower implementation cost to guarantee the secu-
rity in the firmware update process. In the bootloader,
the operations of checking and storing T,4 are added to
effectively defend against SCPA attacks by preventing
the attacker from acquiring a sufficient number of use-
ful traces in a short time. In the application layer, the
handshake protocol and access operations for T,q and
T, are added to enable the bootloader to regain update
permission, which can effectively defend against DoS
attacks.

The proposed firmware update scheme can improve
the security of the new firmware loading process at
extremely low cost, which has reasonable engineering
tradeoffs in terms of security and cost. Hence, in addi-
tion to Philips Hue lamps, it can also be applied to other
resource-constrained IoT terminal devices to guarantee
the security of firmware updates.

For future work, a lightweight and secure AE scheme
will be designed and applied into the loading process of
IoT firmware update to further reduce the cost of im-
plementation and improve update efficiency. We hope
the proposed scheme could be applied in IoT terminal
devices to enhance the security of IoT ecosystem.
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Appendix: Typical IoT Firmware Update
Process

Fig.A.1 shows a typical network topology for an IoT
firmware update which includes the following entities.

1) Product Manufacturer (PM). The PM generates
a firmware update packet for IoT terminal devices and
uploads it to the IoT cloud server.

2) Control Terminal (CT). The CT (e.g., Smart-
phone, IPad, PC) receives the firmware update infor-
mation released by the IoT cloud server and remotely
monitors and updates IoT terminal devices by APP.

3) IoT Cloud Service (CS). The IoT CS receives
and stores the firmware update packets from the PM
and modifies the version number of the firmware up-
date. After receiving a request for a firmware update,
the IoT CS sends the firmware update packet to IoT
terminal devices.

4) Wide Area Network (WAN). The WAN uses the
Ethernet protocol to transmit the IoT firmware data.
The WAN connects with the IoT CS and the LAN gate-
way controller.
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Fig.A.1. Typical network topology of IoT firmware update.

5) Local Area Network Gateway Controller (LAN
GC). The LAN GC acts as a data hub to process the
data from or to IoT terminal devices. LAN GC con-
nects with the WAN and LAN.

6) Local Area Network (LAN). Tt uses the LAN pro-
tocol to transmit the IoT firmware data, and connects
with the LAN GC and wireless relay devices.

7) Wireless Relay Device (WRD). The WRD (e.g.,
bridge, wireless router and bluetooth router) uses the
wireless communication protocols (e.g., Bluetooth, Wi-
Fi, and Zigbee) to send the firmware update to IoT
terminal devices.

8) IoT Terminal Devices (TDs). The IoT TDs in-
clude different types of environmental monitors (e.g.,
temperature, humidity, pressure), control actuators
(e.g., automobile, industrial production), smart home
equipment (e.g., smart lights, smart locks), and wear-
able devices (e.g., smart bracelets, smart watches). The
IoT TDs connect with the WRD by a wireless network
port (e.g., Wi-Fi, Bluetooth and Zigbee). In the micro
controller unit (MCU) of the IoT TD, the application
layer and bootloader are used to implement the function
of the firmware update. The application layer receives
the firmware update from the IoT CS, and modifies and

stores the information for the firmware update in the
off-chip Flash. The bootloader first checks the firmware
parameter information. If there is new firmware, it veri-
fies and moves the new firmware from the off-chip Flash
to the on-chip Flash.

The typical firmware update process initiated by CT
APP is described as follows.

1) The PM @ sends the firmware update to the IoT
CS ® for network release.

2) After receiving the release information for the
firmware update from the IoT CS ®, the CT APP @
sends a firmware update command to the IoT CS ®.

3) Controlled by the CT APP @), the IoT CS ®
sends the firmware update packet to the IoT TD
through the WAN ®, LAN GC ®, LAN ©®, and WRD
@ in turn.

4) After receiving the complete firmware update
packet, the IoT TD ® verifies the firmware update. If
verification is successful, the IoT TD replaces the cur-
rent firmware with the new firmware. Otherwise, the
IoT TD leaves the current firmware unchanged.

5) The IoT TD ® returns the result of the firmware
update to the IoT CS ® through the WRD @, LAN
®, LAN GC ®, and WAN @ in turn.
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