Stretching Cube Attacks: Improved
Methods to Recover Massive Superpolies

Jiahui He'*®, Kai Hu?®, Bart Preneel®, and Meigin Wang!»*5(&)

! School of Cyber Science and Technology, Shandong University, Qingdao,

Shandong, China
hejiahui2020@mail.sdu.edu.cn, mgwang@sdu.edu.cn

Singapore, Singapore
kai.hu@ntu.edu.sg
3 imec-COSIC, KU Leuven, Leuven, Belgium
bart.preneel@esat.kuleuven.be
4 Key Laboratory of Cryptologic Technology and Information Security,
Ministry of Education, Shandong University, Jinan, China
® Quan Cheng Shandong Laboratory, Jinan, China

Abstract. Cube attacks exploit the algebraic properties of symmetric
ciphers by recovering a special polynomial, the superpoly, and subse-
quently the secret key. When the algebraic normal forms of the cor-
responding Boolean functions are not available, the division property
based approach allows to recover the exact superpoly in a clever way.
However, the computational cost to recover the superpoly becomes pro-
hibitive as the number of rounds of the cipher increases. For example,
the nested monomial predictions (NMP) proposed at ASTACRYPT 2021
stuck at round 845 for TriviuM. To alleviate the bottleneck of the NMP
technique, i.e., the unsolvable model due to the excessive number of
monomial trails, we shift our focus to the so-called valuable terms of a
specific middle round that contribute to the superpoly. Two new tech-
niques are introduced, namely, Non-zero Bit-based Division Property
(NBDP) and Core Monomial Prediction (CMP), both of which result in
a simpler MILP model compared to the MILP model of MP. It can be
shown that the CMP technique offers a substantial improvement over the
monomial prediction technique in terms of computational complexity of
recovering valuable terms. Combining the divide-and-conquer strategy
with these two new techniques, we catch the valuable terms more effec-
tively and thus avoid wasting computational resources on intermediate
terms contributing nothing to the superpoly. As an illustration of the
power of our techniques, we apply our framework to TRIViUM, Grain-
128AEAD, Kreyvium and ACORN. As a result, the computational cost
of earlier attacks can be significantly reduced and the exact ANFs of
the superpolies for 846-, 847- and 848-round TRIVIUM, 192-round Grain-
128AEAD, 895-round Kreyvium and 776-round ACORN can be recovered
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in practical time, even though the superpoly of 848-round TRIVIUM
contains over 500 million terms; this corresponds to respectively 3, 1, 1
and 1 rounds more than the previous best results. Moreover, by inves-
tigating the internal properties of Mobius transformation, we show how
to perform key recovery using superpolies involving full key bits, which
leads to the best key recovery attacks on the targeted ciphers.

Keywords: Cube attack - Superpoly « TRIVIUM + Grain-128AEAD -
ACORN - Kreyvium + Division property + Monomial prediction

1 Introduction

The cube attack, proposed by Dinur and Shamir at EUROCRYPT 2009 [8], is
one of the most powerful cryptanalytic techniques against symmetric ciphers.
Typically, any output bit of a cipher can be regarded as a polynomial of the
public input & = (xg,x1,...,2,—1) and the secret input k = (ko, k1,...,km—1),
denoted by f(z, k). For a chosen term x* = [[, _; i, u,x € F3, f(x, k) can be
uniquely expressed as

f(w’k) = p(a:[ﬁ],k) szt + Q(ka) s

where p(x[u], k) is a Boolean function of k, z[u] = {z; : u; = 0} and each term in
q(x, k) misses at least one variable from {x; : u; = 1}. The polynomial p(z[u], k)
is called the superpoly of the cube term a*. After assigning a static value to k
and x[u], the value of p(x[u], k) can be computed by summing f(x, k) over a
structure called cube, denoted as C,,, composed of all possible 0/1 combinations
of {z; : u; = 1}.

To mount a cube attack, one first recovers the superpoly in an offline phase.
Then, the value of the superpoly is obtained by querying the encryption oracle
and computing the summation. From the equation between the superpoly and
its value, information of the secret key can be revealed. Therefore, the superpoly
recovery is a central step in the cube attack.

Traditional cube attacks [8,9,20,35] regard ciphers as black boxes so the
superpolies are recovered experimentally. Only linear or quadratic superpolies
are applicable. In [25], Todo et al. introduced cube attacks based on the Conven-
tional Bit-based Division Property (CBDP). New methods based on CBDP [27]
were proposed to efficiently identify secret variables that are not involved in the
superpoly. After removing these uninvolved key bits and collecting the remain-
ing key bits into a set J, the truth table of the superpoly can be recovered with
time complexity 21114171 where the set T = {i : u; = 1} is called cube indices.
In [28], Wang et al. improved the precision of CBDP by considering cancellation
characteristics of constant 1 bits, thus further lowering the complexity.

Exact Superpoly Recovery. Although the CBDP never produces a false pos-
itive error [17], it cannot accurately predict the existence of a monomial in the
superpoly. A substantial amount of works have been carried out to get around this
point. At Asiacrypt 2019, Wang et al. [29] managed to recover the exact super-
poly for the first time with the pruning technique combined with the three-subset
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bit-based division property. However, the value of this technique is limited as it
requires the assumption that almost all elements in the so-called 1-subset can
be pruned. In [30], Ye and Tian introduced the recursively-expressing method,
which recursively splits the output bits into intermediate terms of smaller rounds
and filters out these useless terms that contribute nothing to the superpoly. As
a result, several superpolies recovered in [28] are proved to degenerate to con-
stants. In [11,12], Hao et al. proposed the three-subset division property without
unknown subsets (3SDPwoU) to recover the exact superpolies from the perspec-
tive of counting the number of three-subset trails. In [17], Hu et al. established
the equivalence between monomial prediction and 3SDPwoU from the viewpoint
of monomial propagations. In [36], Ye and Tian also developed a pure algebraic
method to recover the exact superpoly. However, as the number of rounds of the
cipher increases, such useful cubes are hard to find. Last year, Hu el al. embedded
the monomial prediction technique into a nested framework, which allows them to
recover massive superpolies [16] that contain almost 20 million terms.

Nested Monomial Predictions. In terms of structure, the nested monomial
prediction [16] consists of two components, namely the coefficient solver and
the term expander. Given a cube term x*, the coefficient solver is designed
to compute the superpoly of % for a term of the current round, and the term
expander is responsible for expressing unsolved terms as terms of a deeper round.
At first, from top to bottom, the target output bit is expressed as a polynomial
of the state bits of an intermediate round, then by iteratively calling the coeffi-
cient solver and expanding unsolved terms into terms of deeper rounds, the final
superpoly can be recovered.

As mentioned, the cube attack is one of the powerful tools to evaluate the
security of stream ciphers. It is important to explore its limits by recovering
superpolies for as many rounds as possible. While the nested monomial pre-
dictions is efficient for massive superpolies (e.g., it can recover a superpoly for
845-round TRIVIUM that contains 19,967,968 terms), it has been stuck at 845
rounds of TRIVIUM. In order to recover superpolies for more rounds, novel tech-
niques are required.

Contributions. This paper provides new efficient methods to recover super-
polies for more initialization rounds of stream ciphers such as TRIVIUM [5],
Grain-128 AEAD [15], Kreyvium [6] and the authenticated encryption algorithm
ACORN [31].

Recall that the framework of nested monomial predictions consists of two
components, i.e., the coefficient solver and the term expander; we design two
algorithms to greatly improve the efficiency of both of them.

— Two-step strategy for the coefficient solver. Unlike the monomial prediction,
our coefficient solver takes two steps to compute the superpoly. During the
first stage, the intermediate monomials related to the superpoly are deter-
mined utilizing a new technique called core monomial prediction. Next, by
applying the monomial prediction to these intermediate monomials and col-
lecting the results, the final superpoly can be recovered quickly.
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Table 1. Verification and comparison of superpolies for 843-, 844- and 845-round
Trrvium! from [16].

I | Round | Status TimeCost ([16]) | TimeCost (ours)
1o | 843 Verified(v') | Less than 2 weeks | 2h

I | 843 Verified(v') 4h

1> | 843 Verified(v) 1h

I3 | 843 Verified(v') 1.5h

14| 843 Verified(v') l1day and 17h
Iy | 844 Verified(v') | 17h 5h

13| 844 Verified(v') | 6h 2.5h

I | 845 Verified(v') | about 16 days 19.5h

I3 | 845 Verified(v' ) | 4 days and 9h 85h

t: The time consumption of the superpoly recovery of 843-, 844-
round TRIVIUM is stated as ‘less than two weeks’ in [16]. The
concrete time cost for 844- and 845-round TRIVIUM was obtained
by rerunning the code provided by [16] on our platform.

— Fust-descent algorithm for the term expander. Instead of expressing the cur-
rent terms as a polynomial of indistinguishable terms of a deeper round and
then testing them one by one, our term expander uses Gurobi’s callback
function to automatically filter out the useless terms internally during each
expansion, which makes the number of rounds drop faster and reduces the
time spent on useless terms.

Our new framework offers substantial efficiency improvements in recovering
superpolies compared to the nested monomial prediction. We verified superpolies
for TRIVIUM recovered in [16]. As a result, our framework allows to recover
superpolies in a few hours rather than in weeks. The comparison is illustrated
in Table 1.

More importantly, our framework is able to recover superpolies for more
initialization rounds of high profile symmetric-key ciphers including TRIVIUM
(ISO/IEC standard [3,5]), Grain-128AEAD (a member of the ten finalist candi-
dates of the NIST LWC standardization process [15]), Kreyvium (designed for
Fully Homomorphic Encryption [6]) and ACORN (a member of the final portfolio
of the CAESAR competition for Lightweight applications [31]). For TRIVIUM,
we are the first to obtain superpolies for up to 848-round TrIviUM. We also
recovered the superpolies of 192-round Grain-128AEAD, 895-round Kreyvium
and 776-round ACORN, all penetrating one more round than the previous best
results. By investigating the internal properties of Mobius transformation, we
propose a novel method to perform key recovery inside Mébius transformation.
The summary of our cube attack results and the previous best results are pro-
vided in Table 2.

All source codes for recovering the superpolies in this paper are provided in
the public git repository https://github.com/viocently/ekignrb9lc.git.
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Table 2. Summary of our cube attack results and the previous best results. #Cube
means the number of cubes whose superpolies are recovered.

Cipher Rounds | #Cube | Cube size | Time complexity | Attack types | Reference
TRIVIUM <806 |- - Practical key recovery [8,9,20,23,37]
808 37 39-41 Practical Key recovery | [23]
<844 |- - 275 ~ 2796 Key recovery |[11,12,16,17,19,23]
[9,26,29,35,37,38]
845 2 54-55 278 Key recovery | [16]
846 6 51-54 270 Key recovery | Sect.6.1
847 2 52-53 270 Key recovery | Sect.6.1
848 1 52 27 Key recovery |Sect.6.1
Grain? 169 - - Practical Condit. Diff. | [18]
- - Practical State recovery | [7]
<190 | - - 2123 o, 9129 Key recovery | [11,12,25,26,28]
191 2 95-96 2127 Key recovery | [16]
192 1 94 2127 Key recovery | Sect.6.2
Kreyvium | <893 |- - QU9 o, 9127 Key recovery | [10-12,23,26,28]
894 1 119 2127 Key recovery | [16]
895 1 120 2127 Key recovery | Sect.6.3
ACORN <774 |- - 2127 Key recovery | [10,11,26,28]
775 6 127 2127 Distinguisher | [34]
775 5 126 2126 Distinguisher | [33]
775 1 126 2127 Key recovery |[33]
776 2 126 2127 Key recovery | Sect. 6.4

i: Grain-128a or Grain-128AEAD.

2 Division Property and Monomial Prediction

2.1 Notations and Definitions

We use bold italic lowercase letters to represent bit vectors. For an n-bit vector
u = (ug, - ,Up—1) € Fh, its complementary vector is denoted by @, where
u; ® 4; = 1 for 0 <4 < n. The Hamming weight of w is wt(u) = |[{i : u; = 1}|.
The concatenation of ug and w; is denoted by ug||u;. For u, x € F%, x[u| denotes
a sub-vector of & with respect to u as xlu] = (v, iy, .-, Tiyy)_,) € IE";M("),
where i; € {0 <i<n—1:u; =1} and (io, ..., lwe(u)—1) is arranged from the
least to the greatest. For any n-bit vectors u and u', we define v = v’ if u; > ]
for all 4. Similarly, we define u < o' if u; < u) for all i. Bold italic lowercase
letters with superscript are used to represent the bitvector in a certain round.
Particularly, u(? represents a bitvector in round i. We use 0" or 1" to represent
an all-zeros or all-ones vector of length n.
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Blackboard bold uppercase letters (e.g. S, K, U, ...) are used to represent sets
of bit vectors. In the propagation of some algebraic properties such as CBDP,
the set generated in the i-th round is denoted as S,

Boolean Function. Let f : ) — Fy be a Boolean function whose algebraic
normal form (ANF) is

n—1
f(x) = f(xo, 21, ..., Tpo1) = @ Qi H zt
uweF? =0
where a, € Fy, and
" =1 (@) ﬁ“ ith g — T ifue=1
T =myu(x) = x;," with x;* =
“ i ' 1, if ui =0,

is called a monomial. If the coefficient of * in f is 1, i.e., " is contained by f,
then we denote it by * — f. Otherwise, we denote the absence of % in f by
" - f. In this work, we will use * and 7, (x) interchangeably to avoid using

e
the awkward notation (¥ when both = and w have superscripts.

Vectorial Boolean Function. Let f : Fy* — I3 be a vectorial Boolean func-

tion with Yy = (y07y1a s aym—l) = f(w) = (fO(x)v fl(x)7 L) fn—l(m)) For
v € F3, we use y¥ to denote the product of some coordinates of y:

m—1 m—1
v’ = [[ v =[] i)™,
=0 =0

which is a Boolean function in x.

2.2 Conventional Bit-Based Division Property

The word-based division property [24] was proposed by Todo originally as a
generalization of integral attack. Subsequently, by shifting the propagation of
the division property to the bit level, Todo and Morii [27] introduced the bit-
based division property (CBDP).

Definition 1 (Conventional bit-based division property (CBDP) [27]).
Let X be a multiset whose elements take a value of F3' and k € Fy'. When the
multiset has the division property ’Dﬂlgm, the following conditions are fulfilled:

@ oY — {unknown, if there exists k € K s.t. u = k,

0, otherwise.

zeX
In [32], Xiang et al. introduced the mixed integer linear programming (MILP)
method to search for integral distinguishers of block ciphers based on CBDP.
They first introduced the division trail as follows.
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Definition 2 (Division Trail of CBDP [32]). Let D) be the division prop-
erty of the input for the ith round function. Consider the propagation of the
division property {k} = K© — KO — K® — ... - K", For any bitvec-
tor KUY e KOD | there must exist a bitvector k' € KO such that k¥
can propagate to kU by the propagation rules of CBDP. Furthermore, for
kO kD kM) e (KO XKD x. .. xKM), we call (B — kD — ... — kM)
an r-round division trial ifk:(i) can propagate to kY foralli€{0,1,--- ,r—1}.

For a stream cipher, three fundamental operations, i.e., COPY, AND, and XOR
are sufficient to cover all division trails. Xiang et al. showed how to model
these three operations by inequalities. We present their MILP models in [13,
Sup.Mat. BJ.

K .
In our work, we use E© 25 k() to denote the existence of at least one division
trail from k£(© to k™ through the function f. The set of all division trails from

K K
k© to k) is denoted as k© x k™| whose size is denoted by |k M k™).
When f is not explicitly given or can be inferred from the context, we use

K
kO 5 k0 and kO x kT for simplicity.

2.3 Monomial Prediction

Let f : F3° — F5" be a composite vectorial Boolean function built by composi-
tion from a sequence of vectorial Boolean functions f(l) :Fyt — ]F;”“,O <1<
r — 1 whose ANF's are known, i.e.,

f= f(Tfl) o ‘f(rfz) 0---0 f(o). (1)

Let () € Fy¢ and z0+Y) € F;™*' be the input and output variables of FO
respectively. We call an i-round monomial 7, (2®) (1 <4 <7 — 1) an inter-
mediate monomial or an intermediate term'. Starting from a monomial of (%),
say o (), all monomials of ") satisfying 7, (£*) — 7, (™M) can
be derived; for every such m, ) (x(!)), we then find all 7, (x(?) satisfying
Ty (M) — 7, (2?); such forward expansions continue until we arrive at
the monomials of (™). Each transition from 7, o) () to 7, (") denoted
by
TTq (0) (ac(o)) - Wu(l)(:ll(l)) o T Ty () (w(’")).

is called a monomial trail [17], denoted by ) (2(?) ~ 7, (), which is
also used to indicate the existence of at least one monomial trail from 7, () (2(*))
to Ty (x(™). All the trails from 7, (2(?) to 7, (z(") are denoted by
Ty (2) % 7, (), which is the set of all trails. Whether 7, ((®) —
7, () is determined by the size of 7, ) (2(?) X 7, (7)), represented as
|7y 0 (29 4 7y () (2()]. I there is no trail from ) (£(?)) to 7, (), we
say 7, (2(9) 4 7y () and accordingly |7, o (2(?) x 7, ()] = 0.

! In this paper, ‘monomial’ and ‘term’ have the same meaning.
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Theorem 1 (Integrated from [11,12,14,17]). Let f = f" Yo f02 6. .0
£O defined as above. o (®©) — (&™) if and only if

1T () X 7y (27) =1 (mod 2).

Propagation Rules of the Monomial Prediction. Each symmetric cipher
can be decomposed into a sequence of the basic operations XOR, AND and
COPY, hence it is sufficient to give propagation rules of the monomial prediction
for these basic operations. To model the propagation of the monomial prediction
for a vectorial Boolean function, a common method is to list all the possible
(input, output) tuples according to the definition of the monomial prediction [17].
These tuples can be transformed into a set of linear inequalities [4,21,22], which
are suitable for MILP modeling. The concrete propagation rules and models of
the monomial prediction are provided in [13, Sup.Mat. B].

Gurobi’s PoolSearchMode and Callback Functions. In our work, we
choose the Gurobi solver [1] as our MILP tool. Since our coefficient solver fol-
lows the idea of counting propagation trails similar to [11,12,17], we turn on
Gurobi’s PoolSearchMode with M.PoolSearchMode < 1 to extract all possible
solutions of a model. By adding a lazy constraint to the MILP model from within
a callback function, Gurobi allows users to cut off a feasible solution during the
search. We use M.LazyConstraints < 1 to turn on lazy constraints. For more on
Gurobi’s callback functions and PoolSearchMode, readers are requested to refer
to the Gurobi manual [2]. We would like to mention that the callback function
is also used in the code provided by [11,12].

2.4 Cube Attack

In the context of the cube attack, the output bit of a symmetric cipher is typically
regarded as a parameterized Boolean function f : ]Fg+m — F5 whose inputs are
the public variables € F5 and the secret ones k € F3*. For a constant bitvector
uw e Fyindexed by I={0<i<n—-1:u; =1} C{0,1,...,n—1}, the ANF of
f(x, k) can be uniquely represented as

f(x’k) = p(w[ﬁ],k) cxt + q(iB, k)7

where each term of g(x,k) misses at least one variable from {z; : u;, = 1}.
x" is called a cube term, and C, (or Cj) is called a cube, which is the set
{x € F} : & < u}. The sum of f over all values of the cube C,, is

D f(@.k) = D (p(zlul,k) -z @ q(x, k) = p(z(al, k),

zeC, zeC,

which is exactly the coefficient of * in f(x, k), denoted by Coe (f(x, k), z*) in
our work. If we assign a fixed value to x[u], then Coe (f(x, k), x") becomes a
Boolean function of k.



Stretching Cube Attacks: Massive Superpolies 545

As mentioned, the superpoly recovery is of significant importance in the
cube attack. If the recovered superpoly is constant 0 or 1, we actually find a
distinguisher for the cipher. If the superpoly is a Boolean function of k, then key
bits can be extracted. In particular, a balanced superpoly always contains one
bit of information on average. The remaining key bits can be recovered through
exhaustive search.

2.5 Superpoly Recovery with the Monomial Prediction/3SDPwoU

To the best of our knowledge, monomial prediction/3DSPwoU [11,12,17] can
reach the perfect accuracy in determining the existence of a certain monomial
in f. To recover the superpoly of a cube term x* with the monomial predic-
tion/3DSPwoU, the initial state variables of the MILP model are divided into
three parts: the public input (plaintext, IV or tweak), the secret input (the key
bits) and the constant input.

The public input variables are constrained to be equal to u. The secret input
variables are left as free variables without any constraints. For the constant 0
bits, we constrain the corresponding MILP variables to 0, while for the constant 1
bits, we let their variables be free. We then model the propagation of monomial
trails to f. Each solution of the model is a valid monomial trail of the form
k¥ x* ~ f. By collecting monomials k¥ % occurring an odd number of times
in all solutions and adding them, we can obtain the superpoly of x* as

Coe(f,z") = @ k"

[k evxf|=1  (mod 2)
In [17], Hu et al. observed that for the composite function f, where
f= f(rfl) ° f(T—2) 0...0 f(O)’

if 7, 0) (2(?)) ~ f, then for 0 < i < r,

|7y () (113(0)) X f] = Z ’ﬂ'u(o) (w(o)) M Ty (r—i) (:B(T*i)) (mod 2).

T (i) (@ TD) = f

Instead of computing |7, (x(®) x f| for a large r, we can compute
[T () ) 7y ey (D) for all 7, (-0 (279 satisfying 7, i (£79) —
f with a lower computational difficulty. In practice, such a divide-and-conquer
strategy resulted in a significant speed-up of the search.

3 Nested Monomial Predictions (NMP)

At Asiacrypt 2021, Hu et al. proposed a nested framework, called Nested Mono-
mial Predictions, to recover the superpoly of TRIVIUM up to 845 rounds. In
this section, we briefly introduce the workflow of this framework and divide the
structure of this framework into two parts, namely the coefficient solver and the
term expander.
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3.1 The Workflow

Given a parameterized Boolean function which consists of a sequence of simple
vectorial Boolean functions as

flak)=f0VoprDo...0rO(z k),

let the output of £ be s(+1). Assume we want to compute Coe (f, z*). The
nested monomial predictions works as follows:

1. Initialize a variable r; = r and a set S{") = {f}.

2. Choose r, such that 0 < r,, < r; according to some criterion.

3. Express each term in S{") as a polynomial of s("™) using the monomial pre-
diction technique and save the terms of this polynomial in a multiset T("») .

4. Count the number of occurrences for each element in T(") and add the ele-
ments occurring an odd number of times to a set S().

5. For each term 7y () (s(’”")) € SUm) construct a MILP model of the monomial
prediction and invoke Gurobi to solve it. If the model has solutions and is
successfully solved, then this term is partitioned into S,(,T") and we can com-
pute Coe (ﬂt(,,‘n) (s(rm)), az"), which is collected as a part of Coe (f,x"); if the

model has no solutions, then this term is partitioned into Sér") and discarded;
if the model isn’t solved in limited time, we partition this term into the set
SRS

6. If the set ng") is not empty, we update the variable r; = r,, and regard the set
ng"‘) as S,(f’), then jump to step 2. Otherwise we have successfully compute

Coe (f,z™).

In step 2 of NMP, 7, is chosen as the round that makes the size of T("») larger
than N for the first time, where N can take the value 10 000 or 100 000. Interested
readers can refer to [16] for more details.

3.2 The Structure of the Nested Monomial Prediction

In terms of the structure, the nested monomial prediction consists of two com-
ponents. In Sect.3.1, step 3 and 4 are responsible for expanding terms in Sq(fl)
into terms of a deeper round r,, represented by S("»), while the step 5 attempts
to compute Coe (Wt@n) (s(”)), a:“) for each term 7y () (s(’"")) in S"n) . This leads
to the following two concepts.

Term Expander. For an algorithm H of a specific cryptographic algorithm X, if
given the last round 7, the set S&”) containing terms of round r;, the next round
7, and other auxiliary parameters as input, the algorithm H can always output

all Wt(rn)(s(rn))s satisfying ZW ( l)(s(rl))eS(rl) |7rt(7‘n)(8(7""-)) X Wt(rl)(s(”))‘ =1
NG 'u.

(mod 2), then we say H is a term expander of X.

Coefficient Solver. For an algorithm H of a specific cryptographic algorithm
X, if given the last round r;, a term ﬂ't(rl)(s(”)) of round 7;, w indicating the
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Algorithm 1: Generic structure of the nested monomial predictions [16]

1 Procedure SuperpolyRecFramework(the target output bit f(x,k), the target round r, u
indicating the cube term):

2 Prepare a polynomial p =0
3 Initialize r; = r, SYZ) ={f}
a while SELTZ) # () do
5 Ty = ChooseRiX(SS")7 Ty )
6 strn) = TermExpanderX(Sq(fl), Ly Ty er)
7 for 7, (r,) (s('m)) e st'n) do
8 7 = ChooseTiX(ry)
9 (status, p(”‘)) = CofSolverX(ﬂt(Tn) (s(”‘>), Tr, U, Ty ...)
10 if status = SOLVED then
11 L p=pap™
12 else if status = TIMEOUT then
13 L Insert m, (r.,,) (™) into S{rn)
14 Ty < Tn
15 STV — glrn)
16 | return p

cube term x(or other parameters that can identify the cube), the time limit
7 and other auxiliary parameters as input, the algorithm H can always output
either Coe (ﬂ't(r,) (s(”)), x* ), no solution or timeout, then we say H is a coefficient
solver of X.

In this paper, we denote the term expander and the coefficient solver by

TermExpanderX(S(”),rl,rn, ...) and CofSolverX(m, (s"™)),r,u,7,...) respec-

tively, where we use to represent arbltrary aux-

iliary parameters. TermExpanderX returnb a set contalnlng all () (8(77))s sat-

isfying > _ (sD)es(D) [T (877)) ) Ty (8(1))] = 1 (mod 2). CofSolverX
( ) u

returns a 2 tuple (status, result), where status takes SOLVED, NOSOLUTION
or TIMEOUT and result represents Coe (wt(m(s(”)),w“) only when status =
SOLVED. Using these notions, the generic structure of the nested monomial
predictions can be described in Algorithm 1, where ChooseRiX and ChooseTiX
represent the process of selecting r,, and 7.

Following the generic structure, the nested monomial predictions utilizes the
monomial prediction technique to build the term expander and the coefficient
solver. As a result, the superpoly recovery of the target output bit is divided into
superpoly recoveries of thousands of terms of fewer rounds, thereby reducing
the computational difficulty. Our work in this paper also follows the generic
structure, but with a more efficient term expander and coefficient solver.

4 New Coefficient Solver

4.1 Motivation

Although the monomial prediction technique can reach perfect accuracy in
detecting if k”x* — f, it requires counting the number of monomial trails.
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Such a task is impractical for a high number of rounds of a well-designed crypto-
graphic algorithms, as the number of monomial trails grows almost exponentially
with the number of rounds.

As mentioned in Sect. 2.5, the divide-and-conquer strategy can speed up the
search compared with counting the number of monomial trails directly. Inspired
by this, we construct a new coefficient solver that first divides the output bit of
the current round into terms of a quite deep round, then solve these terms using
the monomial prediction technique.

4.2 The Theory

For simplicity, we assume the term of the current round is 7, (s(")) and we want
to compute Coe (7, ("), %) with the coefficient solver. We divide 7, (s()
into terms of a reduced number r,, < r of rounds. Naturally, we introduce the
concept of valuable terms to capture those terms in round r,, that contribute to

Coe (mym (s), z¥).

Valuable Terms. According to the divide-and-conquer strategy, the monomial
trails of the form k" x® ~ m,» (s(")) can be divided into monomial trails of the
form kY ax" ~ Ty (s7m)) for each Ty (87m)) satisfying ) (80m)) —
wt(T»)(s(T)), e.g.,

k" 2 o, (57| = > [k @™ % 7, () (s7))] (mod 2). (2)
() (3T = (0 ()
Note that if [K” 2% X 7Ty (87™))] = 0, Ty (80™)) contributes nothing to
EY 2% % 7y (s()]. Therefore, to make it precise we rewrite the Eq. (2) as
t

k2" o 7, (s))] = > K% 2% 50 7, (sT)] (mod 2). (3)
Ty (rm) (3<Tm'))_)7rt (r) (s(r))

W pu ST () (S("'m,))

Terms satisfying (A) 7y (87™)) — mpy (), (B) Ik such that k™ x® ~
Tyrm) (80m)) are called valuable terms of round r,,, denoted by VT'("m) . Usually
7m 18 chosen not too large, say 90 for TRIVIUM. Once we have recovered all
VT(m)s, we can compute Coe (7rt(r) (s(r)), w“) easily by applying the monomial
prediction to compute Coe (VT(W)7 x“) for each VT(")_ Briefly speaking, the
workflow of our coefficient solver is as follows:

1. Develop a method to recover VT (")s within the time limit 7. If it times out,
return TIMEOUT; else if no VI'"=) could be recovered, return NOSOLU-
TION; otherwise, if VT(")s are recovered successfully, go to step 2.

2. Apply the monomial prediction to each VT to compute Coe (VT(TW), " )

3. Sum all Coe (VT z%)s to compute Coe (mm(s™),x*) and return
SOLVED.

How to Recover VT (), If a term ;) (s(’"m)) is a VT'"m) then two condi-
tions are necessary and sufficient, namely 7 () (8™)) — 7, () (Condition
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A) and IKY s.t. K x* ~ Ty (87)) (Condition B). We need to construct a
MILP model to describe these two conditions simultaneously.

At a first glance, both conditions can be described by the monomial predic-
tion with the following structure

Tyn TOUNAS r—Tym TOUNdSs
EC 2" 2 w0 (80)) = Ty (877)) 250wy () (4)

where M, means the propagation is described according to the propagation
rules of MP. However, since we need to incorporate these two conditions into one
MILP model, such a structure is equivalent to computing Coe (7rt(r> (8(’")), a:”) by
the monomial prediction directly. We do not gain efficiency improvement from
valuable terms.

Note that when describing Condition B, the monomial prediction is so accu-
rate that we can even determine whether 3k s.t. kK % — Tyrm) (s(’”m)). There-
fore, a natural idea is to sacrifice some accuracy in exchange for efficiency. In
next section, we provide two variants of bit-based division properties for efficient
descriptions of Condition B. The first variant is called non-zero bit-based divi-
sion property (NBDP): it simply excludes the propagation of CBDP related to
constant 0 bits. The second is called the core monomial prediction (recall that
the monomial prediction is an explanation of division properties): it ignores the
role of constant bits and attempts to establish a set of rules to characterize those
non-constant bits. Both variants play important roles in our new algorithms for
recovering superpolies.

5 Two Variants of the Division Property for Describing
Condition B

In this section, we present two techniques to describe Condition B under the
assumption that non-cube public variables are set to 0. For convenience, we
always consider an r,,-round cryptographic function f : F3° — F3' — ... —
IF;L”" (np = n+ m) with x, k as input and st as output of the i-th round
(0 < i< ry—1), where & € Fy and k € F3* denote the public and secret
variables, respectively. Let the cube term be . The output term of round r,,, is
represented as my(rm) (s(”m)). Correspondingly, Condition B should be expressed
as 3k s.t. KV x% ~ Ty (807)).

Flag Technique. Similar to [28], we propose a flag technique to classify bits.
In our work, we treat k as non-zero constants and set x[u] to 0, then each bit
involved in the round function of f can be represented as an ANF of k and x[u].
For each involved bit b, we assign it an additional flag b.F € {1.,0.,d}. 0. means
b is constant 0; § means the ANF of b involves x[u], i.e., it contains a monomial
associated with at least one cube variable; 1. means b is non-zero and its ANF
doesn’t involve x[u]. Since the ANF will become intractable as the number of
rounds increases, these flags are precomputed according to COPY, XOR and
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AND without considering the effect of cancellation characteristics. Note that the
computation of our flags does not require the help of MILP models, and the flags
in [28] can be handled in the same way, although the authors of [28] encoded the
flags into their MILP models. We define =, @ and X operations for the elements
of set {1.,0.,0} corresponding to the basic operations COPY, XOR and AND,
respectively. The = operation sets one element equal to another element. The @
operation follows the rules:

]-c@]-c:]-c 5
0. ®x=2x®0, =z for arbitrary x € {1.,0.,0} ,
d@x=x®dJ =294 for arbitrary = € {1.,0.,6} .

The x operation follows the rules:

le X ¢ = x x 1. = x for arbitrary = € {1.,0.,0} ,
0. x 2 =2 x 0, = 0, for arbitrary = € {1.,0.,0} ,
dxd=194 .

Bits flagged by = (z € {1.,0.,d}) are referred to as z bits in this paper. For a
bit vector t(j), suppose the state bits in the j-th round are denoted by s\), we
use Ale(t)), A% (1)), A%(¢9)) to divide t\7) into three bit vectors according
to the 1.,0,,d part of sU) respectively, i.e.,

A2ty = tgj) v sgj).F =z, otherwise AZ(tY)) =0

for arbitrary x € {1.,0.,}. When introducing MILP models, for a MILP vari-
able v € M.var assigned to the bit b, we may use v.F' to represent b.F implicitly.
Once the cube term is given, the flags of all state bits of f are determined. A
specific example of our flag computation can be found in Example 1.

5.1 Non-zero Bit-Based Division Property (NBDP)

First, we revisit the roles of CBDP in recovering the superpoly from a perspective
of the monomial propagation.

Proposition 1. Given a term 7rt(7~,,n>(s(7"m)) of round ry,. Assuming the initial
CBDP Dy

{0™]|u
k() € Km) such that kU™ < t0m) | then there must 3w = 0™, u' = w s.t.
kY ¥~ 77,5(7‘,”)(3(%)). The converse is also true.

y propagates to DH1<<,:) after evaluating f through ry, rounds, if

Proof. Let the input and output multisets of CBDP be X(?) and X() respectively.
According to the definition of CBDP, we assume Zkllw exo kY x™ is unknown

for any w|u’ = 0™ |jw and } ;| pexo kY2 =0 for any w||u’ ¥ 0"|u.
If 3w = 0w = u st k2% ~ 7. (s0™), then D s(rm) eX(rm)

Ty (87™)) must be unknown, which means Jk(m) e Km) such that



Stretching Cube Attacks: Massive Superpolies 551

k™) < ¢0m) - Conversely, if 3k(™) € K=) such that k") < ¢m)
then Zs("m)eX(’"m)7Tt<rm)(S(TM)) must be unknown. We can deduce there
exists w = 0™, u' > wu st kv 7rt<rm)(s(’"m)), because otherwise
> st ety Mo (87)) would be 0 rather than unknown. O

Based on Proposition 1, a natural idea to describe Condition B is to exclude
all division trails related to x[u]. Since x[u] is set to constant 0, we only need to
handle constant 0 bits during the propagation of CBDP. A lot of work has been
conducted on this research line ([25,28]). In our work, to deal with constant 0
bits, we follow three rules that are described in [28] for Copy, And and Xor, but
with our flag technique. These three rules are slightly adjusted and listed in [13,
Sup.Mat. C], together with some additional constraints that can be added to
remove redundancy.

In addition, to describe Condition B, the partial order in CBDP should also
consider the effect of constant 0 bits, so we modify the partial order in CBDP.

Definition 3 (The Partial Order). Let v’ and v be two bit vectors. We say
v’ = v ony or simply y* =y, if

vi=v;=0 y;.F =0,

vl > vy F # 0,
We denote this variant of CBDP as non-zero bit-based division property (NBDP).
Using NBDP, if 3k“ such that k" ~ myc) (7)), then there must exist

k() propagated from 0™||u such that k() X ¢rm) on g(rm), Hence, we can
construct a MILP model to recover VT'(")s as follows:

Tm TOUNdS r—"m rounds
NBDP ~ MP
Kozt —— Wk(rm(s(rm)) = 7Tt<rm)(8(r’")) - Wt(r)(s(r))v (5)

where NBDP propagates from 0™||u to k(™) in the first 7, rounds. Such a
MILP model is described as NBDP-MPModelX in [13, Algorithm 4]. After extract-
ing all solutions of this MILP model, for each () (s(")) we can count the
number of monomial trails between 7, (s(™)) and 7 () to determine
if 7y (87m)) — w00 (8()), then determine if this term 7y, (s7™)) is a
VT(=) In this way, a new coefficient solver can be developed by first recov-
ering VT(")s and then applying the monomial prediction to each VT'("™)  as
stated in Sect. 4. We did test such a new coeflicient solver for 846-round TRIV-
UM by setting r,, = 90, combined with the term expander used in NMP. As a
result, the superpoly of the cube term I3 in [13, Table5] is recovered in about
two days on our platform. However, apart from this result, no other superpolies
were recovered.

The Bottleneck of Recovering VT(")s Based on Eq. (5). The number of
solutions of NBDP-MPModelX can be expressed as

K
> 0™ [|u ¢ K

k(T"L)E]F2 Tm 7t('“m) €F, Tm
k(rm) X g(rm) o g(rm)

g (87m)) e (8)),
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where k") and t"m) take all allowed values. Note that for a specific ¢("m)

satisfying |7y rm) (80)) X 7y (87| > 0 with a high hamming weight, the sum
K .

of all [0™||u x k)| satisfying k") =X t"™) on (") may be extraordinarily

large, which makes it hard to extract all solutions of NBDP-MPModelX within

limited time.

5.2 Core Monomial Prediction (CMP)

To overcome the bottleneck of recovering VT'(")s based on Eq. (5), we next pro-
pose an alternative approach to characterize Condition B from the perspective of
monomial propagation. This new technique is called Core Monomial Prediction
(CMP), which can be regarded as a relaxed version of monomial prediction.

Generalization of Condition B. Notice that given a non-zero term
Ty trm (87m)), what determines whether Condition B holds is A (£7")). More-
over, denoting the initial term k% ||z in Condition B by m,) (s(?)), notice that
7rAa(t<0))(s(0)) = k°||z* and 7rA1E(t(o>)(s(0)) = k" ||2°. Let A'¢(1™) indicate the
1. bits of the initial state (round 0), that is, A}°(1™) = 1 if sgo).F = 1., other-
wise AJ¢(1™°) = 0. Obviously A'<(1"°) = 1™||0". Considering in Condition B
we only require the existence of w, w can be any vector satisfying w < A'(170).
Therefore, we can give a generalization of Condition B by

Jw < A'¢(1™), such that A (£0)@w (8©) s WAa(t(Tm))(s(””)). (6)
Naturally, we study how to describe
Jw = Alc(lni), such that WAé(t(i))EBw (S(l)) ~ WAé(t(j))(S(j))

for arbitrary ¢ < j. Note that in the process of generalizing Condition B, we
aggressively assume that Wt(rm)(s(“")) # 0, whereas in practice, it is entirely
possible that m; ) (s(”")) equals to 0. Recalling that NBDP is derived by con-
sidering the effect of constant O bits in the propagation and partial order of
CBDP, whose propagation rules are established first, it is reasonable that we
first study the case where constant 0 bits are not taken into account.

The Definition and Propagation of CMP. Let g : F3® — Foo* be a
vectorial Boolean function mapping z = (20, ** , 2Zn,—1) 10Y = (Yo, * » Ynoue—1)
with y; = gi(2). In [17], the monomial prediction is defined as the problem of
determining the presence or absence of a particular monomial z* in y?, that
is, whether z* — y". Similarly, the core monomial prediction is defined as the
problem of determining whether = As(v)(y) contains at least one monomial, say
2%, whose § part (s (,)(2)) is a particular monomial. We denote this problem

by whether 7 45, (2) Coge T A5 (v) (). Similar to the monomial trail, the definition

of CMP gives rise to the concept of the core monomial trail.

Definition 4 (Core Monomial Trail). Given the cube term x*, let
WAJ(t(o))(S(O)) = K°||z¥ and s/t = £ (sD) for0 < i < r. We call a sequence
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of monomials (Tl'As(t(o))(S(O)),7TAJ(t(1))(S(1)), e wAa(tu.))(s(T))) an r-round core
monomial trail connecting FAJ(t(o))'(S(O)) and WAs(t(r))(s(T)) with respect to the
composite function f = FT Yo fi=2 6. 0 O 4f

Core Core i)y Core Core r
0)) )(s()) o7 .. )),

TAs(¢0)(S = S T As ) L3 WAs(t(r))(s(

If there is at least one core monomial trail connecting 7TA5(t<o))(S(O)) to

WAé(t(r))(S(T)), we write 7rA5(t(0>)(s(O)) e wAa(t<r>)(s(T)). All core mono-

mial trails between WAE(t(o))(S(O)) and WAE(t(r))(S(T)) are denoted by the set

Core

ﬂAé(t(o))(S(O)) X WAé(t(r))(S(r)).

The monomial prediction determines whether 7, (s(?) — 7,y (s() by
counting the number of monomial trails between 7, (s(?) and 7rt<T> ().
However, the number of core monomial trails between s (0))( )) and
ﬂAs(tm)(s( )) can not reflect precisely whether LIONE 5(0) Cope A tm)(s( ),
i.e., whether there exists a w =< A'(1™) such that ﬂAo(t(o))@w(S( ) —
b Ag(tm)(s( )). Since the information of 1, bits is ignored by the core monomial
trail, we can only draw a weaker conclusion from the existence of a core mono-
mial trail, that is, 3w < A'¢(1"°) such that A (£0))dw (50)) s wAs(t(T>)(s(T)).
Notice that this is exactly the generalization of Condition B, which means the
existence of a core monomial trail between WAJ(t(o))(S(O)) and 7TA5(t(7~m))(S(Tm))
is another equivalent description of Condition B.

To better understand how core monomial trails are generated, we give a
concrete example.

Ezample 1. Let z = (20,21) = f(l)(yo,yl) = (yoy1,% +y1 + 1), y = (yo,y1) =
f(o)(xo,l’l,l’g, ]{30, kl) = (]{301’0 + klxomg + ko + kl, k'()kll'1 + koklxo + ko) Con-
sider the cube term (zg, z1, acg)(l’l’o) = xox1. First, we can compute the flags of
x, k,y,z, ie.,

ro.F =x1.F =0,29.F =0,. ko.F = k1.F =
Y- F=1.xP1l. xdx0.B1l. 1. =09.
P F=1.Xx1.xdPl. x1.xdB 1, =09.
20 F=0x6=0. 10 F=0®6d1.=0.

Since the ANF of f © ig available, we can compute all monomials of y (z2 is set
to 0), i.e

(y0, 1) = 1, (yo, y1) ™ = yo = kozo + ko + k1.
(50, y1) Y = y1 = kokry + kok12o + ko.

(0, y1) Y = your = kok1zox1 + kokixo + kozo + ko + koks.
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Considering (yo, yl)/‘é((lvl)) = yoy1, then zqz; Core yoy1 is the only core mono-
mial trail of f(o) connecting zox; and the § part of monomials of y. Similarly,

we can compute all monomials of z as follows,

(0,1)

(20, 21)(0’0) =1, (2o, 21)(1’0) = 20 = Yoy1, (20,21) =z1=y +y1+1,

(20, 21)(1’1) = 2021 = Yol1-

Since zg.F' = z1.F = §, we have (zo,zl)As((LO)) = zp and (20721)A‘5((1,1)) = 2p21.

Finally, we obtain two core monomial trails of f connecting xgx; and the § part
of monomials of z:
Core Core Core Core
ToTi — YoYy1 — 20, ToTr1 — YoY1 — ZoZc1-

Recalling in [17], the propagation rules of 3SDPwoU are revisited from the
algebraic perspective according to the definition of the monomial prediction. In
a similar way, the propagation rules of the core monomial prediction can be
derived from its definition. And we only give the rule of COPY an algebraic
proof, as the others can be interpreted in a same way. As mentioned, we do not
take constant 0 bits into account, so we assume the bits of z and y below are
all non-zero, i.e., their flags are not 0O,.

Rule 1 (COPY). Let z = (20,21,---y2n-1) and Y = (20, 20,21, 22y - - - s Zn—1)
be the input and output vector of a COPY function. Let A°(w) = (uy, ..., ul, ;)

and A°(v) = (v}, ...,v.). T a5 (u) (%) Cloge Tps(v)(y) only when A’ (v) satisfies
s, J0,0,...,ul_4), ifup =0,
A'(v) = {(0,1,...,%1),(1,0,...,%1),(1,1,...,u;1), ifuh=1 .
Proof. Let z.F = (20.F,...,zn—1.F) and y.F = (yo.F, ..., yn.F). Tps(,)(y) can
be expressed as T ps(,)(y) = zgovvlzf2 ceezn a5 (w)(2) Core T a5 (v)(y) only
when A°((vh\Vv), vh, ... vl)) = (uh, ;... uly ), where A°((vh\V), vh, ... 0l))

depends on z.F.

Notice that A°((v),...,v})) = (v},...,v),) according to y.F and y;.F =
zi—1.F for 2 < i < n, therefore v, = u,_; for 2 < i < n. Next we consider
z0.F. If z9.F = yo.F = y1.F = 1., then vj, = v§ = 0 and u{ = 0; otherwise
if z0.F = yo.F = y1.F = 0, we can deduce that vjj V v] = uj. To sum up, the
propagation rule of COPY can be concluded as v, V v] = w and v} = u)_, for
2<i1<n. O

Rule 2 (AND). Let z = (20,21,..-,2n-1) and y = (20 A 21,22, ...,2n—1) be
the input and output vector of an AND function. Let Aé(u) = (Uhy .. uh_q)

» Un—1

and A°(v) = (v}, ... v, ). T a5 (w)(2) Clore Tas(0)(Y) only when Al (u), A’ (v)
satisfies

(V0, V], -« vy Uy o) = (ug vV, uby,y .o ul, )
vy = ug, if 20.F =96,

vy =y, if 21.F =6 .
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Rule 3 (XOR). Let z = (20,21,.--,2n-1) and y = (20 ® 21,22, ...,2n—1) be
the input and output vector of a XOR. function. Let A°(u) = (uf, ..., u,, ;) and

» Um—1
Core

Al () = (v}, ..., 0], y). Tasw)(2) = Tasp)(y) only when A’(v) satisfies

A6(v) _ (Vo Uy .y ub 1) with vy > uy +uy, if {z0.F,z1.F} = {1.,8}
(u6+u/1aul27~'~vu/n_1); otherwise .

The MILP models corresponding to propagation rules can be easily derived,
as shown in [13, Sup.Mat. D]. Next we consider the effect of constant 0 bits.
In the propagation of CMP, we treat constant 0 bits in the same way as
NBDP. Namely, we follow the rules listed in [13, Sup.Mat. C]. Recall in the

generalization of Condition B, we assume 7rt<7-m>(s(’°m)) is non-zero. However,

a5 (8?) Coe T a5 (¢ (8()) cannot guarantee my () (s")) # 0. There-

fore, like the proposal of the new partial order in NBDP, we propose a new
partial order to impose stricter constraints on ;. (s"™)).

Definition 5 (New Partial Order of CMP). Let v’ and v be two bit vectors.
We say v’ = v ony orszmplyy” - yY, if

ZZO yZF:OC s

Then, the generalization of Condition B (6) holds if and only if WAa(t(o))(S(o))
Cor r r o r

«9-)6 71—/15(t("‘m))(8( "’)) and 7Tt(rm)(8( "')) t 7TA5(t(7‘m))(3( m))

Recovering VT (")s with CMP. Based on the discussion above, we can con-
struct a MILP model using CMP to recover VT("m)s as follows:

Tm TOUNdS r—7m Tounds
CMP -~
k:O:I:“ E— TrAtS(t('rw,"L))(S(rm')) = 7Tt(7‘7n)( (r "’)) —> Trt(r)( (T)) . (7)

A MILP model based on the structure in Eq. (7) is described as CMP-MPModelX
in [13, Algorithm 5.

CMP versus MP. We can prove that the MILP model based on Eq. (7) has
fewer solutions than the MILP model based on Eq. (4). The number of solutions
of the MILP model based on Eq. (7) can be represented by

Core
> KT N gy (8T g (87)) 3 i (57)).
t(rm) e]y‘;"m

The number of solutions of the MILP model based on Eq. (4) can be represented
by

Z K@ 5 ) (877))] - [y (877)) 0 Ty (817)).

t(rm) €Fy "™ w €Fp
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Notice that we can always map a 7,,-round monomial trail k* z* — m,)(s(V)) —

. . C
- — Ty (87)) to a rp-round core monomial trail K%z ~5° WAé(t(l))(s(l))

Core . Cope 7 48 ¢y (8(")). Furthermore, notice that whether Condition B

ore

holds can be determined by checking whether k°z* % 71'/16(t(rm>)(8(7"’")), which
means this mapping is surjective. As a result, for a specific non-zero monomial
Ty (8(7)), we have

ore

C
§ ‘kwmu X 7Tt(7‘m)(3(TM))| > ‘komu v 7TA5(t(7‘m))(S(TM))|’
w eFY

meaning the model based on Eq. (7) has fewer solutions.

In addition, recall that when modeling Condition B, the propagation model of
CMP only describes the ¢ part of monomials, and the 1. or 0, bits are constrained
to 0, while the propagation model of MP needs to consider not only the § part,
but it also need to track the propagation of the 1. bits. The difference between
CMP and MP can be seen most intuitively from their algebraic interpretation,
which was described earlier in this paper.

Naturally, we believe the MILP model based on Eq. (7) can be solved faster
than the model based on Eq.(4). Indeed, taking the MILP model based on
Eq. (7) as the core component of our coefficient solver, we successfully recovered
the superpoly of 848-round TRIVIUM, a result that can not be achieved by the
model based on Eq. (4).

The MILP models based on Eq. (7) can be further optimized using [13, Propo-
sition 2], where the XOR propagation rule (Rule 3) of CMP is reduced to

A‘S('u) = (up + uy, Uy Ul _q)-

Moreover, when constructing the MILP models based on Eq. (7) and Eq. (5) for
ACORN, this proposition helps to exclude some redundant propagation trails,
thus simplifying the models.

Towards New Coefficient Solver and Term Expander. Finally, we choose
the MILP model based on Eq. (7) to recover VT(m)s in a more efficient way
than the monomial prediction. Notice that if () (")) is a VT'"m), we can
split 7y () (80)) into 1. part and § part, namely

Tt (87™)) = T ga 4rmy (87™)) - T pte (10 (87)).

wAlc(t(,,»m))(s(”")) is the product of some 1. bits whose ANF's can be computed
beforehand, hence the monomial prediction technique is only applied to § part of
Tyrm) (807)) to compute Coe (wAa(tm”))(s(rm)), x*). Such a strategy can speed
up the coefficient solver for some ciphers.

Combined with the callback function interface provided in Gurobi, MILP
models based on Eq.(7) and Eq. (5) can also be extended to construct a new
term expander. However, we prefer this to be an implementation improvement
rather than a theoretical innovation. In other words, even if we use the term



Stretching Cube Attacks: Massive Superpolies 557

expander in NMP with our new coefficient solver, we can still get the results
listed in this paper, but it might take slightly more time. For this reason, we put
the introduction of our term expander in [13, Sup.Mat. E].

6 Applications

Using our designed term expander and coefficient solver, we can assemble a new
nested framework according to Algorithm 1. We apply this new nested framework
to four NLFSR-based ciphers, namely TRiviuM, Grain-128AEAD, Kreyvium
and ACORN. As a result, the exact ANFs of the superpolies for 846-, 847- and
848-round TRIVIUM, 192-round Grain-128AEAD, 895-round Kreyvium and 776-
round ACORN are recovered. All experiments are performed using Gurobi Solver
(version 9.1.2) on a work station with high-speed processors, (totally 32 cores
and 64 threads). The source code (as well as some superpolies we recovered) is
available in our git repository.

In [11,12,16], the MILP models of TRIviUM, Grain-128AEAD, Kreyvium,
and ACORN for tracing the three-subset division/monomial trails are proposed.
In this section, the propagation models of monomial trails in [13, Sup.Mat. G]
are directly borrowed from [11,12,16] and we adjust them slightly to fit our new
framework. The MILP models of basic operations that NBDP and CMP rely on
are provided in [13, Sup.Mat. F]. As pointed out before, NBDP-MPModelX in [13,
Algorithm 4] and CMP-MPModelX in [13, Algorithm 5] are the most important
parts in the framework, so next we only describe how to construct these two
MILP models for a specific cipher, along with the selection of related parameters.

6.1 Superpoly Recovery for TRIVIUM up to 848 Rounds

As shown in [13, Sup.Mat. H], we applied our framework to TRIVIUM and verified
the correctness of some previous superpolies with significantly less time cost.

Superpoly Recovery for 846-, 847- and 848-Round Trivium. To the best
of our knowledge, currently there is no effective method for choosing a good cube,
hence we heuristically choose cubes with similar structure to Iy—I4. Finally, we
find some other cubes applicable to TRIVIUM up to 848 rounds. They are listed
in Table 3. Since the sizes of these superpolies are too large, we only provide our
codes in the git repository. The details of these superpolies are given in Table 4.
The balancedness of each superpoly is estimated by testing 2'® random keys.

6.2 Superpoly Recovery for 192-Round Grain-128 AEAD

In [13, Sup.Mat. I], we introduce the specification of Grain-128AEAD and apply
our new framework to it. We successfully verified the results given in [16].
For 192-round Grain-128AEAD, we heuristically choose a 94-dimensional cube
indexed by {0,1,2,...,95}\{42,43}. The superpoly of this cube for 192-round
Grain-128 AEAD is recovered in about 45 days using our new framework. The
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Table 3. Cube indices for the superpoly recovery of TRIVIUM up to 848 rounds

I ||| | Indices
0, 1, 2, 3, 4, 5, 6, 7, 8 9,10, 11,12, 13, 14, 15, 16, 17, 18, 19, 20,
Is | 53 | 21, 22, 23, 24, 25, 26, 27, 28, 29, 32, 34, 36, 38, 40, 42, 45, 47, 49, 51, 53, 55,
57, 60, 62, 64, 66, 68, 70, 72, 77, 75, 79

0, 1, 2, 3, 4, 5 6, 7, 8 9, 10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20,
I | 52 | 21, 22, 23, 24, 25, 26, 28, 30, 32, 34, 36, 38, 40, 42, 45, 47, 49, 51, 53, 55, 57,
60, 62, 64, 66, 68, 70, 72, 77, 75, 79

0, 1, 2, 3, 4, 5, 6, 7, 8 9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20,
I; | 51| 21, 22, 23, 24, 26, 28, 30, 32, 34, 36, 38, 40, 42, 45, 47, 49, 51, 53, 55, 57, 60,
62, 64, 66, 68, 70, 72, 77, 75, 79

0, 1, 2, 3, 4, 5 6, 7, 8 9, 10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20,
Is | 53 | 21, 22, 23, 24, 25, 26, 27, 28, 30, 32, 34, 36, 38, 40, 42, 45, 47, 49, 51, 53, 55,
57, 60, 62, 64, 66, 68, 70, 72, 77, 75, 79

o, 1, 2, 3, 4, 5, 6, 7, 8, 9,10, 11, 12,13, 14, 15, 16, 17, 18, 19, 20,
Io | 53 | 21, 22, 23, 24, 25, 26, 28, 30, 31, 32, 34, 36, 38, 40, 42, 45, 47, 49, 51, 53, 55,
57, 60, 62, 64, 66, 68, 70, 72, 77, 75, 79

Table 4. Details related to the superpolies of 846-, 847- and 848-round TRIVIUM.

I | Round | Status | #Involved key bits | Balancedness | TimeCost

I3 | 846 New 80 0.50 lday and 12h

I5 | 846 New |80 0.50 16h

I | 846 New 80 0.50 5h

I7 | 846 New 80 0.50 11h

Ig | 846 New |80 0.50 5h

Iy | 846 New |80 0.50 lday and 17.5h
Ig | 847 New |80 0.50 9 days and 20.5h
I7 | 847 New |80 0.50 2 days

I | 848 New |80 0.50 11 days

superpoly is a 34-degree polynomial involving 534077971 terms and 128 key
bits. The balancedness is estimated to be 0.49 after testing 2'® random keys.
Since the size of this superpoly is too large, we only provide our codes in the
git repository.

6.3 Superpoly Recovery for 895-Round Kreyvium

As can be seen in [13, Sup.Mat. J], we verified the superpoly of the 119-
dimensional cube given in [16] with our new framework. For 895-round
Kreyvium, we heuristically choose a 120-dimensional cube indexed by

I, ={0,1,...,127}\{66, 72,73, 78,101, 106, 109, 110}.

The superpoly of Iy for 895-Round Kreyvium is recovered in about two weeks
using our nested framework. The superpoly is a 7-degree polynomial that involves
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19411 terms and 128 key bits. The balancedness is estimated to be 0.50 after
testing 2! random keys.

6.4 Superpoly Recovery for ACORN up to 776 Rounds

As can be seen in [13, Sup.Mat. K], we verified the results given in [33]
with our new framework. For 776-round ACORN, we heuristically choose two
127-dimensional cubes indexed by I; = {0,1,...,127}\{1,28} and I, =
{0,1,...,127} \{2,28}. The superpoly recoveries of these two cubes are com-
pleted after about 8 days using our nested framework.

The superpoly of I; is an 8-degree polynomial involving 123 key bits and
2464 007 terms, with k194, k105 and k115 as single balanced bits. Bits not involved
are k100, k103, k106, k114 and k126. The superpoly of I5 is an 8-degree polynomial
involving 121 key bits and 2 521 399 terms, with k194 and kj26 as single balanced
bits. Bits not involved are ]fgg, kl()o, kl()lv k103, kl()G; kll() and k112. The concrete
expressions of these two superpolies, denoted by pr, and py,, are shown in [13,
Sup.Mat. N], where they are represented by 1. bits of 256th round.

7 Towards Efficient Key-Recovery Attacks

Though we have recovered more than one superpolies for 846- and 847-round
TRIVIUM, how to recover the information of key bits from multiple superpolies
remains a problem. We briefly discuss several previous approaches to this prob-
lem in [13, Sup.Mat. L].

Cube Attacks Against 776-Round Acorn. Since the two superpolies of 776-
round ACORN do not involve full key bits, we can mount a key recovery attack
against 776-round ACORN as follows:

1. We can obtain the real values of the two superpolies during the online phase,
which requires 2'2” ACORN calls.

2. We guess the values of {k, ..., k127 }\{k100, k103, k106 } and check if the values
of the two superpolies are correct. As mentioned in [13, Sup.Mat. K], one
evaluation of the superpoly of ACORN is equivalent to one 256-round ACORN
call or approximately % 776-round ACORN call, so the complexity of this step
is about 2 x 2125 x L ~ 21244 776-round ACORN calls.

3. For the remaining 2™ candidates of key bits, we can find the correct key by
an exhaustive search with time complexity of 2!26 776-round ACORN calls.

Therefore, the final complexity is slightly more than 227 776-round ACORN calls
to recover all the secret key bits. Next we show how to mount the cube attack
using the superpoly involving full key bits.

Revisiting Mobius Transformation. Let f(zg,z1,...,2,—1) be a Boolean
function on xg,x1,...,x,_1. The ANF of f is obtained by writing:

n—1

f: @ go(CO,...,Cn_l)' H.ﬁfl (8)

(coyesCn—1)€EFY =0
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The process of Mdébius transformation on f from ANF to truth table can be
represented by Algorithm 2, where ¢ represents the ¢-th step and g, is exactly
f. For simplicity, we also use g:(e)(0 < t < n) to represent g:(co,...,Cn—1),
where e = ¢y + 128 + -+ 4+ ¢,-12" ! and (cg,...,c,_1) is called the binary
representation of e. We assume in this paper that Mobius transformation requires
n x 2”71 bitwise XORs and 2"-bits memory complexity.

Algorithm 2: Mobius transformation on f in Eq. (8)

1 Procedure MobiusTransformation(The ANF of f):

2 for t =1 to n do

3 Initialize g; to be the same as g;—1

4 for j =0 to 2" ' — 1 do

5 for k=0to2t"! —1do

6 L L ge@5 427 +k) =g1(25 4+ 27 + k) + g:-1(2° + k)
7 return g,

Proposition 3. Let f,go,91,.--,9n be defined as above. After the t-th (1 <t <
n — 1) step of Mdbius transformation on the ANF of f, if we represent [ as

n—1
f = Z p(ct,...,cn,l)(mﬂa'~-7xt—1) ' Hl‘flv (9)
1=t

(CtrerrCn—1)EFn_¢

where pc,.....c._)(T0, -, Ti_1) is a Boolean polynomial of (xo,...,x¢—1) deter-
mined by (¢ct,...,cn-1), then for any value of (¢ct,...,cn1),
gt(an sy Lt—15Cty - ey Cn—l) = p(ct,...,cnfl)(an s 7xt—1)-
An intuitive description of Eq. (9) is, we regard (x4, ...,Tn_1) as variables and
(wo,...,m¢_1) as constants, then p,. . c. ) (Zo,...,2i—1) is exactly the coeffi-
n—1

. . i
cient of the monomial [[;—, x5".

Proof. Tt can be easily verified that when ¢ = 1, the conclusion holds. Assume
the conclusion holds for t =1 (1 <1 < n —2), next we prove that the conclusion
is also true for t =1+ 1.

According to Eq. (9), P(eisy,....cn_1) (0, - - -, 1) can be expressed as the sum

of Po,crirvren 1) (Tos -5 Ti—1) and paeyen 1) (Toy - -+ T1—1) - 21, that s,
gi(xoy s 21-1,0,C1p1y - oy Cn—1) + gi(To, -+ -, Ti—1, 1, €11, -+ 5 Ce1) - Xy
Considering that z; takes 0 or 1, pc,,,,....c,_,)(T0, ..., 77) is equal to

{gl(xo,...,xl_l,O,cl+1,...,cn_1), if x; =0,

g(zo,...,x1-1,0,c141, ..., cn-1) + Gi(zo, .. ., 1—1, 1, c141, .. .y en—1), if 2y = 1.
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This is the same as how g¢;+1(zo,..., T, Cl41,---,Cn_1) is generated during
the process of Mobius transformation. Hence, gjy1(xo, ..., 21, Cla1,- .-, Cn_1) 18
exactly p(clﬂ,_“’cnﬂ)(xo, ..., x;). By mathematical induction, the conclusion is
true for all ¢t (1 <t <n-—1). O

Ezample 2. Let f(xo,x1,x2,23) = Tox1Z2 + x223 + x123 + x2. The process of
Mobius transformation on the ANF of f is shown in the following table, where
each row is the truth table of g, (0 <t <4).

0/1/2/3/4|5/6|7/8|9|10|11/12/13|14|15
go|/0/0/0/0|1/0O/0|1|0O/O/1 |O |1 |O |O |O
g1/0/0/0/0|1/1/0/1|0O/O/T |1 |1 |1 |0 |O
g2/0/0/0/0|1/1/1 /0001 |1 |1 |1 |1 |1
g3/ 0/0/0/0/1/1/1]0/0|O|1 |1 |1 |1 [0 |O
ga/0/0/0/0|2|1/1]0|0O/O/T |1 |O |O |1 |O

Consider go. We regard (zg, 1) as constants and (z2,x3) as variables, f can be
expressed as f = (zox1+1) 2o+ 23+ 1 -29x3. Then go(xo,x1,0,0) = 0, which
is the coefficient of 2929 in f; ga(wo,21,1,0) = xox1 + 1, which is the coefficient
of 2329; ga(20,71,0,1) = 1, which is the coefficient of 29x3; ga(z0,71,1,1) =1,
which is the coefficient of z3z}. This corresponds to truth table of go. Note that
92(j) = g2(wo, @1, 22, x3), where j = g + 212" + 122% + 2323

We can further simplify Mdbius transformation exploiting Proposition 3 and
the degree of f. Since this would not affect our final complexity, we discuss it
in [13, Sup.Mat. M]

Key Recovery During Mo6bius Transformation. Let f be as defined in
Eq. (8) and (xo,...,Zn—1) be n secret key variables. It can be deduced from
Proposition 3 that if (¢, ...,cn—1) = (0,...,0), f(zo,...,24-1,0,...,0) is equal
to gi(xo, ..., o1—1,0,...,0), therefore after ¢ steps of Mobius transformation, we
can already obtain the function values of f(zo,...,z¢—1,0,...,0). Using this
property, we can recover the key during Mobius transformation. We use Exam-
ple 3 to illustrate our basic idea.

Ezxample 3. Let f and its Mdbius transformation be as defined in Example 2.
Now we want to recover the key from the equation f(zg,x1,x2,z3) = a.

1. At the beginning, f(0) = go(0). If £(0) = a, we test whether (0,0, 0,0) is the
correct key by one encryption call. And if it is incorrect, we go to next step.

2. Compute g1(1) = go(0) + go(1), 91(0) = go(0), then f(1) = g1(1). If f(1) =
we test whether (1,0,0,0) is the correct key by one encryption call. And if it is
incorrect, go to next step.

3. First, we compute ¢1(3) = g0(2) + g0(3),91(2) = go(2). Compute ¢2(2) =
91(2) + 91(0), 92(3) = g1(3) + g1(1), 92(0) = 91( ),92(1) = g1(1), then f(2) =
92(2), f(3) = g2(3). If f(2) = a, we test if (0,1,0,0) is the correct key by one
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encryption call; if f(3) = a, we test if (1,1,0,0) is the correct key by one encryp-
tion call. And if none of them is correct, go to next step.

4. First, we compute g1 (i) (i =4,5,6,7) from go(i) (¢ =4,5,6,7) and g2(3) (i =
4,5,6,7) from g1(¢) (i = 4,5,6,7). Compute g3(j) (j =0,...,7) from g2(j) (j =
0,...,7), then f(i) = g3(¢) (¢ = 4,5,6,7). If f(i) =a (i = 4,5,6,7), we test if
the binary representation of ¢ is the correct key by one encryption call. And if
none of them is correct, go to next step.

5. First, we compute g1(i) (i = 8,...,15) from go(i) (i = 8,...,15), g2(i) (i =
8,...,15) from ¢1(4) (¢ = 8,...,15) and g¢3(¢) (i = 8,...,15) from g2(4) (i =
8,...,15). Compute g4(j) (j = 0,...,15) from g5(j) (j = 0,...,15), then
f@) = ga(i) (4 = 8,...,15). If f(i) = a (i = 8,...,15), we test if the binary
representation of 4 is the correct key by one encryption call. And if none of them
is correct, we claim this equation has no solution.

In each step, we use the minimum memory and the least XOR, operations to
calculate the necessary bits. In step 1, only 1-bit memory (go(0)) is sufficient. In
step 2, 1 XOR and 2-bits memory (g1(1),¢1(0)) are sufficient. In step 3, 2+ 1
XORs and 4-bits memory (g2(i) (i = 1,2,3,4)) are sufficient. In step 4, 2+2+4
XORs and 8-bits memory (g3(j) (j =0,...,7)) are sufficient. Finally in step 5,
4+ 4+ 4+ 8 XORs and 16-bits memory (g4(j) (j = 0,...,15)) are sufficient.
Note that in each step, the first computation can be regarded as performing
Mobius transformation on part of the ANF of f. For example, in step 4, we
first compute go(i) (i = 4,5,6,7) iteratively from go(i) (i = 4,5,6,7). This can
be regarded as performing Mobius transformation on the ANF of p(; ¢y (w0, 1),
namely xox1 + 1.

We summarize our key recovery strategy in Algorithm 3, which can be seen
as embedding the key testing procedure into a Mobius transformation with an
adjusted computational order. Though a more accurate estimation of the average
complexity can be given, here we roughly estimate the time cost (only considering
the loop starting at Line 8) of Algorithm 3 as one Mobius transformation together
with required encryption calls, that is, ¢ - 2" encryption calls +n - 2"~! XORs,
where ¢ denotes the probability that f(zo,...,zn,—1) = a. The cost of the com-
parison is ignored. The memory complexity in the worst case is 2" bits. Compar-
ing with the traditional key recovery method of first constructing a large truth
table and then performing queries, our method naturally saves the query cost.

Key Recovery Attacks on 848-Round Trivium. Our further evaluation
shows that the superpoly of 848-round TRIvVIUM, denoted by p(ko, ..., k79), is
a polynomial whose degree is upper bounded by 25. It contains about 23°-
terms, but is still very sparse compared with a random polynomial (a random
polynomial may contain about 27 terms). A natural idea is to treat p(ko, ..., k79)
as f in Algorithm 3. However, Mébius transformation also incurs memory access
cost. In the worse case, Algorithm 3 requires 280-bits memory and the memory
access cost of such a big table is unbearable. To address this difficulty, we propose
the following strategies:
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Algorithm 3: Recover the key from the equation f(zg,...,Zn-1) =a

1 Procedure RecoverKey(The ANF of f):

2 for t =1 to n do

3 LPrecompute the ANF of p(1.0,...,0) (%0, ..., Zt—2) from the ANF of f

a if go(0,...,0) = a then

5 Check if (0,...,0) is the correct key by calling the encryption oracle once

6 if The check passes then

7 | return (0,...,0)

8 for t =1 to n do

9 Perform M&bius transformation on the ANF of p(1,0,....0)(Z0,...,®t—2) to obtain the

truth table of g;—1(zo,...,x¢—2,1,0,...,0)
/* When t = 1, we assume Plep_1rmm cn’_l)(ro,...,att_g):go(ct_l,...,cn_l) */

10 for k=0to2!"! —1do

11 9:(2"7 k) = g1 (2" + k) + ge—1(k)

12 if g¢(2'7! 4+ k) = a then

13 Let (co,...,cn—1) be the binary representation of 2t 4k

14 Check if (co,...,cn—1) is the correct key by calling the encryption oracle once
15 if The check passes then

16 | return (co, ..., ¢n-1)

17 gt (k) = ge—1(k)

18 | return no solution found
1. We guess the values of (kqo,...,k79). Let (v4,...,v79) denote the values

of (kgo0,...,k79), then the equation p(ko,...,k79) = a can be reduced to

p'(ko, ... k3o) = p(ko, .., k39, Va0, . .., v79) = @
2. For each guess, treat p’(ko,...,ks9) as f and apply Algorithm 3 to it. Once

Algorithm 3 returns the correct values of (ko, ..., k39 ), denoted by (vo, . . ., v39),
the correct key is found as (vg, ..., v7g).
Assuming reducing p(ko, . . ., k79) to p’(ko, ..., kag) for all guesses requires 240 x

2305 — 2705 XORs, the final time complexity is approximately 27 TRIVIUM
calls and 40 x 27 XORs. Assuming one 848-round TRIVIUM call is equivalent to
848 x 9 = 7632 XORs, finally our key recovery strategy requires slightly more
than 27° 848-round TRIVIUM calls, but only about 24°-bits memory. Similarly,
we can recover the key of 192-round Grain-128AEAD and 895-round Kreyvium
with time complexity 2'2” and 2'27, respectively.

8 Conclusion

In this paper, we revisit the two core components of nested monomial predic-
tions, namely the coefficient solver and the term expander. The coefficient solver
is responsible for performing the superpoly recovery for a given term, while the
term expander is used to transform output bits into multiple terms of fewer
rounds. We try to improve the coefficient solver by first recovering valuable
intermediate terms of a middle round, then applying the monomial prediction
to each of them. This idea gives rise to two techniques called NBDP and core
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monomial prediction that identify the necessary condition that a valuable inter-
mediate term should satisfy. The core monomial prediction presents a substan-
tial improvement over monomial prediction in terms of efficiency of enumerating
solutions, hence we choose it to build our coefficient solver. Besides, we con-
struct an improved term expander using NBDP in order to spend less time on
useless terms of fewer rounds. We apply our new framework to TRIVIUM, Grain-
128AEAD, AcornN and Kreyvium and recover superpolies for reduced-round
versions of the four ciphers with 848, 192, 776 and 895 rounds. This results in
attacks that are more efficient and cover more rounds than earlier work.
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