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Abstract. The cube attack is one of the most powerful attacks on
stream ciphers, with recovering the superpoly as its key step. The core
monomial prediction is the state-of-the-art technique for superpoly re-
covery, which can reach 851 rounds for TRIVIUM thus far (EUROCRYPT
2024). The core monomial prediction heavily relies on the trail enumer-
ation which is the bottleneck for its efficiency.

This paper further explores the potential of the core monomial prediction
for TRIVIUM by constructing a composite representation for the super-
poly. This representation allows us to detect the algebraic structure of the
superpoly under specific conditions on the intermediate variables, with-
out the computational burden of trail enumerations. Leveraging these
discovered conditions, we successfully recovered weak-key superpolies for
852-round Trivium, establishing the first cryptanalytic result against 852-
round Trivium in the literature to date.

Keywords: Cube Attack, Core Monomial Prediction, Superpoly Recovery, TRIV-
UM

1 Introduction

Cube attack, proposed by Dinur and Shamir at EUROCRYPT 2009 [14], is one
of the general cryptanalytic techniques for analyzing symmetric-key cryptosys-
tems. Since its proposal, the cube attack has been successfully applied to various
stream ciphers [3,15,18,34,30,41], hash functions [13,25,28,36] and authenticated
encryptions [29,16,4,32,33]. The fundamental principle of cube attacks lies in
the algebraic manipulation of a cipher’s output bit represented as a multivari-
ate Boolean polynomial. By strategically partitioning input public variables into
cube variables and non-cube variables, and then summing the output over a



structure called a cube that consists of all possible values of the cube variables,
each monomial in the polynomial that does not involve all cube variables dis-
appears due to the property of XOR operation. This cube summation process
isolates specific monomials in the polynomial, yielding a reduced polynomial
called the superpoly that depends solely on key bits and non-cube variables.
When non-cube variables are fixed to constants, this results in an equation of
the key bits in the online phase. By collecting multiple such equations from dif-
ferent cubes, an attacker can construct a system of equations in the online phase
that, when solved, reveals critical information about the secret key.

The superpoly recovery and equation solving are two crucial steps in the
cube attacks that dominate the effectiveness of the attack. At an early stage,
traditional cube attacks are mainly concerned with linear or quadratic super-
polies recovered by experimental tests, so the sizes of cubes are largely confined.
Breakthroughs have been made by Todo et al. in [44], where they introduced
the bit-based division property [45] into the cube attack.

As a generalization of the integral property [26], the original division property
was proposed by Todo at EUROCRYPT 2015 [43]. With division property, the
integral properties can be captured in a more accurate manner. As one promi-
nent application of the division property, the long-standing cipher MISTY1 was
broken theoretically for the first time [42]. The original division property can
only be applied to word-oriented primitives. Boura and Canteaut at CRYPTO
2016 introduced the parity set as another approach for division properties, and
managed to detect longer integral distinguishers for PRESENT [8]. At FSE
2016, bit-based division property [45] was proposed by Todo et al. to detect
integral characteristics for bit-based ciphers. As a result, the previous experi-
mentally discovered integral distinguishers of SIMON32 and SIMECK32 were
proved theoretically for the first time. By encoding the propagation of the bit-
based division property through basic operations as linear constraints, the MILP
model for deducing the bit-based division property was proposed by Xiang et
al. [50] at ASTACRYPT 2016. This automated method allows for tracing the
propagation of the bit-based division property through block ciphers with large
block sizes, and thus has been applied to improve the integral attacks on many
ciphers [38,37,19,47].

When determining the existence of a monomial in the superpoly, the bit-
based division property may produce false positives. Therefore, after the bit-
based division property was introduced into the cube attack, cryptographers
began to focus on improving the precision and efficiency of division property
in the superpoly recovery. Wang et al. advanced this research field in [48] by
taking the cancellation of constant 1 bits into account to improve the precision
of the bit-based division property. At ASTACRYPT 2019, Wang et al. [49] recov-
ered the exact superpoly for the first time with the pruning technique combined
with the three-subset division property, but this approach relies on the assump-
tion that almost all elements in the 1-subset can be pruned. The inaccuracy
problem was finally resolved by Hao et al. in [20], where the three-subset divi-
sion property without unknown subset was introduced. From a purely algebraic



perspective, the division property was interpreted as the monomial prediction
technique by Hu et al. at ASTACRYPT 2020 [24]. Combined with the divide-and-
conquer strategy, this technique was applied in a nested manner [23] to recover
massive superpolies for stream ciphers. In order to alleviate the trail enumera-
tion efficiency bottleneck inherent in the monomial prediction technique, He et
al. proposed the core monomial prediction technique [22] at ASTACRYPT 2022
by sacrificing the accuracy of monomial prediction for efficiency. The perfect
accuracy of core monomial prediction was proved by He at al. in [21], where
a recursive framework for superpoly recovery was established based solely on
the core monomial prediction technique. This framework extended the super-
poly recovery for Trivium to the current 851 rounds, with a time cost of about
25 days. It is worth mentioning that Beyne and Verbauwhede have unified the
division property, parity set and monomial prediction in the algebraic transi-
tion matrix [7] as an application of Beyne’s geometric approach [5,6] to integral
cryptanalysis.

Motivation. When applied to superpoly recovery, both the monomial prediction
and core monomial prediction theories can achieve perfect accuracy by enumer-
ating trails. Beyond superpoly recovery, monomial prediction has demonstrated
utility in detecting algebraic properties of ciphers (e.g., algebraic degree [24,32]),
while the potential value of core monomial prediction beyond superpoly recov-
ery remains largely unexplored. Compared to monomial prediction, core mono-
mial prediction tracks more detailed information about the structure of a cipher
throughout the propagation process. This suggests that core monomial predic-
tion should, intuitively, be capable of revealing algebraic properties of a cipher
with greater precision and depth. The algebraic properties of a superpoly, as one
of the most critical algebraic properties of a cipher, fundamentally determines
the success of a cube attack. Therefore, exploring the relationship between the
core monomial prediction and the algebraic properties of a superpoly is essential
for advancing the cube attack.

Our Contributions. This paper aims to advance the cube attack by establish-
ing the theoretical framework for detecting the algebraic properties of a super-
poly based on the core monomial prediction. The key contributions are:

— We introduce a composite representation for the superpoly, where the inter-
mediate variables are naturally derived from the structure of a cipher. Since
this composite representation provides a more tractable and efficient per-
spective for analyzing the superpoly compared to treating the superpoly as
a complex polynomial of key bits, we can detect potential simplifications in
the algebraic structure of the superpoly under conditions on the intermediate
variables, without the computational burden of enumerating trails.

— Based on the composite representation, we develop a greedy algorithm to
search for optimal conditions that maximize the superpoly simplification.
For the case when the concrete expression of the superpoly is not available,
our algorithm employs a MILP-based method to efficiently estimate the effec-
tiveness of each potential condition, which is solely based on the propagation



of core monomial prediction rather than the enumeration of core monomial
trails. These identified conditions can be transformed into conditions on the
key bits and non-cube variables, under which the superpoly can be recovered
efficiently using a recursive framework similar to that in [21].

As a demonstration of the practical effectiveness of our approach, we suc-
cessfully recover two weak-key superpolies for 852-round TRIVIUM under 2-bit
and 3-bit conditions on the key bits, respectively. Utilizing these superpolies
under the implementation-dependent setting, we are able to derive a weak-key
cube attack against 852-round TRIVIUM on a key space of 27® with a complexity
of approximately 277, establishing the first cryptanalytic result on 852-round
TRIVIUM in the literature.

The summary of our cube attack results is provided in Table 1. For verifica-
tion and reproducibility purposes, we have made available the source code for
optimal condition identification and superpoly recovery, along with the complete
recovered weak-key superpolies, in our anonymous git repository

https://anonymous.4open.science/r/KSO0Pxz-sDcZ91aC0OC3.

2 Background

In this section, we introduce some notations that will be used later and briefly
review the basics of the core monomial prediction technique. The size of a set S
is denoted as |S|. We use italic Latin or Greek letters to represent binary vectors,
where each element can be either a binary value or a binary variable, depending
on the context. The all-zeros vector and all-ones vector are denoted as 0 and
1, respectively, with their sizes inferred from the context. For a binary vector
x € 3, we use z[i] to represent its i-th element, such that © = («[0],...,z[n—1]).
Foraset I = {ig,...,i7-1} €{0,...,n—1}, weuse z[I] = (x[ic}, ..., x[i|;-1]) €
[FIQH to represent the sub-vector selected by I from x € F4, and thus z[I][j] = z[i,]
for 0 < j < |I|. The Hamming weight of x is denoted by Hw(z). For two binary
vectors z, u € FY, we refer to the product 7(z,u) = H?:_Ol x[i]“m as a monomial;
we write x < u (resp. x > w) if z[i] < w[i] (resp. z[i]] > wu[i]) holds for all
i €{0,...,n — 1}; the concatenation of x and u is denoted by z|u.

For a Boolean polynomial p of x € [F5, we denote the algebraic degree
as Deg (p). Particularly, Deg(0) = —oo and Deg(l) = 0. For a monomial
m(x,u), we express p as p = g(x) - w(x,u) + h(z), such that g(x) only con-
tains variables x[i] where u[i] = 0, and each monomial in h(x) is not divisible
by m(z,u). We refer to g and h as the quotient and remainder of p with re-
spect to 7(x,u), denoted as p/mw(xz,u) and p mod 7(x,u), respectively. For a set
S = {m(x,t9),...,m(x,t]5~1)} of monomials, we use p mod (S) to represent the
remainder when dividing p by the ideal (m(z,%¢), ..., m(z,t5/—1)), which consists
of all monomials in p that are not divisible by any monomial in S. When S = 0,
we assume p mod (S) = p and p/(S) = 0.
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Table 1: Summary of the cube attacks against TRIVIUM

Rounds #Cube* Cube size Attack type Data Time Key Space Ref.

672 63 12 Cube 218.6 217 280 [14]
709 80 22-23 Cube 223 229-14 280 [31]
767 35 28-31 Cube 231 245 280 [14]
784 42 30-33 Cube 233 239 280 [18]
799 18 32-37 Cube 238 262 280 [18]
802 8 34-37 Cube 237 272 280 [51]
805 42 32-38 Cube 238 o414 280 [52]
805 28 28 Correlation Cube 228 273 280 [30]
806 16 34-37 Cube 238.64 2064 280 [52]
806 29 34-37 Cube 239 239 280 [40]
808 37 39-41 Cube 244 244.58 280 [40]
810 39 40-42 Cube 244 244.17 280 [27]
815 35 44-46 Cube 247 247-32 280 [11]
820 30 48-51 Cube 253 25817 280 [11]
820 218 38 Correlation Cube 257 260 2798 [46]
825 31 49-52 Cube 253 25309 280 [27]
825 212 41 Correlation Cube — 2°3 260 2797 [46]
830 213 41 Correlation Cube 254 260 2793 [46]
832 1 72 Cube 272 279 280 [44,49]
835 41 35 Correlation Cube — 23° 275 280 [30]
840 1 78 Cube 278 279-6 280 [20]
840 3 75 Cube 2766 o778 280 [24]
840 6 47-62 Cube 262 276-32 280 [23]
841 1 78 Cube 278 279-6 280 [20]
841 2 76 Cube 277 278-6 280 [24]
841 3 56-76 Cube 276 278 280 [23]
842 1 78 Cube 278 279-6 280 [20]
842 2 76 Cube 277 2786 280 [24]
842 3 56-76 Cube 276 278 280 [23]
843 2 78 Cube 278 279-6 280 [40]
843" 5 56-76 Cube 256 277 280 [23]
844 28 37-38 Cube 2428 276 280 [12]
844* 2 54-55 Cube 256 278 280 [23]
845* 2 54-55 Cube 256 278 280 [23]
846* 6 51-54 Cube 251 279 280 [22]
847" 2 52-53 Cube 252 279 280 [22]
848* 1 52 Cube 252 279 280 [22]
849* 2 44 Cube 244 279 280 [21]
850* 1 44 Cube 244 279 280 [21]
851* 1 44 Cube 244 279 280 [21]
852* 1 43 Weak-Key Cube 243 276 277 Sect. 4
852" 1 44 Weak-Key Cube 24 277 278 Sect. 4

* #Cube represents the number of cubes whose superpolies are recovered, but this
may not be equal to the number of cubes eventually used in the key recovery attack.

* All of these cube attacks are performed under the implementation-dependent setting,
where a TRIVIUM call is translated into a specific number of bit operations.



2.1 Mobius Transform

For a Boolean function F'(z) of n variables, we can represent its ANF as a binary
vector of 2" entries corresponding to its 2" coefficients. The truth table of F,
which is also represented as a binary vector of 2" entries, can be computed from
the ANF of F' via the Mébius transform over F3, which is based on the following
formula:

F(z[0],...,z[n—1]) = z[0] - F(z[1],...,z[n —1]) + Fi(z[1],...,z[n —1]).

Thus, we can compute the truth table of F' by first computing the truth tables
of Fy and F; and then performing 2"~! bit operations. Denoting the time com-
plexity of the Mébius transform as T'(n), we have T'(n) = 2T(n—1)+2"~1, thus
T(n) < mn-2". In this paper, we assume the Mobius transform requires n - 2™ bit
operations and 2" bits of memory.

2.2 Cube Attack

The concept of cube attack was proposed by Dinur and Shamir at EUROCRYPT
2009 [14] as an extension of the higher-order differential attack.

For a cipher that takes secret variables k € F5 (the key) and public vari-
ables v € 5" (the plaintext/IV) as input, the first output keystream bit can
be expressed as a Boolean polynomial f of k|lv. Let I C {0,...,m — 1} and

J C {0,...,m — 1} be two disjoint subsets corresponding to the selection of
public variables, then we can algebraically represent f as
f(k|lv) = f/tr - t; + f mod tp, (1)

where 7 = [[;c; v[i]. The set I and the public variables v[I] are referred to as
the cube indices and cube variables, respectively.

Assigning zero values to v[J], we can define a structure called cube, denoted
as Cy(J), consisting of 2//I binary vectors as follows:

Cr(J)={welFy:w[s]=0/1 forsel/\w[s] =0forseJ
/\ w(s] is the binary variable v[s] for s ¢ (I U J)}.

By substituting v[J] with 0, we can derive a polynomial p(k||v) from f/tr,
which only relates to k and v[{0,...,m—1}\ (IU.J)]. We refer to this polynomial
as the superpoly of the cube C;(J) in f, which can be computed by assuming f
over the cube Cy(J) as follows:

pkllv) = D" flklw). (2)

weCr(J)

When U J = {0,...,m — 1}, the cube C;(J) is uniquely determined by I, in
which case we may also refer to I as the “cube” without causing ambiguities.
The size of I is also referred to as the dimension of the cube.

The whole process of a cube attack can be summarized as follows:



1. Offline Phase: Superpoly Recovery. Select the cube indices I and the
set J. Recover the expression of the superpoly p(k|v).

2. Online Phase: Parity Key Recovery. Assign a specific value o € [F;n_lll_“”
to v[{0,...,m—1}\ (U J)]. Assume that the secret key is K. For each w €
Cr(J), define g € F5* as S[IUJ] = w[IUJ] A B{0,....,m—=1}\ (TUJ)] = a,
and then query the value f(K]||8) to the encryption oracle. Summing these
values yields the value of the superpoly, which establishes an equation in-
volving the secret key bits. Solving this equation provides partial information
about the secret key.

3. Brute Force. Guess the remaining secret key bits to recover the full secret
key.

A critical prerequisite for the successful implementation of a cube attack is the
accurate recovery of the superpoly expression.

2.3 Core Monomial Prediction

Typically, the first output keystream bit is generated from k£ and v through
multiple transformations. Thus, we can always represent the Boolean polynomial
f in Eq. (1) as the composition of R vectorial Boolean functions, namely

f(kllv) = f om0 fOkll),

where each component function f?,0 < i < R is simple and its ANF can be easily
computed (e.g., each f? is a basic operation COPY, AND and XOR). For each
i, where 0 < i < R, let 2 and 2! denote the input and output variables of f?,
respectively. By construction, 2° = k||v and 2% = (27[0]), where z?[0] is the
output keystream bit.

Flag Technique. For each binary variable in z?, where 0 < i < R, we assign
a flag y € {0,1,0.}. As a result, all binary variables are categorized according
to their assigned flags: those flagged with ¢ are referred to as d-variables, those
with 1. as 1.-variables, and those with 0. as O.-variables.

Three operations =, x and & are defined for the flags, corresponding to the
basic operations COPY, AND and XOR, respectively. The operation = copies
one flag to another, while x and @ satisfy the following rules:

16Xy:y><lc:y 156910:10 Oc®y:y@oc:y
chy:yxoczoc 6@y:y@6:6 OXd=0 ’

where y can be any of {J,1.,0.}. In this paper, the flags are fixed as follows:
initially, based on the cube C7(J), the flags of 20 are determined by assigning &
flags to the cube variables, 1. flags to k and v[{0,...,m — 1} \ (I U J)], and O,
flags to v[J]; then, the flags of x% are computed from the flags of #° according
to the operation rules of flags for ¢ > 0.

Core Monomial Prediction. For 0 < ¢ < R, if a monomial W(xi,ui) only
relates to d-variables, then we call it a core monomial. Now consider two core



monomials 7(z",t™) and 7(z™,t™) where 0 < ro < r; < R. We can express
m(x"™,t"™) as a Boolean polynomial h of z™. Let S be the set consisting of
all -variables and O.-variables in ™. If (h/m(2™,t")) mod (S) # 0, then we
say that t" can propagate to t™* through f™~!o ... o f with a coefficient
(h/m(z™,t7)) mod (S). For brevity, we sometimes use the compact notation
Ciro ¢ (™) to represent the coefficient (h/m(z",¢™)) mod (S). Note that the
notation Cyro ¢~ (™) implicitly contains the condition that both 7(z™,¢") and
m(a™,1"™) are core monomials.

We call the sequence (¢, "0+, ... ") a core monomial trail if Cys ys+1(2%) #
0 for all s € {rg,...,r1 —1}. The contribution of this trail is defined as the poly-
nomial of 2% generated from the product of coefficients along this trail, namely
[Loro<scr, Ceopstr (f57 000 fO(20)), denoted as Cyro yro+1,.. pr1)(x?), which is
a polynomial of z°. The propagation rule of core monomial prediction through
a component function f%,0 < i < R can be generally constructed as follows:

1. Initialize a set S. _ o

2. For each ¢ and "' that satisfy Cyi 4i+1(z") # 0, put the vector ¢*[|¢"*! into
S.

3. With the help of mathematical tools (e.g., Sagemath), follow the methods
in [35,39,9] to generate a set of linear constraints, such that the feasible
solutions from these contraints are exactly the vector in S.

The concrete propagation rules of core monomial prediction through basic op-
erations COPY, AND and XOR are provided in Appendix A. The following
theorems illustrates how to recover the superpoly by enumerating core monomial
trails.

Theorem 1 (Superpoly Recovery by Core Monomial Prediction [21]).
Recovering the superpoly p(k||v) in Eq. (2) can be reduced to computing Cu07uR(£L'O),
where u® satisfies u°[i] = 1 for all i —n € I and u°[i] = 1 otherwise, and

uft = (1) € F} corresponds to z®.

In the rest of this paper, we always refer to C,o ,r(z") defined in the above
theorem as the superpoly of the cube Cy(J).
Theorem 2 (Divide-and-Conquer Strategy by Core Monomial Predic-
tion [21]). For two core monomials w(x™,t™) and w(x™,t"™), where 0 < rg <
r1 < R, we can decompose Cyro 4r1 (f70 Lo+ -0 f0(x0)) according to the following
formula:

Corors (S0 00 ()
= Z (Ctro,troﬂ(fm_l O"'Ofo(xo)) 'Ctro*-l,tﬁ (fm O"'Ofo(xo)))

trotl,
Cyrg yro+1 (707 P00 fO(af))0

= Z (Ct"'o,t7'1*1(fT071 O“‘Ofo(xo)) 'Ct"'lfl,tﬁ (fr172 °"'°f0(x0))) )
11,

Cpri—1 ,ry (F71720000f0(20)) 0

where Cyrg gro+1 (f70 " ow -0 fO(20)) in the first summation and Cyry—1 4r (f7 20

<o+ 0 f9(a%)) in the second summation can be precomputed.



Theorem 3 (Coefficient Computation by Core Monomial Prediction [21]).
For two core monomials m(z™,t™) and w(z™,t™), where 0 < ryp < r1 < R,

if i = 1o + 1, then Cyro i (f7° "1 o--- 0 f%(2°)) can be obtained immedi-
ately since the ANF of f™ can be easily computed; otherwise, we can compute
Ciro g (fro7 o 0 fO(2Y)) as

Ciro,em (fm_l 0---0 fo(a:o)) = Z C(troytroﬁ—l 77777 trl)(xo).

o+l yri—1

Vs€{ro,...,r1 —ﬁ;’cts s+1(@%)F#0

When implementing Theorem 3 in practice, we first construct a model to
describe the propagation of core monomial prediction from ¢ to ¢"*. By solving
the model, we enumerate all core monomial trails from ¢" and ¢"* and compute
the contribution of each trail. Finally, Cyro 4 (f7" 1 0 --- 0 f9(z%)) is obtained
by summing the contributions of all trails. The time cost of this process mainly
comes from the model solving.

On the other hand, it was pointed out in [21] that for any core monomials
m(z%,t%) and m(z*t,t°T!), where 0 < s < R, the coefficient Cgs yo+1(2*) can
only assume a finite number of possible expressions, according to the following
rules.

Rule 1 (COPY [21]) If f* is the basic operation COPY, then for any core
monomials 7(z*,t%) and w(x* T, t°T), Cpe o1 (2%) must be 1 if Cps yotr (2%) # 0.

Rule 2 (AND [21]) If f* is the basic operation AND, where z*+1[0] = ngol x*[4]
and x°+1[j] = 2°[j+n—1] for j > 0. Then, for any core monomials 7(x*,t*) and
m(zs Tt TY), if Cpo gora (2°) # 0, then it can only be 1 or [] j:0<j<n, x5[j].

z°[j] is a 1.-variable

Rule 3 (XOR [21]) If f* is the basic operation XOR, where x°T10] = @;:01 x*[4]
and x°1j] = 2°[j+n—1] for j > 0. Then, for any core monomials 7(x*,t*) and
m(z5T t5HY) if Cpe yon (%) # 0, then it can only be 1 or @ ji0<j<n, x°[j].
z°[j] is a 1.-variable
Rule 4 (S-box [21]) If f° is an n-bit S-boz, then all the possible expressions
that a coefficient Cys a1 (2®) can take can be precomputed by a 2™ x 2™ table,
where the entry at (u,w) is Cy.(z®) if both m(z%,u) and 7(z*+1, w) are core
monomials; otherwise it is 0.

In [21], the superpoly recovery process employs a recursive framework. Ini-
tially, leveraging Theorem 1, the superpoly recovery is reduced into a coefficient
computation problem. The framework then decomposes any unresolved problems
into smaller, more tractable sub-problems according to Theorem 2. These sub-
problems are efficiently addressed using Theorem 3 within a preset time limit.
Any remaining unresolved sub-problems will be further decomposed and ad-
dressed, with this iterative process continuing until all problems are completely
resolved. The details of this recursive framework is provided in Appendix B.
The overall time cost of the framework is primarily determined by the repeated
applications of Theorem 3, as this is the only step involving model solving.



As pointed out in [21], when i is sufficiently large, all state variables of z°
become ¢-variables, in which case the propagation of core monomial prediction
through f7,j > i becomes exactly equivalent to the propagation of monomial
prediction proposed in [24]. Thus, the monomial prediction can be considered
as a special case of the core monomial prediction. Naturally, the core monomial
prediction inherits the ability of monomial prediction in detecting the algebraic
properties of superpolies. Since the core monomial prediction tracks additional
information related to the structure of a cipher (e.g., the flags of state bits)
compared to the monomial prediction, a compelling research question emerges:
can the core monomial prediction detect algebraic properties of a superpoly that
remain invisible to the monomial prediction technique?

3 Conditional Superpoly

In this section, we introduce a composite representation for the superpoly based
on the core monomial prediction technique. This composite representation can
be used to simplify the superpoly by imposing conditions on the intermediate
variables. To search for optimal conditions that maximize the superpoly simpli-
fication, we give a MILP-based method to efficiently detect the algebraic degree
of the composite representation without requiring enumeration of core mono-
mial trails. This specifies the role of core monomial prediction in detecting the
algebraic structure of the superpoly.

3.1 Composite Representation for Superpoly

As mentioned earlier, for any core monomials m(z*,¢*) and 7(x*T1, t571) where
0 < s < R, there are only a limited number of possible expressions that
Cis po+1(z®) can take. Consequently, the same holds for Cp o1 (f* o -0
f2(2°)). For each f*, where 0 < s < R, define the set V* as

= U {Cr g (f 000 fO))).

[ARAREE
Cys pst1 (F57 oo fO(2))7#0/1

Once the cube C(J) is selected, the set | Jo,.p V* can be determined immedi-
ately. Using the polynomials in this set, we can construct a composite represen-
tation for the contribution of each core monomial trail, which ultimately leads
to a composite representation for the superpoly.

Proposition 1 (Composite Representation for Contribution of Core
Monomial Trail). Assuming that Jy<,.rV® = {g0,...,9n-1}, where each
95,0 < j < N is a polynomial of x° (more precisely, k and the non-zero non-
cube variables v[{0,...,m — 1} \ (I U J)]), we introduce N intermediate vari-
ables Y € FY, build a map Y = g(2°) = (go(2°),...,gn_1(2)) between x°
and Y, such that Y[j] = g;(2°) for 0 < j < N, and build a table T such that
Tlg;] = Y[j] for each g;,0 < j < N, T[1] = 1 and T[0] = 0. Then, for two

10



core monomials w(x"™,t™) and 7w(z™,t™), where 0 < rg < r; < R, the contri-
bution C(tru,m,tn)(xo) of a core monomial trail (t™,...,t™) can be represented
as h(g(z")) with h being a polynomial of Y defined as

hY)= J[ TICupnr(f o0 fOa")]

s:ro<s<ry

The polynomial h(Y) is referred to as the composite representation for the con-
tribution Ciro .. 4r1)(2°), denoted as Cyro, . 4r1)(Y).

Proof. This follows directly from the definition of the contribution of a core
monomial trail. O

Proposition 2 (Composite Representation for Coeflicient). Let the in-
termediate variables Y and the map g be defined as in Proposition 1. For two
core monomials m(x™,t™) and w(x™,t") where 0 < ro < r; < R, the poly-
nomial Ciro i (fr07 L o+ f9(2%)) can be represented as h(g(x®)) with h being
defined as

h(Y) = E C(tro,troJrl,m,tTl)(Y)?
o+l
Vs€{ro,,r1—1},Cps sy (@°)F0

- E C(t"{)yt"'(}‘*l
tTO“,‘.‘,t“l*l:l o o
Vs€{ro, -, r1—1}Cps tsq1 (f57 om0 f0(27))#0

.....

h(Y') is referred to as the composite representation for Cyro 4r (f70"to- -0 f0(20))
and is denoted as Cyro 4r1 (Y).

Proof. By replacing each core monomial trail appearing in Theorem 3 with its
composite representation given in Proposition 1, we obtain this proposition. O

In practice, Proposition 2 can be implemented in a similar way to Theorem 3.
The only difference is that, after enumerating all core monomial trails from t™
and t"* by solving the model, the composite representation for the contribution
of each trail is computed. Thus, compared to implementing Theorem 3, the time
cost of implementing Proposition 2 remains unchanged compared to Theorem 3,
as the model-solving step remains the same.

Under the composite representation, the divide-and-conquer strategy in The-
orem 2 remains applicable, as demonstrated by the following proposition.
Proposition 3 (Divide-and-Conquer Strategy under Composite Rep-
resentation). For two core monomials w(x",t™) and 7(z™,t™), where 0 <
ro <ry < R, we can decompose @tr”rl (Y') according to the following formula:

615"’0 Raa1 (Y) = Z (@tro ,tro+1 (Y) ' @t7'0+1,t7'1 (Y))

trotl;
Cpro gro+1 (Y)#0

3 (Etm,m_l (V) Corpr (Y)) :

tm1L
Cri—1 ry (Y)F0
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where @tm,tv-oﬂ (Y) in the first summation and Etrlfl’trl (Y) in the second sum-
mation can be precomputed.

Proof. By replacing the coefficients in Theorem 2 with their composite repre-
sentations, we obtain this proposition. a

For the superpoly C,o,r(2") defined in Theorem 1, we can immediately

obtain a composite representation @uo’uR (Y) for it according to Proposition 2.
To illustrate this fact more clearly, we provide a simple example below.

Example 1. Consider f = f1 o f° with secret variables k € F2, public variables
v € F3, cube indices I = {0, 1} (v[0] and v[1] are cube variables) and set J = {2}
(v[2] is set to 0). The initial state is 2° = k|jv = (k[0], k[1], v[0], v[1], v[2], v[3], v[4]),
thus k[0], k[1], v[3] and v[4] are 1.-variables, v[0] and v[1] are d-variables, and v[2]
is a O.-variable. The first component function f9:FS$ — [ is defined as

z'[0] = 2°[0] + " [2]a"[4] = k[0] + v[0]v[2],

z'[1] = 2°[1] + «°[3]2°[6] = k[1] + v[1]v[4],

z'[2) = 2°[2)2°[3] + 2°[3] + 2°[4]°[6] = v[0]o[1] + v[1] + v[2v[4],
z'[3] = 2°[0] + «"[1] = K[0] + K[1],

The second component function f1:F3 — F3 is defined as
2%[0] = 2'[0] + 2" [0]z' [1]="[2] + =" [2]="[3].

According to the operation rules of flags, we can derive that z'[1], z![2] and 22[0]
are d-variables, 21[0] and z![3] are 1.-variables.

From u° = (0,0,1,1,0,0,0) to u? = (1) there is two core monomial trails
(u°,(0,0,1,0),u?) and (u°, (0,1,1,0),u?), and we can compute Cuo,(0,0,1,0),u2) =
1 - (k[0] + &[1]) and C(yo,(0,1,1,0),u2) = K[0] - (k[1] + v[4]). Summing these contri-
butions gives the superpoly k[0] + k[1] + &[0] - (k[1] + v[4]).

For f°, we have

o' [ [2] = (K[1] + v[4]) - v[1] + (k[1] + v[4]) - v[0]v[1],

thus VO = {k[1] + v[4]}; for f!, we can compute V! = {k[0],k[0] + Kk[1]}.
Thus, VO U VY = {k[0],k[0] + k[1],k[1] + v[4]}. We introduce intermediate
variables Y € F3 and build a map Y = g(2°) = (go(z°), g1(z%), g2(2°)) be-
tween x° and Y, such that Y[0] = go(z°) = k[0], Y[1] = g1(2°) = k[0] + k[1]
and Y[2] = g2(2°) = k[1] + v[4]. Then, we have C(yo (0.0.1.0).42)(Y) = Y[1],
@(u07(0,1,1,0),u2)(y) = Y[0]Y[2], and the superpoly can be represented compos-
itely as @uo’uz (g(z)), where @uo’u2 (Y)=Y[1]+Y[0]Y[2].

Combining Proposition 2 and Proposition 3, we can recover the composite
representation for the superpoly by adapting each coefficient involved in the
recursive framework presented in [21] (see Appendix B) to its composite form.
As this adaptation does not impact the model-solving process, the additional
time cost introduced by the adaptation is negligible.

12



3.2 Simplifying Superpoly Based on Composite Representation

Once the cube Cy(J) is selected, the map Y = g(2°) = (go(2°),...,gn-1(2"))
from Proposition 1 is fully determined. Thus, for the superpoly C,o ,r (20) de-
fined in Theorem 1, instead of working directly with its potentially complex
expression as a polynomial of 20, we shift our focus to its more manageable
composite representation C,o ,r(Y"). More generally, we consider the compos-

ite representation @tm,m (Y) for any two arbitrarily selected core monomials
(a0, t™) and w(x"™,¢™), where 0 < rg <r; < R.

Basic Strategy of Conditional Superpoly. Our goal is to identify a set of
variables S C {Y'[0],...,Y[N—1]} for Cyro 4= (Y), where | S| is upper bounded by
a preset threshold ¢, such that @trwrl can be simplified to @troytrl mod (S), by
imposing the conditions Y [i] = 0 for all Y[i] € S, which can be transformed into
conditions g;(°) = 0. Under these conditions, our primary focus becomes re-
covering the expression of @tm,m mod (S}, thus significantly reducing the com-
putational complexity. For each Y[i] € S, g;(z°) is a polynomial of the secret
variables k and the non-zero non-cube variables v[{0,...,m —1}\ (I U .J)], thus
these conditions establish relationship between these variables. In the special
case where J = {0,...,m — 1} \ I (i.e., all non-cube variables are set to 0),
these conditions reduce to weak-key conditions imposed solely on k. We give
an example to show how to use the strategy above to simplify the superpoly
Cu07uR (CCO)

Ezample 2. In Example 1, the composite representation for the superpoly is
computed as Cyo ,2(Y) = Y[1] + Y[0]Y[2]. If we impose the condition Y[0] =
0 or Y[2] = 0, namely k[0] = 0 (a weak-key condition) or k[1] 4+ v[4] = 0,
then @uomz (Y) simplifies to Y'[1], which can be expanded into the polynomial
k[0] + k[1] of «°.

Remark 1. One might argue that the strategy outlined above does not always
work, as it overlooks the potential inherent relationships among the polynomials
9o,---,gn—1. For instance, if go(2°) = k[0] and g;(z°) = k[0] + 1, then the
conditions gg(2°) = 0 and g;(2°) = 0 are unlikely to hold simultaneously. While
such cases may arise in practice, our experiments on the cipher Trivium show
that they occur rarely. Therefore, for simplicity, we assume that the conditions
Y[i] =0 for all Y[i] € S can always hold simultaneously.

Algorithm 1 shows how to recover the simplified expression @ﬁ“oytﬁ mod (S)
by enumerating core monomial trails under the conditions Y[j] = 0 for all
Y[j] € S. Since these imposed conditions eliminate certain originally valid core
monomial trails from ¢ to ¢, the number of core monomiAal trails to be enumer-
ated is reduced compared to recovering the full expression Cro 1 . Consequently,
the MILP model in Algorithm 1 can be solved more efficiently than the origi-
nal model that enumerates all core monomial trails from ¢ to ¢"* without any
conditions imposed. Under the conditions, the divide-and-conquer strategy in

13



Proposition 3 is reformulated as follows:

65’"0,#1 mod <S> = Z (@tTO,t7‘O+1 mod <S> . @tr0+l’tr1 mod <S>)
trot+l,
6t7'o,t7'0+1(y)7£0

_ _ (3)
= 3 (q:m,mfl mod (S) - €;ry -1 4ry mod <s>) :
tr1— L
Etrl—l,trl (Y)#0

where @tro)tr(ﬁ—l mod (S) in the first summation and @tr07tr1_1 mod (S) in the
second summation can be precomputed. Thus, once the set S of conditional
variables is determined, we can recover the expression Cyro 4~ mod (S) using a
recursive framework similar to the one in [21]. In particular, the recursive frame-
work used to recover the expression @uo,uR mod (S) for the superpoly Cyo ,r(z%)
defined in Theorem 1 is detailed in Appendix C.

Criteria for Selecting Conditional Variables. The remaining question is:
how do we choose the set S such that Cyro 4~ (Y') is simplified as much as possi-
ble? To this end, we need a criterion to measure and compare the effectiveness
of each variable Y[i],0 < i < N in terms of simplifying Ciro ¢ (Y'). Generally
speaking, for a polynomial h of Y and any variable Y[i],0 < i < N, the more
complex h/Yi] is and the less complex h mod Yi] is, the more effective Y7i] is
in terms of simplifying h. Thus, we propose the following two candidate criteria
to quantify the complexity of A/Y[i] and h mod Y7i].

Definition 1 (“Number of Monomials” Criterion). Let h be a polynomial
of Y. When the concrete expression of h is available, we choose the number of
monomials in the quotient h/Y [i] and that in the remainder h mod Y[i| for each
Y[i],0 < i < N as the criterion, referred to as the “Number of Monomials”
criterion. Under this criterion, for two variables Y[i] and Y[j], where 0 < i <
Jj < N, we compare their effectiveness in terms of simplifying h(Y) as follows:

— Y[j] (resp. Y[i]) is more effective than Y[i] (resp. Y[j]) in terms of simpli-
fying @tm,m (Y) if h mod Y[j] (resp. h mod Y[i]) contains fewer monomials
than h mod Y[i] (resp. h mod Yj]).

— If the two remainders have the same number of monomials, then the two
variables are considered equally effective in terms of simplifying h(Y).

Definition 2 (“Algebraic Degree” Criterion). Let h be a polynomial of
Y. When the concrete expression of h is not available, we choose Deg(h/Y[i])
and Deg(h mod Yi]) for each Y[i],0 < i < N as the criterion, referred to as
the “Algebraic Degree” criterion. Under this criterion, for two variables Y[i] and
Y[j], where 0 <i < j < N, we compare their effectiveness in terms of simplifying
h(Y) as follows:

— Y[i] (resp. Y[j]) is more effective than Y [j] (resp. Y[i]) if Deg(h mod Yi]) <
Deg (h mod Y[j]) (resp. Deg(h mod Y[j]) < Deg(h mod Y[i])).
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Algorithm 1: Recover @tm)trl mod (S) by enumerating core monomial
trails

Input: The composite representation ﬁtro,tn (Y') to be simplified, the set S of
conditional variables R
Output: The simplified expression C¢ro ¢v1 mod (S)

1 Initialize an empty model M
2 M.variables < a vector t"° of MILP binary variables with the same size as "
3 M.constraints < t"0 = ¢
4 foreach s € {rg,...,r1 — 1} do
5 Initialize a set V' of binary vectors
6 foreach u and w corresponding to x* and z°' that satisfy TC\uyw Y)¢ S
and @u,w (Y)#0do
| Add the binary vector uw into the set V'
end
M .variables < a vector t571 of MILP binary variables with the same size
as 1!

10 Use mathematical tools (e.g., Sagemath) to generate linear constraints for
t* and t°T!, such that the feasible solutions of t*||t*T* from these
constraints are exactly the binary vectors in V', and then add these
constraints to M

11 end

12 M.constraints - t™ = ¢"!
13 Configure the MILP solver (e.g., Gurobi) to enumerate all possible solutions of
M

14 if All the solutions are computed then

15 Initialize a polynomial p =0 of Y

16 foreach Solution of M do

17 Read the values of t70F1 ... t" =1 a5 7ot  gmi—t
18 Compute @(troﬁtmﬂwtrl)()’) manually

19 Update p =p + @(tro’tro«#l””trl)

20 end

21 end

22 return p as @tro,tm mod (S)

— If the remainders have the same algebraic degree, the variable with the higher-
degree quotient is considered more effective.

— If both the remainders and quotients have the same degree, the two variables
are considered equally effective in terms of simplifying h(Y').

After choosing the criterion, we can determine the set S by the selection
procedure shown in Algorithm 2, which is based on a greedy algorithm. To
intuitively demonstrate the effectiveness of the conditions determined by the
selection procedure, we give a concrete example related to TRIVIUM.

Ezample 3. For the cipher TRIVIUM, the 849-round superpoly of the cube Cy, (J),
where the cube indices I is shown in Table 2 and J = {0,...,79}\ Iy, was pre-
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Algorithm 2: The procedure for selecting the conditional variables
used to simplify the composite representation of a coefficient

Input: The composite representation @y‘(),tﬁ (Y)) to be simplified, the upper
bound # for |S|
Output: The set S of selected conditional variables
1 Initialize S < @ and h(Y") « Cyro 1 (V)
2 while |S| < £ and h(Y) # 0 and h(Y) # 1 do
3 Identify the most effective variable(s) in terms of simplifying A(Y") from
the variables not in S. If there are more than one such variables,
randomly choose one
Assume the selected variable is Y[j], then update S = S U {Y[j]}
h < h mod Y[j]
end
return S

N O o s

sented in [21]. We recover the composite representation of the 849-round super-
poly as a polynomial of Y € F3%*, which contains 3 340488 monomials. Under
the “Number of Monomials” criterion, we invoke Algorithm 2 by setting ¢ to
15. Finally, the algorithm returns a set of size 14. The set corresponds to 14
weak-key conditions as follows:

k[62] = 0, k[78]k[79] + k[53] = 0,
k[78] + k[76]k[77] + k[51] = 0, k[44] + k[42]k[43] + k[17] = 0,
k[76] + k[74]k[75] + k[49] = 0, k[42] + k[40])k[41] + k[15] = 0,
k[46] + k[44]k[45] + k[19] = 0, k[70] + k[68]k[69] + k[43] = 0,
k[59] + Kk[57]k[58] + k[32] = 0, k[61] + k[59]k[60] + k[34] = 0,
k[74] + k[72]k[73] + k[47] = 0, k[63] + k[61]k[62] + k[36] = 0,
k[29] + k[27]k[28] + k[2] = 0, 1+ Kk[67] + K[25] + k[23]k[24] = O

The first condition reduces the number of monomials in the composite repre-
sentation from 3340488 to 1429535; the second one reduces the number of
monomials from 1429535 to 657932. These 14 conditions are clearly indepen-
dent of each other. After imposing the 14 weak-key conditions, the superpoly
simplifies to the constant 0.

Similarly, for the 841-round superpoly of Cy,(J), which contains 257877
monomials, we recover its composite representation as a polynomial of Y, which
contains 9 monomials. We invoke Algorithm 2 by setting ¢ to 3. Finally, the algo-
rithm returns a set of size 1. The set corresponds to a single weak-key condition
k[63] + k[61]k[62] + k[36] = 0. Imposing this condition simplifies the superpoly
to the constant 0. More interestingly, during Algorithm 2, we found another
two conditions k[50] + k[48]k[49] + k[23] = 0 and k[78] + k[76]k[77] + k[51] =0
that are equally effective as k[63] + k[61]k[62] + k[36] = 0. That is to say, if
we compute the value of the 841-round superpoly as 1 in the online phase,
then we can immediately obtain three bits of information about the secret
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key, namely k[63] 4+ k[61)k[62] + k[36] = 1,k[50] + k[48]k[49] + k[23] = 1 and
k[78] + K[76)K[77] + k[51] = 1.

In Line 3 of Algorithm 2, we must identify the most effective variable in terms
of simplifying hA(Y") from the remaining unselected variables. This presents a sig-
nificant computational challenge when operating under the “Algebraic Degree”
criterion: in Line 3 of Algorithm 2, how can we efficiently determine the algebraic
degrees of h/Y[i] and h mod Y[i] for each unselected variable Y[i] ¢ S, when
computing the explicit polynomial expression of h(Y) is infeasible?

3.3 Search for Effective Conditional Variables under “Algberaic
Degree” Criterion

We focus on deriving upper bounds for the algebraic degrees of h/Y[i] and
h mod Y[i]. The following proposition shows how to achieve this based on core
monomial trails.

Proposition 4 (Upper Bounds Based on Core Monomial Trails). For
a composite representation Cyro 1 (Y) and a set S C {Y[0],...,Y[N — 1]} of

variables, we define the polynomial h = @tm,t?’l mod (S). Then, for any variable
Y[i] ¢ S, we can upper bound Deg(h/Y[i]) as follows:

Deg(h/Y[i]) < max Z Deg (6ts,ts+1) .
ETO+1 ,,,,, tTl*lzv.sAe{'ro ,,,,, r1—1}, sirp <8<y (4)
Cis 4st1 (VFOANCs (511 (Y)ES; ¢, t.§+;(y)¢y[i]

Jse{ro,..., r1—1}, s.t. @ts,ts+1(Y):Y[i]
Similarly, we can upper bound Deg(h mod Yi]) as follows:

Deg(h mod Y[i]) < max Z Deg (G’:\ts’ts+1) .

tro+tl o< 5
~ s:rg<s<ry
Vs€{ro,...,r1—1},Cps 4sq1 (Y)F#0 ()

ACs 1s+1 (NESATys o1 (V)Y

Proof. According to Proposition 2, we have

~

h = Z C(tro’tr0+1 ’’’’’

tro+t  gri—l.
Vs€{ro,...,r1—1},Cys s y1 (Y)#0

Thus, we can express h/Y[i] as

h/Y[i] = Z C(t?‘c,tro+1,..4,tr1)/Y[i]-
trotl T lvse{ro,...,r1—1},
@ts)tsﬁ—l(Y)¢0A6f1t8+1(y)¢5;

Js€{ro,....,r1—1}, s.t. Cps o141 (V)=YTi]
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Since Deg (@(tro7t1‘0+17“_’t7‘1)/Y|:i]> <> sre<s<ri, Deg (@ts7ts+1), we obtain
Cpo potr (V)Y [i]

Inequality (4). Similarly, we can express h mod Y[i] as

hmod Yi] = > Cieroprot1,. 41y mod YTi].
tr0+17“.7t7~1—1:
Vs€{ro,....,r1—=1},Cps por1(Y)#0

ACps 1ot (V)ES ATy o1 (V) AY[d]

Since Deg (@(trojtroﬂ,_“’trl) mod Y[z]) < X ero<s<r DO8 (@t57t5+1), we obtain
Inequality (5). O

_ For the polynomial h in Line 3 of Algorithm 2, we obviously have h =
Ciro ¢ mod (S). However, we can not directly apply the proposition above to
upper bound Deg (h/Y[i]) and Deg (h mod Y[i]) for an unselected variable Yi],
because we are considering the case when computing the concrete expression of
h is impractical (i.e., enumerating core monomial trails is computationally pro-
hibitive). Thus, we translate Inequality (4) into an automated approach using
MILP models, which is shown in Algorithm 3. In Lines 6-16 of the algorithm,
the model not only introduces two vectors t°,t5+! of MILP variables to trace
the propagation of core monomial prediction through each f*,rg < s < r; un-
der the conditions Y[j] = 0 for all Y[j] € S, but also incorporates two MILP
variables (a,b) to encode whether @t.s’ts+l(Y) = Y] and to record the alge-
braic degree of @ts’ts+1(Y) (excluding YT[i]) when the transition from t° to
t5*! is a valid propagation. The constraint L > 1 in the model encodes the
condition 3s € {ro,...,r1 — 1}, s.t. Cps 4=+1(Y) = Y'[i] under the max opera-
tor in Inequality (4). The automated method for deriving the upper bound of
Deg (h mod Y7i]) in Inequality (5) is nearly identical to Algorithm 3, with the
exception that the constraint L > 1 is replaced by L = 0, which encodes the
condition Vs € {ro,...,r1 — 1}, Css 4s41(Y) # Y'[i] under the max operator in
Inequality (5).

For the polynomial h in Line 3 of Algorithm 2, we can naturally apply
Algorithm 3 to derive upper bounds of Deg (h/Y[i]) and Deg (h mod Y[i]) for
each unselected variable Y[i]. These bounds can then be used as estimates for
Deg (h/Y[i]) and Deg (h mod Y[i]) in Line 3 of Algorithm 2 to identify the most
effective variable(s) under the “Algebraic Degree” criterion. However, to make
the estimates more accurate, we further adopt a divide-and-conquer strategy
based on the following proposition.

Proposition 5 (Divide-and-Conquer Strategy When Searching for Con-
ditional Variables). For the polynomial h = Cyro 4~ mod (S) in Line 3 of Al-
gorithm 2, we choose an intermediate number j between ro and r1. Then, for
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Algorithm 3: The automated method for deriving the upper bound of
Deg (h/Y[i]) based on core monomial trails

Input: The composite representation @tm,tn (Y) to be simplified, the set S
consisting of the conditional variables that have been selected, the
polynomial h = Cyro 41 mod (S), the variable Y[i] for which the
effectiveness will be evaluated

Output: The upper bound of Deg (h/Y[i])

1 Initialize an empty MILP model M
2 M.variables < a vector t"° of MILP binary variables with the same size as x"°
3 M.constraints < t" = ¢
4 Initialize a linear expression L = 0
5 Initialize a linear expression Obj = 0
6 foreach s € {rg,...,m1 —1} do
7 Initialize a set V' of binary vectors
8 foreach u and w corresponding to * and z°*' that satisfy Cow(Y) ¢ S
and Cu,w(Y) # 0 do
9 Compute a two-bit value (a,b) € F3 by
o, ifCuw(Y)£YE 0, if Cuw(Y) = Y]
"V i Cuw(¥) =Y |Deg (@u,w) i Cuw(Y) £ Y]]
10 Add the binary vector uljw||(a,b) into the set V'
11 end
12 M .variables < a vector t°7* of MILP binary variables with the same size
as 2°T!
13 M.variables < a vector (a,b) containing two MILP binary variables
14 Generate linear constraints for t*,t*T! and (a,b) such that the feasible
solutions of t°||t*"!||(a, b) from these constraints are exactly the binary
vectors in V', and then add these constraints to M
15 L=L+a
16 Obj = Obj +b

17 end

18 M.constraints < t™ = ¢"!

19 M.constraints < L > 1

20 Set the objective function of M to maximize Obj

21 Optimize the model M

22 if the model is successfully optimized then

23 | return the value of Obj as the upper bound of Deg (h/Y[i])
24 end

each unselected variable Y[i| ¢ S, we can decompose Deg(h/Y[i]) as follows:
Deg (h/Yil)

< max - max {Deg ((@tjytrl mod (S))/Y[z}) + Deg (@troﬂ mod (S U {Y[z]})) ,
t):
Ty ora (V)70

Deg ((@W mod <s>) /Y[i]) + Deg (@j,m mod (S U {Y[i}})) :

Deg ((@m,ﬁ- mod <3)9) /Y[i]) + Deg ((ﬁﬂ,m mod (S))/Y[i]) }



Similarly, we can decompose Deg(h mod Y[i]) as follows:
Deg (h mod YTi])
< max (Deg (@ro,” mod (S U {Y[z’]})) + Deg (EM mod (S U {Y[i]}))) .

td:
Cpi 41 (V)#0

In the above two inequalities, we can precompute Deg ((@ti,t’“l mod (S))/Y[z]

and Deg (@tﬂ',tﬁ mod (S'U {Y[z]})) accurately for each t? satisfying @tj7t7'1 (Y) #
0.

Proof. According to Proposition 3, we have

Ctm,tﬁ = E (Ctro,tj . Ctj,trl) .

t5:€,5 1 (V)70

Thus, we can express h/Y[i] as

mvll= 5 (((Eun mod (9)/71) - (€ mod () /1)

Ctj 71 (Y)#0

+Cos o mod (SULY TN - (€0 s mod (5)) /Y]
+ Cyro. mod (S U{Y[i]}) - ((ﬁtm mod <s>) /Ym) )
This gives the decomposition of Deg (h/Y[i]). For h mod Y[i], we have

hmod Y[i]= Y (@tj,m mod (S U {Y[i]}) - €,r0 s mod (SU {Y[i}}))

t9: I
€ ym1 (V)70

which gives the decomposition of Deg (h mod Yi]). O

Applying the proposition above, the final procedure for estimating the al-
gebraic degrees of h/Y[i] and h mod Y[i] in Line 3 of Algorithm 2 is shown in
Algorithm 4.

Search for Effective Conditional Variables to Simplify Superpoly. Fi-
nally, the whole procedure of simplifying the superpoly Cuo’uR(.’EO) can be sum-
marized as follows:

1. Determine the maximum number ¢ of conditional variables to search. Under
the “Algebraic Degree” criterion, apply Algorithm 2 to compute the set S
of conditional variables, with the input being C,o ,z(Y") and .

2. Under the conditions Y[j] = 0 for all Y[j] € S, compute the concrete ex-
pression of @uo’uR mod (S) using a recursive framework (see Appendix C)
based on the core monomial prediction technique. Expand this result into a
polynomial in terms of z, yielding the desired conditional superpoly.
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Algorithm 4: The procedure for estimating Deg(h/Y[i]) and
Deg (h mod Y[i]) with a divide-and-conquer strategy

Input: The composite representation ﬁtro,tn (Y) to be simplified, the set S
consisting of the conditional variables that have been selected, the
polynomial h = Cyro 41 mod (S), the variable Y[i] for which the
effectiveness will be evaluated

Output: The estimates of Deg (h/Y[i]) and Deg (h mod Yi])

1 Choose an intermediate number j (usually close to 1) between ro and r1. For
TriviuMm, we will choose 7 = r1 — 300

2 Following the propagation rules of core monomial prediction, compute a set T’
consisting of all ¢/ that can propagate to t"

3 Initialize dg = —oco0 and d; = —o0

4 foreach t/ € T do

5 Compute @tjyt'r‘l (Y') using Proposition 2

6 if @t”rl (Y)#0 and @tj’trl (Y') does not involve any variable in S then

7 Based on the expression of @”,trl (Y), accurately compute

A1 = Deg ((@tj1t7'1 mod (S))/Y[z]) and

Ao = Deg (@ﬁ,m mod (S U {Y[i}}))

8 Using the automated method in Algorithm 3, compute the upper
bounds of Deg ((Et”),tj mod (S))/Y[z}) and

Deg (@tv-o’ﬁ- mod (S U {Y[z]})) as By and By, respectively

9 if dl > max{A1 + Bl,AO + Bl, Al + Bo} then
10 ‘ Update d1 = maX{A1 + Bi, Ao + B, A+ Bo}
11 end
12 if do > Ao + By then
13 ‘ Update do = Ao + Bo
14 end
15 end
16 end

17 return di and do as the estimates of Deg(h/Y[i]) and Deg(h mod Y[i])

4 Application to 852-Round Trivium

We apply the procedure of simplifying superpoly mentioned above to the TRIV-
IUM cipher. As a result, we discovered 2-bit and 3-bit weak-key conditions for
852-round TRIVIUM under two different cubes with the non-cube variables being
set as 0, and successfully recover the weak-key superpolies under these condi-
tions. All experiments are conducted using the Gurobi Solver (version 9.1.2)
on a workstation equipped with high-speed processors (totally 32 cores and 64
threads). The source code and the recovered weak-key superpolies are available

in our git repository.
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Table 2: The two cubes we chose for weak-key superpoly recovery
1 Indices Size
0, 1, 2, 3, 4, 5, 6, 7, 8, 9,10, 11, 13, 15, 17, 19, 21, 24, 26, 28, 30,
1|32, 34, 36, 39, 41, 43, 45, 47, 49, 51, 54, 56, 58, 60, 62, 64, 66, 69, 71, 73, 75, | 44
77,79
0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 11,13, 15, 17, 19, 22, 24, 26, 28, 30, 32,
1| 34, 37, 39, 41, 43, 45, 47, 49, 52, 54, 56, 58, 60, 62, 64, 67, 69, 71, 73, 75, 77, | 43
79

4.1 Weak-Key Superpoly Recovery for 852-Round Trivium

Trivium is a lightweight, synchronous stream cipher developed by De Canniére
and Preneel [10]. It has been recognized as one of the Profile 2 Algorithms in the
eSTREAM portfolio [1] and has also been standardized as ISO/IEC International
Standard 29192-3 [2], solidifying its position as a reliable cryptographic primitive.

The internal state of the cipher consists of 288 bits, represented as s =
(s[0],s[1],...,s[287]), and is divided into three separate registers. During ini-
tialization, the 80-bit secret key K is loaded into the first register, while the
80-bit initialization vector (IV') is loaded into the second register. The remain-
ing bits are set to 0, except for the last three bits of the third register, which are
initialized to 1. The initial state is formally given as:

(s[0], s[1], .. .,8[92]) « (K[0], K[1],...,K[79],0,...,0)
(s[93], s[94], . . ., s[176]) « (IV[0], IV[1],...,IV[79],0,...,0)
(s[177], s[178],. .., s[287]) « (0,0,...,0,1,1,1)

The state update process is defined by the following pseudo-code:

t1 < s[65] @ s[90] - s[91] ® s[92] @ s[170],
ts < s[161] @ s[174] - s[175] @ s[176] @ s[263],
ts « s[242] @ s[285] - s[286] @ s[287] @ s[68),
(s[0], s[1], ..., s[92]) + (s, s][0], s[1],...,s[91]),
(s]93], s[94], ..., s[176]) < (t1,s]93],s[94], ..., s[175]),
(s[177], s[178], ..., s[287]) + (t2,s[177],s[178],. .., s[286]).

After completing 1152 initialization rounds, the cipher produces one keystream
bit per update. The keystream bit is computed as:

z = s[65] ® s[92] @ s[161] ® s[176] ® s[242] B s[287].

Our cube attacks target the initialization phase of TRIVIUM.

Weak-Key Superpoly Recovery. In [21], the authors successfully recovered
the superpoly of a cube Iy (see Table 2) for 851 rounds of TRIviIUM. We adjust
Iy slightly and obtain another cube I; (see Table 2). In this work, we adopt these
two cubes and fix all non-cube variables to the constant 0.
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For the cube Cp,(J), where J = {0,...,79} \ Iy, let the superpoly be de-
noted as C,o ,s52(2%) as in Theorem 1. We compute the intermediate variables
Y = (go(2%),...,ga83(z%)) € F3¥%. Then under the “Algebraic Degree” crite-
rion, we apply Algorithm 2 with £ = 2 to search for conditional variables of
Y to simplify the composite representation C,o ,s52(Y). As a result, the algo-
rithm returns a set S = {Y[287],Y[190]}, where Y[287] and Y [190] correspond to
g2s7 = k[62] and g190 = k[42]+k[40]k[41] + k[15], respectively. The first identified
conditional variable is Y[287], for which we estimate Deg (@uo’ussz / Y[287}) and

Deg (@uo’ussz’ mod Y[287]) as both 23 using Algorithm 3. For the second con-
ditional variable Y[190], we estimate Deg ((@uomssz mod Y[QS?])/Y[lQO]) and

Deg (@u07u852 mod <S>) as 21 and 22, respectively, using Algorithm 3. Thus,
imposing the condition Y[190] = 0 and Y[287] = 0 reduces the algebraic de-
gree of @uoyussz from approximately 24 to 22. Under the conditions ¥ [190] = 0
and Y[287] = 0, we recover the expression of @u07u852 mod (S) using the re-
cursive framework in Appendix C. Expanding the result into a polynomial of
20 gives the weak-key superpoly of Cp,(J) under the conditions k[62] = 0 and
k[42]+ k[40]k[41] 4+ k[15] = 0. The details of the weak-key superpoly are provided
in Table 3.

For the cube Cp, (J), where J = {0,...,79} \ I3, let the superpoly be de-
noted as C,o ,s52(2%) as in Theorem 1. We compute the intermediate variables
Y = (go(z%),...,g9401(z%)) € F3°2. Then under the “Algebraic Degree” crite-
rion, we apply Algorithm 2 with ¢ = 3 to search for conditional variables of Y
to simplify the composite representation @uo’ussﬂ (Y). The algorithm returns a
set S = {Y'[303],Y[142], Y[189]}, where Y'[303], Y [142] and Y[189] correspond to
g303 = k[58], g142 = k[59}+k[57]k[58}+k[32] and gig9 = k[42]+k[40]]{1[41]+k[15],
respectively. For the first identified conditional variable Y[303], we estimate
Deg (@uo,uss2/Y[303]) and Deg (@u07u852 mod Y[303]) as 23 and 24, respec-
tively, using Algorithm 3. For the second identified conditional variable Y[142],
Deg ((@uu mod Y[303]) /Y[142]) and Deg (@uu mod ({Y[303], Y[142]}>)
are estimated as 22 and 23, respectively. For the last identified conditional vari-
able Y[189], we estimate Deg ((@uo’usw mod <{Y[303],Y[142}}))/Y[189}) and

Deg (@uo,ussz mod <S>) as 21 and 22, respectively. That is to say, imposing the
conditions Y[303] = 0, Y[142] = 0 and Y[189] = 0 reduces the algebraic de-
gree of @uo’ussz from approximately 24 to 22. Under the conditions k[58] = 0,
k[59] + k[57]k[58] + k[32] = 0 and k[42] + k[40]k[41] + k[15] = 0, we recover the
weak-key superpoly of C7, (J), whose details are provided in Table 3.

Due to memory constraints of our workstation in storing the fully expanded
forms of the two weak-key superpolies, we evaluated the algebraic degrees, the
number of monomials and the number of involved key bits for these two weak-
key superpolies without considering the cancellation of monomials. Thus, the
values presented in Table 3 represent only upper bounds of these parameters.
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Table 3: Details related to the weak-key superpolies recovered for TRIVIUM

I | #Conditions™| Rounds | Time Cost | Balancedness® #Monomials™ #Key Bits*| Degree*
Iy 2 852 376 hours 0.50 4751202049 559 78 35
I 3 852 256 hours 0.50 778123908 999 7 34

8 The balancedness of each superpoly is estimated by testing 2'® random keys.

* The number of bit conditions imposed on the key.

* An upper bound on the number of monomials, the number of involved key bits or the algebraic
degree.

For instance, the polynomial of k generated from Y[0]Y[1]Y[2] with Y[0] =
E[0)k[1] + 1,Y[1] = E[2]k[3] + K[0]k[1] and Y[2] = k[5] 4 k[6] would be counted
as containing 2 X 2 X 2 = 8 monomials in our evaluation.

4.2 Weak-Key Cube Attack against Trivium

We adopt the following key-recovery strategy from [21] to extract the key infor-
mation from an equation p(k) = a,a € [, established by a weak-key superpoly
p:

1. Select m key bits involved in p to guess.

2. For each guess, reduce p to a polynomial p’ of the remaining unguessed key
bits, and then construct a truth table of p’ using the Mobius transform. In
the truth table of p’, if there is any entry whose value is a, then together
with the guessed value, we obtain a candidate solution for p(k) = a, whose
correctness can be checked by performing an additional encryption call.

The memory complexity of this key-recovery strategy comprises the storage re-
quirements for polynomials p and p’, plus the memory needed to execute the
Mbobius transform. The time complexity is primarily determined by three op-
erations: reducing polynomial p to p’, performing the Mobius transform, and
conducting additional encryption calls to verify candidate solutions.

Consider the case when p is the weak-key superpoly of Iy in Table 3. The
number of monomials in p is upper bounded by 4 751 202 049 559 without consid-
ering the cancellation of monomials. Thus, we can estimate the actual number
of monomials in this superpoly as w ~ 23879 Since storing each
monomial requires 80 bits, the memory of storing this weak-key superpoly is ap-
proximately 2387 x 80 ~ 24511 bits, and the time complexity of reducing p to p’
requires 24%-1! bit operations. We choose m = 32, then the memory complexity
of the key-recovery strategy above is 2 x 24511 4 278=32 ~ 247.06 bitg and the
time complexity is 232 x (24511 4 46 x 246) ~ 28354 bits operations plus 277
encryption calls, which is slightly more than 277 TRIVIUM calls if we treat an
852-round TRIVIUM call as 8529 = 7668 bit operations. As pointed out by [17],
this is an implementation-dependent attack, as we convert a TRIVIUM call into
a specific number of bit operations.

For the case when p is the weak-key superpoly of I; in Table 3, we choose
m = 34. Following the complexity analysis above, the final memory complexity
is about 24427 bits, while the time complexity is slightly more than 27 TRIVIUM
calls.
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5

Conclusion

In this paper, we expand the capabilities of the core monomial prediction tech-
nique by introducing a composite representation for the superpoly. This repre-
sentation enables us to identify potential simplifications in the algebraic struc-
ture of the superpoly under specific conditions on intermediate variables, while
avoiding the computational overhead of trail enumeration. We propose a greedy
algorithm that efficiently searches for optimal conditions to maximize superpoly
simplification. Through this algorithm, we successfully identified 2-bit and 3-bit
conditions for the superpoly, resulting in weak-key superpoly recovery and the
corresponding weak-key cube attack on 852-round Trivium.
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Appendix

A Propagation Rules of Core Monomial Prediction

Rule 1 (COPY [22]) Let f':Fym — Fyo«t,0 < i < R be the basic operation
COPY (nout = nin + £ — 1) with x* = (2°[0], 2*[1], ..., 2% [ni, — 1]) and 2Tt =
(xt[0], ..., 20, 2%[1], ..., 2 i, — 1]), where the first £ bits of z**1 are generated
from z%[0] by COPY. Given two core monomials w(x%,t") and m(z*tt t+1),
Cyi i1 (2") # 0 if and only if

— T+ -1 =[] V1<) <y — 1.
— HL[O] VL[] V- v T — 1] = 0]

Rule 2 (AND [22]) Let f?: Fyi" — Fpot,0 < i < R be the basic operation
AND (nout = nin — £+ 1) with x* = (2*[0], 2°[1], ..., 2 [nin — 1]) and 21 =
(@t [0] AP [1] A -+ At[l — 1], 29[0], ..., 2 [nin — 1]). Given two core monomials
m(z',t") and (2T ), Cpi i (2) # 0 if and only if

— -+ 1 =[] VL < j < mjp — 1.
— 0] = ¢H0] V 1] V- - Ve — 1.
-V ijie{0,1,...,0—1}, if 2'[j] is a -variable, then t'T1[0] = *[4].

Rule 3 (XOR [22]) Let fi: Fyim — F3ovt,0 < i < R be the basic operation
XOR (nout = njn — £+ 1) with 2* = (2*[0], 2%[1],..., 2 niy, — 1]) and 2Tt =
(0] @zl @ @il —1],27[l],...,2%ns, — 1]). Given two core monomials
m(z',t") and (2T ), Cpi i (2) # 0 if and only if

— -+ 1 =[] VL < F < njp — 1. ‘

— If there exist a 6-variable and a 1.-variable among z*[0], ..., z¢[¢ — 1], then
0] > £4[0] + t[1] + - - - + [ — 1]; otherwise t'T1[0] = t*[0] + t*[1] +--- +
e —1].

B Recursive Framework for Superpoly Recovery in [21]

Essentially, Theorem 2 provides two perspectives for decomposing Cyro 471 (70~ to
-0 f9(29)) as follows:

— Backward expansion: we choose a number j (usually close to 1) between
o and rq, precompute Cy 4y (f771 0+ 0 f9(20)) for each ¢/ that satisfies
Cpigm (f77 o0 fO(20)) # 0, and then focus on computing Cyro 45 (f™ ' 0
-0 f9(a%)) for each such t7.

— Forward expansion: we choose a number j (usually close to rg) between 1
and rq, precompute Ciro 4 (f77 1 0 -++ 0 fO(z0)) for each ¢ that satisfies
Ciro i (fro~ o0 f0(2%)) # 0, and then focus on computing Cy 4 (f771 0
-0 f9(a%)) for each such t7.

According to [21], the superpoly C,o ,r(2°) defined in Theorem 1 can be
computed by the following recursive framework:
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. Prepare a hash table P whose key is a pair of binary vectors and value is
a Boolean polynomial of 2, and initialize P as P[(u®,uf)] = 1. Initialize
ro = 0,71 = R. Prepare a binary variable d to represent the direction of the
expansion and initialize d = 1. Initialize a Boolean polynomial p = 0 to store
the results.

. If re < B (B =350 for Trivium), we flip the value of d. Prepare an empty

hash table P, of the same type as P.

. If d = 0, we use forward expansion. Namely, we choose a number between j

(close to rg) between rg and 71, and then for each pair (¢™,¢™) as a key of

P:

(a) By constructing a MILP model to describe the propagation of core mono-
mial prediction through f7=!o-..o f7 starting from ¢, determine all
7 that satisfy the condition that there exists at least one core monomial
trail from " to .

(b) For each such #/, compute Cyro 45 (f to-- 0 f9(z?)) using Theorem 3,
and if Cyro 45 (f707 0 --- 0 f9(20)) is not 0, we consider two cases: if
the pair (#/,t") is already a key of P, we update P, by P.[(t/,t"1)] =
P [(t7,t™)] + Cpro i (fo" L o0 fO(a)) - P[(t™,¢™)]; otherwise we add
the pair (t7,¢™) to P, by letting P [(t7,t™)] = Cyro 15 (f70 to- -0 f0(2?))-
P[(t",t™)].

(c) Let P = P. and update 1o = j.

. If d =1, we use backward expansion. Namely, we choose a number between

j (close to r1) between rg and 71, and then for each pair (¢0,¢") as a key

of P:

(a) By constructing a MILP model to describe the propagation of core mono-
mial prediction through f™~'o---o f7/ ending at t/, determine all ¢/ that
satisfy the condition that there exists at least one core monomial trail
from ¢/ to ™.

(b) For each such ¢/, compute Cy ¢r (f7"1 o0 fO(2")) using Theorem 3,
and if Cy 4r (f77 100 fO(2")) is not 0, we consider two cases: if the
pair (t"0,¢7) is already a key of P., we update P. by P.[(t"™,t/)] =
P[0, t7)] 4 Cpigra (f77 1 0o 0 fO(20)) - P[(t™0,t™)]; otherwise we add
the pair (¢, t7) to P, by letting P.[(t"™, )] = C4s 4r (f7 " o0+ -0 fO(20))-
P[(t",t™)).

(¢c) Let P = P, and update r; = j.

. For each pair (t",¢™) as a key of P, if P[(t"™,t™)] is 0, we remove (t",t")

from the keys of P.

. If the size of P is not larger than N (N = 50000 for TRIVIUM), we jump

to Step 2; otherwise we start to compute the coefficient Ciro 41 (f0 1o+ 0

f%(z%)) for each pair (¢"°,¢™) in P and prepare an empty hash table P, of

the same type as P.

. For each pair (¢, ™) as a key of P, we compute the coefficient Csro ¢r1 (0710

-+-0 fO(2?)) using Theorem 3 within a preset time limit. If the coefficient is

computed within the time limit, we obtain Cyro 4r (f0"1o---0 f0(20)) and

update p by p = p-+Coro grs (f0~ o0 f9(a%)) - P[(1"0, ¢70)];if the coefficient
is determined to be 0, we discard it; if the coefficient is not computed within
the time limit, we add the pair to P, by letting P, [(t™,¢™)] = P[(¢™,t™)].
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8. If the size of P, is 0, then p is returned as the final result, namely the
superpoly; otherwise we let P = P, and jump back to Step 2.

C Recursive Framework for Recovering the Composite
Representation of Superpoly

Essentially, Eq. (3) provides two perspectives for decomposing @tro,m mod (5)
as follows:

— Backward expansion: we choose a number j (usually close to 1) between r
and rq, precompute @t]‘,trl mod (S) for each #/ that satisfies @tj,m (Y)#£0,
and then focus on computing @tr07t_j mod (S) for each such #/ that satisfies
@tj7t” mod (S) # 0.

— Forward expansion: we choose a number j (usually close to rg) between 1
and 7, precompute @t7'07tj mod (S) for each t/ that satisfies @tmﬂ- (Y)#£0,
and then focus on computing @t]‘7tr1 mod (S) for each such #/ that satisfies

@tTU,tj mod <S> 7é 0.

For the superpoly C,o ,,» (2°) defined in Theorem 1, the expression @uo)uR mod
(S) can be computed by the following recursive framework:

1. Prepare a hash table P whose key is a pair of binary vectors and value is
a Boolean polynomial of Y, and initialize P as P[(u®,u®)] = 1. Initialize
ro = 0,71 = R. Prepare a binary variable d to represent the direction of the
expansion and initialize d = 1. Initialize a Boolean polynomial p = 0 to store
the results.

2. If r. < B (B = 350 for TRIVIUM), we flip the value of d. Prepare an empty
hash table P, of the same type as P.

3. If d = 0, we use forward expansion. Namely, we choose a number between j
(close to rg) between rg and 71, and then for each pair (¢™,¢™) as a key of
P:

(a) By constructing a MILP model to describe the propagation of core mono-
mial prediction through fi~!'o-..o f7 starting from ", determine all
tJ that satisfy the condition that there exists at least one core monomial
trail from 7 to ¢/. R R

(b) For each such ¢/, compute C;r 4(Y) and then C;r s mod (S) using
Proposition 2, and if @tro’t]‘ mod (S) is not 0, we consider two cases: if
the pair (#/,t") is already a key of P, we update P, by P.[(t/,t"1)] =
P.J(#7,t™)] + @tru,tj mod (S) - P[(¢™,t™)]; otherwise we add the pair
(t,4) to P, by letting P[(#7,¢™)] = Cyro s mod (S) - P[(t70,¢")].

(¢) Let P = P, and update rg = j.

4. If d =1, we use backward expansion. Namely, we choose a number between
J (close to r1) between rg and 7, and then for each pair (t0,¢") as a key
of P:
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(a) By constructing a MILP model to describe the propagation of core mono-
mial prediction through f™~'o--.o fJ/ ending at ¢/, determine all ¢/ that
satisfy the condition that there exists at least one core monomial trail
from 7 to ¢". R R

(b) For each such ¢/, compute Cy 4 (Y) and then Cy 4 mod (S) using
Proposition 2, and if @tj,trl mod (S) is not 0, we consider two cases: if
the pair (t™,¢/) is already a key of P, we update P, by P.[(t",t/)] =
P.[(t, )] + @tj,m mod (S) - P[(t"™,t™)]; otherwise we add the pair
(0, #7) to P, by letting P.[(t7,7)] = Cys 4= mod (S) - P[(t70, ™).

(¢) Let P = P, and update 1 = j.

. For each pair (¢™,¢™) as a key of P, if P[(t",t"™)] is 0, we remove (t",¢")

from the keys of P.

. If the size of P is not larger than N (N = 50000 for TRIVIUM), we jump

to Step 2; otherwise we start to compute the expression @tm,m mod (S) for

each pair (t",¢"™) in P and prepare an empty hash table P, of the same

type as P. R

. For each pair (¢™,t"™) as a key of P, we compute the expression Cyr ¢y~ mod

(S) using Algorithm 1 within a preset time limit. If the expression is com-

puted within the time limit, we obtain @tro,m mod (S) and update p by

p=p+ @tr07tr1 mod (S) - P[(t",t")]; if the expression is determined to be

0, we discard it; if the expression is not computed within the time limit, we

add the pair to P, by letting P,[(t"™,t™)] = P[(t",t")].

. If the size of P, is 0, then p is returned as the final result, namely the

composite representation of the superpoly under the conditions Y'[j] = 0 for

all Y[j] € S; otherwise we let P = P, and jump back to Step 2.
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