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Abstract. Symmetric primitives used in multi-party computation, fully
homomorphic encryption, and zero-knowledge proofs are often defined
over Finite Field Fq with q = 2t or an odd prime p. Integral attack is
one of the most effective methods against such primitives due to the
common use of low-degree non-linear layers. This in turn highlights the
importance of a deeper understanding of degree growth. For ciphers de-
fined over F2t , numerous works have explored the growth of the algebraic
degree. However, these methods cannot be directly applied to Fp. At
CRYPTO 2020, Beyne et al. extended the integral cryptanalysis to Fp

by comparing degree with s(p − 1) when using ps data. However, given
that the precise degree evaluation remains fundamentally challenging
and often computationally infeasible, one may lose better integral dis-
tinguishers.
In this paper, we present the first automatic search model over Fp based
on the exact coefficient A of the monomial

∏s
w=1 x

p−1
w contained in

the algebraic representation. This model is constructed following the
Computation-Traceback-Determine framework, where A is represented
by several sums of multinomial coefficients under specific conditions. The
existence of integral properties is then transformed into a determination
of whether these sums can consistently equal 0 mod p. This determina-
tion is facilitated by four newly developed propositions based on Lucas
Theorem. To demonstrate the effectiveness of our framework, we apply
it to all variants of GMiMC. As a result, we achieve the best integral dis-
tinguishers for GMiMC-erf/-crf using large primes when they are used
as block ciphers. For GMiMC-nyb/-mrf using 32/64-bit primes, our inte-
gral distinguishers cover more rounds than all other attacks. Meanwhile,
all distinguishers we identified are no worse than those trivial ones pre-
dicted only considering the maximal degree. This shows the necessity of
considering exact coefficients when searching for integral distinguishers
over Fp. Our framework is further employed to assess the security of two
HADES designs: HadesMiMC and Poseidon2π. The results reveal that
the full rounds at the beginning and end of HADES provide sufficient
resistance against integral cryptanalysis.
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1 Introduction

With increasing deployment of advanced protocols like multi-party computation
(MPC), fully homomorphic encryption (FHE) and zero-knowledge proofs (ZKP),
new symmetric primitives are required to enhance performance in this setting.
Unlike traditional ones such as AES [13] and SHA-3 [29], these new symmet-
ric primitives, referred to as arithmetization-oriented (AO) ciphers, are usually
defined over Finite Field Fq where q = 2t or is a prime p > 2. Such ciphers
can benefit from a natural algebraic description in these protocols. To further
optimize performance, the main goal of AO ciphers is to minimize the number of
multiplications. Examples include MiMC [3], GMiMC [2], HadesMiMC [19], Po-
seidon [16], Poseidon2 [17], Vision/Rescue [4], NEPTUNE [20], and Pluto [15].

Statistical attacks such as differential [6] and linear [27] cryptanalysis seem
to not threaten the security level. However, algebraic attacks are usually the
most powerful ones, which can even lead to the complete break of the cipher. At
ASIACRYPT 2019, Albrecht et al. presented an algebraic attack on full-round
Jarvis based on a simple algebraic representation [1]. Eichlseder et al. noticed
that the algebraic degree grows linearly instead of exponentially with the number
of rounds for MiMC-like schemes and proposed a full-round key-recovery attack
on MiMC [14]. It seems to show that some of the designs are not mature enough
and the algebraic property of AO ciphers still needs in-depth evaluation.

Related works. Integral attack [12, 24] is one of the most powerful cryptana-
lytic methods that exploit algebraic properties of symmetric primitives. Given
a (keyed) function over Fn

2 , for each subspace V ⊆ Fn
2 , we have

∑
x∈V F (x) = 0

when deg(F ) < dim(V). After a productive line of research [22,23,31,32,34], the
integral property is related to evaluating whether the polynomial representation
contains some monomials of special form. For the binary extension field F2t , [14]
proposed a more refined degree evaluation method for MiMC-like schemes based
on the link between F2t and F2. This underlying idea is the foundation of many
follow-up works [8,11,25,26]. To better exploit the algebraic structure, novel ded-
icated methods have been recently proposed, including general monomial pred-
ication technique [11], coefficient grouping [25, 26], and inner product masked
integral [33]. The goal is to predict which monomials do not appear in the poly-
nomial representation. Combined with automatic search tools, these methods
can trace the evaluation of the exponents of monomials more accurately.

For Fp, a major breakthrough was made at CRYPTO 2020 [5] where the in-
tegral attack was extended to Finite Fields of any characteristics. In [10], the au-
thors established the links among impossible differential, zero-correlation linear
and integral cryptanalysis over Fp and improved different types of distinguisher
for GMiMC. To the best of knowledge, there are no other general methods for
Fp. However, current methods did not exploit the information of the algebraic
representation, hence, one may lose better distinguishers in this case. Consider
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a Hades-like construction defined over Fp. The middle layer of such construc-
tion consists of partial S-Box rounds, i.e., only a single S-Box is applied to the
internal state, while the outer layer is a full S-Box layer. If only the maximal
degree is considered, all of them will cover the same number of rounds once the
data complexity is fixed, no matter how many middle rounds are included. That
is counter-intuitive since the algebraic representation becomes simpler when the
number of middle rounds increases.

Contributions. Motivated by this fact, we aim to provide a more comprehen-
sive analysis of the polynomial representation over Fp. Notice that when ana-
lyzing ciphers over F2t , previous works are not interested in the details of the
coefficient of the monomial that appears due to the efficiency problem. However,
things is different for Fp. Considering a polynomial (ax+ b)v, all the xu appears
for u ≤ v if we do not take the effect of the coefficient into account. The resulting
polynomial is thus dense and we can not get useful information from the alge-
braic representation. In this paper, we propose a novel framework to evaluate
the integral property for Fp by considering the exact coefficient of monomials.
Based on the framework, for the very first time, we construct the automatic
search tool for the integral distinguisher over Fp. The problem of searching for
monomials then can be reduced to a satisfiability problem and solved with off-
the-shelf solvers effectively. With the automatic search tool, our framework can
take a step further on discovering integral property over Fp than [5]. Detailed
contributions of this paper are summarized as follows:

New framework to find zero-sum integral properties over Fp. Different
with the criterion given in [5], we first show in Sect. 3.1 that existence of integral
distinguishers over Fp is only determined by whether the monomial

∏s
w=1 x

p−1
w is

contained in its algebraic representation. Based on this, we introduce a three-step
framework named as Computation-Traceback-Determine in Sect. 3.2. Following
the first two steps, we can represent the exact coefficient A of

∏s
w=1 x

p−1
w with

several sums S of multinomial coefficients under specific conditions. In this way,
existence of integral distinguishers is equivalent to whether these S can always
be 0 mod p. In the last step, we show how to construct a condition set BQ
that ensure all S ≡ 0 (mod p) if there is no solution fulfilling all conditions in
BQ. In Sect. 3.3, we give some propositions based on Lucas Theorem that are
frequently utilized when building BQ. To verify the validity of automatic search
model constructed following the new framework, we take GMiMC-erf with small
primes as an example in Sect. 3.4. Experiment results show that our model can
successfully detect all integral properties under these small primes.

Applications on GMiMC. With the new framework, we have constructed
the search model for GMiMC-erf in Sect. 3.2. As explained in Sect. 4.1, this
model can also be used for GMiMC-crf after applying a linear transformation
to its inputs. Our new found distinguishers for GMiMC-erf/-crf used as block
ciphers are depicted in Figure 1, along with those found by [5, 10]. For variants
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(e) p = 232 − 5, n = 8
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(f) p = 264 − 232 + 1, n = 4

Fig. 1: New found integral distinguishers for block cipher GMiMC-erf/-crf and
comparison with previous works. Trivial bound is evaluated as (n − s) +
⌊logd(s(p− 1)− 1)⌋+ (n− 1).
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defined over small primes, [10] achieves the best integral distinguishers, bene-
fiting from a large number of branches, but at the cost of extremely high data
and time complexities. But for variants over large prime fields, our method pro-
vides superior integral distinguishers compared to both prior works. In Sect. 4.2,
we show how to construct the search model for GMiMC-nyb and GMiMC-mrf.
Our new found distinguishers for these two variants with 32-/64-bit primes are
shown in Figure 2, which are the best ones among all kinds of attacks. For all
variants of GMiMC, we also compared our results with distinguishers predicted
based on trivial bounds, which are significantly weaker than ours. This con-
firms that considering the exact coefficient of monomials indeed help to discover
better distinguishers. Moreover, our model can detect distinguishers with differ-
ent s, thereby narrows the gap between the methods proposed in [5] and [10].
All the source codes are available in https://anonymous.4open.science/r/

Integral_over_Fp-7300.
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(a) nyb, p = 232 − 5, n = 8
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(b) mrf, p = 232 − 5, n = 8
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(c) nyb/mrf, p = 264−232+
1, n = 4

Fig. 2: New found integral distinguishers for GMiMC-nyb/-mrf and comparisons.
Trivial bound here is 1 + ⌊logd(p− 2)⌋.

Outline. In Section 2, we recall prior works on integral cryptanalysis over Fp.
Section 3 introduces the proposed framework, using GMiMC-erf as a case study.
We then present newly detected integral distinguishers and extend the framework
to three other GMiMC variants in Section 4. Additionally, Section 5 discusses
the application of this framework to the HADES design. We conclude this paper
in Section 6.

2 Previous Integral Cryptanalysis over Finite Field Fp

Integral attack is one of the most powerful cryptanalytic methods on symmetric
primitives [12,24]. It is a chosen-plaintext attack proposed for ciphers over binary
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field. A structure of plaintexts is chosen and encrypted for a few rounds. If the
corresponding state has zero-sum property, an integral distinguisher is obtained.

In [5], Beyne et al. extended the integral cryptanalysis to Fp, where p can be
any prime. Meanwhile, they show that, by checking the maximal degree of all
possible monomials, one can determine whether an integral distinguisher with
zero-sum property exists over Fp. The basic conclusion behind this technique is
shown in Proposition 1.

Proposition 1. ( [5, Corollary 1]) Let F be the function defined over Finite
Field Fp with n input variables x1, x2, · · · , xn ∈ Fp. Let deg(F ) denote the de-
gree of F , defined the maximum degree among all monomials appearing in F. If
deg(F ) < s(p − 1), and V ⊆ Fn

p is any affine subspace of dimension of at least
s, we have ∑

(x1,x2,··· ,xn)∈V

F (x1, x2, · · · , xn) ≡ 0 (mod p).

To use this criterion, one must first obtain deg(F ). However, the exact value
is extremely hard to compute as deriving the complete polynomial representation
of F is prohibitively complex. Meanwhile, unlike integral cryptanalysis over the
binary field or binary extension field, methods to obtain a more precise value of
deg(F ) are still lacking.

Using Fermat’s Little Theorem, we know that to check whether the upper
bound of the algebraic degree is less than s(p−1), it is sufficient to verify whether
there exists a monomial of degree s(p−1). When there is no monomial of degree
s(p− 1), the existence of a zero-sum integral distinguisher is guaranteed. To the
best of our knowledge, the only known approach over Fp is to simply iterate
the highest degree for each round. However, when the degree is greater than
s(p − 1), actually we do not know whether the monomial with degree s(p − 1)
exists or not. Moreover, if the coefficients of the monomial with degree s(p− 1)
is a multiple of p, in fact this monomial does not exist.

Example 1. Let F be the function with input x ∈ Fp, and F (x) = xp + G(x),
where deg(G) < p−1 and p ≥ 3. If we consider only the maximal degree of F , we
would conclude that since it is greater than 1 · (p− 1), F does not have the zero-
sum property. However, by Fermat’s Little Theorem, F (x) ≡ x + G(x) mod p.
Thus, according to Proposition 1, F does indeed have the zero-sum property.

Example 2. Let F be the function with input x ∈ Fp, and F (x) = c1x
p−1 +

G(x), where deg(G) < p − 1. If we do not know the concrete value of c1, we
would conclude that deg(F ) = p − 1. Actually, it is common when analyzing
block ciphers as the polynomial representation is usually too complicated to be
computed or stored in practice. In this case, the sum under all possible x is not
0 mod p due to Proposition 1 since deg(F ) ≥ 1 · (p − 1). However, if we can
obtain the exact value of c1 and find that c1 ≡ 0 mod p, we have∑

x∈Fp

F (x) ≡
∑
x∈Fp

(
c1x

p−1 +G(x)
)
mod p ≡

∑
x∈Fp

G(x) mod p ≡ 0.
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This indicates that, in order to use Proposition 1 properly, it is significant to
check whether the coefficients of monomials with degree s(p− 1) is 0 mod p.

In [10], Chen et al. introduced another way to find integral distinguishers
over Fp. Their method relies on the links among integral, zero-correlation linear
and impossible differential distinguishers. With this link, one can indeed find
better integral distinguishers in some cases. However, the effectiveness of this
method depends highly on the structure of target cipher. For example, when
they apply this method on GMiMC [2], only for variants with larger branches n
and smaller p, better integral distinguishers can be found. Besides, in order to
obtain distinguishers covering more rounds, zero-correlation linear distinguisher
are often constructed by activating only one input and output masks. Thus, data
complexity of the derived integral distinguisher will be pn−1, which is relatively
high.

3 New Method to Find Integral Distinguishers over Fp

Currently, almost all works on detecting integral distinguishers defined over Fp

are based on the criteria proposed by Beyne et al. [5]. In order to identify im-
proved integral distinguishers, it is essential to obtain a more accurate upper
bound on the degree of the target cipher. Otherwise, one may lose better dis-
tinguishers, as stated in Sect. 2. In Sect. 3.1, we prove that existence of inte-
gral distinguishers is only determined by that of a specific monomial. Based on
this, we can construct an automatic search model to detect integral property in
Sect. 3.2 by taking GMiMC-erf as an example with the help of STP5.

3.1 Main Idea behind Our Method

Denote the input of the target cipher by (x1, x2, · · · , xn), where xi ∈ Fp, 1 ≤
i ≤ n. We take all possible values for s (1 ≤ s < n) inputs while keeping others
fixed, and try to check whether the zero-sum integral property holds for one
of these n outputs. Without loss of generality, we traverse (x1, x2, · · · , xs). Let
u⃗ = (u1, u2, · · · , us). In this way, each output can be represented as

G(x1, x2, · · · , xs) =
∑
u⃗

Cu⃗

s∏
w=1

xuw
w ,

where Cu⃗ are composed of multinomial coefficients and some unknown key vari-
ables. Denote D(uw) as

D(uw) =

{
p− 1, if uw ≥ p− 1 and p− 1 | uw;

uw mod (p− 1), otherwise.

Using Fermat’s Little Theorem, we give the following proposition.

5 https://stp.github.io/
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Proposition 2. If the monomial
∏s

w=1 x
p−1
w does not appear in G mod p, G

has the zero-sum integral property, and vice versa, i.e.∑
(x1,x2,··· ,xs)∈Fs

p

G(x1, x2, · · · , xs) ≡ 0 (mod p).

Proof. Depending on whether all D(uw) equals to p− 1, we can split G into two
parts: G = G1 +G2, where

G1 ≡ A ·
s∏

w=1

xp−1
w (mod p), with A =

∑
∀1≤w≤s,D(uw)=p−1

Cu⃗,

G2 =
∑

∃1≤w≤s,D(uw)≤p−2

Cu⃗

s∏
w=1

xuw
w .

With Fermat’s Little Theorem, for any xw ∈ Fp, we have xp−1
w ≡ 1 (mod p)

when xw ̸= 0. Hence, ∑
xw∈Fp

xp−1
w ≡ p− 1 (mod p).

Meanwhile, for any uw where D(uw) ≤ p− 2, we have∑
xw∈Fp

xuw
w ≡

∑
xw∈Fp

xD(uw)
w ≡ 0 (mod p).

Therefore,

∑
(x1,x2,··· ,xs)∈Fs

p

G2 ≡
∑

∃1≤w≤s,D(uw)≤p−2

Cu⃗

 ∑
(x1,x2,··· ,xs)∈Fs

p

s∏
w=1

xuw
w

 (mod p)

≡
∑

∃1≤w≤s,D(uw)≤p−2

Cu⃗

 s∏
w=1

 ∑
xw∈Fp

xuw
w

 (mod p)

≡0 mod p.

Notice that for each monomial in G2, there always exists a w s.t. D(uw) ≤ p−2.
Hence, the last equation holds. In this case, we obtain that∑

(x1,x2,··· ,xs)∈Fs
p

G ≡
∑

(x1,x2,··· ,xs)∈Fs
p

G1 ≡ A · (p− 1)s (mod p).

Thus, whether the above sum equals to 0 is fully determined by the value of A,
which is the coefficient of

∏s
w=1 x

p−1
w . If A ≡ 0 mod p, then G has the zero-sum

integral property; otherwise, it does not. ⊓⊔

Consequently, the key point here is to compute A, which is the coefficient of∏s
w=1 x

p−1
w , and then check whether A ≡ 0 (mod p) holds. In Sect. 3.2, we take

GMiMC-erf as an example to show how to compute A and verify, and how it
can subsequently be transformed into an automatic search model.
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3.2 Automatic Search for Integral Distinguishers

In this subsection, we show how to construct the automatic search model with a
three-step framework named as Computation-Traceback-Determine. To explain
it more clearly, we take GMiMC-erf as an example.

GMiMC-erf is one of the variants of GMiMC, which is a family of symmetric-
key primitives proposed by Albrecht et al. at ESORICS 2019 [2]. Its structure
is shown in Figure 3. Other variants includes GMiMC-crf, -nyb and -mrf, whose
structures are shown in Appendix A due to space limitations. In all variants
of GMiMC, they adopt the power mapping xd mod p as S-Box. It can be used
as block cipher and hash function, which can be instantiated over Fp and F2t .
For block cipher usage, it supports two key sizes, i.e. univariate case log2 p and
multivariate case n · log2 p. Since Bonnetain [7] found that there exists special
slide attacks on GMiMC in the univariate case, we only focus on the block cipher
GMiMC instantiated over Fp with full key size (multivariate case).

𝑋1 𝑋2 𝑋𝑖  𝑋𝑛  

𝑆 

𝑟𝑘𝑟  

𝑌1 𝑌𝑖−1 𝑌𝑛−1 𝑌𝑛  

⋯ ⋯ 

⋯ ⋯ 

⋯
 

⋯
 

Fig. 3: Structure of GMiMC-erf

For GMiMC-erf with n blocks, one can add (n− s) rounds without any costs
when the leftmost s inputs are traversed. Thus, we only refer to this case when
we say traversing s inputs. In this case, inputs of GMiMC-erf can be represented
as (x1, x2, · · · , xs, cs+1, · · · , cn), where ci are fixed values and xw can take all
possible values in Fp.

Phase I Computation. Assume that our aim is to find an R-round integral
distinguisher. Let rkr denote the sum of round key and round constant in the
r-th round, where 0 ≤ r ≤ R − 1, and Zr is the output of S-Box in this round.
Denote Wr as

Wr =

{
x(r mod n)+1 + rkr, if r mod n ≤ s− 1;

c(r mod n)+1 + rkr, otherwise.

9



Then Z0 = W d
0 . By symbolic computation with SageMath6, one can derive the

expression of each Zr where 1 ≤ r ≤ R− 1. They follow the same form:

Zr = (Wr + Zj1 + Zj2 + · · ·+ Zjr )
d,

where {Zj1 , Zj2 , · · · , Zjr} is a subset of {Z0, Z1, · · · , Zr−1}. To make it clear, we
show a toy example in Figure 4 where n = 4, s = 2 and R = 5.

 ⋅ 𝑑

𝑟𝑘0 

𝑥1 𝑥2 𝑐3 𝑐4

𝑊0 𝑍0 

𝑊1 + 𝑍0 

𝑊2 + 𝑍0 + 𝑍1 

𝑊3 + 𝑍0 + 𝑍1 + 𝑍2 

𝑊4 + 𝑍1 + 𝑍2 + 𝑍3 

 ⋅ 𝑑

𝑟𝑘1 
𝑍1 

 ⋅ 𝑑

𝑟𝑘2 
𝑍2 

 ⋅ 𝑑

𝑟𝑘3 
𝑍3 

 ⋅ 𝑑

𝑟𝑘4 
𝑍4 

𝑊0 = 𝑥1 + 𝑟𝑘0 

𝑍0 = 𝑊0
𝑑

𝑊1 = 𝑥2 + 𝑟𝑘1 

𝑍1 =  𝑊1 + 𝑍0 
𝑑  

𝑊2 = 𝑐3 + 𝑟𝑘2 

𝑍2 =  𝑊2 + 𝑍0 + 𝑍1 
𝑑  

𝑊3 = 𝑐4 + 𝑟𝑘3 

𝑍3 =  𝑊3 + 𝑍0 + 𝑍1 + 𝑍2 
𝑑  

𝑊4 = 𝑥1 + 𝑟𝑘4 

𝑍4 =  𝑊4 + 𝑍1 + 𝑍2 + 𝑍3 
𝑑  

𝑌1 𝑌2 𝑌3 𝑌4

Fig. 4: A toy example of GMiMC-erf with n = 4, s = 2 and R = 5

Using these Zr, one can finally obtain each output Yi of GMiMC-erf after R
rounds. Notice that in [5, Proposition 3], Beyne et al. revealed a linear relation
between inputs and outputs of (n−1) rounds of GMiMC-erf. With this relation,
their distinguishers are extended by (n−1) rounds. Hence, to find distinguishers
covering more rounds, we also take this relation into consideration. In this way,
what we care about is

T =

n∑
i=2

Yi − (n− 2) · Y1.

Through symbolic computation, one can find that

T = Zj1 + Zj2 + · · ·+ Zjt + L(x1, · · · , xs, cs+1, · · · , cn),
6 https://www.sagemath.org/
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where {Zj1 , Zj2 , · · · , Zjt} is a subset of {Z0, Z1, · · · , ZR−1} and L is linear.

For each involved Zj∗ variable, we will proceed the following two steps to
detect whether all of them have the zero-sum integral property. If so, our target
T will also fulfill this property, and thus we find an integral distinguisher covering
R rounds where the leftmost s inputs are traversed. Notice that the total number
of rounds covered by such distinguisher will be (n− s+R), since (n− s) rounds
can be added in the head, as explained before.

Phase II Traceback. To check whether the coefficient A of the monomial∏s
w=1 x

p−1
w contained in each Zj∗ is 0 mod p or not, an intuitive way is to get its

exact algebraic representation with the general form of Zr iteratively. However,
the number of possible monomials will be increased rapidly, making it infeasible
to express Zj∗ with these xw. Thus, one cannot get the detailed value of A in
this way.

Different with above, we aim to express A through a set of equalities rather
than try to get its exact value. After obtaining A, we study under what condition
A ̸= 0 (mod p). To achieve this, we can also use the general form of Zr iteratively,
but in a different way.

Let’s take the toy cipher shown in Figure 4 as an example. Assume that we’re
trying to obtain A for Z4. The procedure is shown as follows.

Z4 =(W4 + Z1 + Z2 + Z3)
d

=
∑

v4+u41+u42+u43=d

[
d

v4, u41, u42, u43

]
W v4

4 Zu41
1 Zu42

2 Zu43
3

=
∑

v4+u41+u42+u43=d

[
d

v4, u41, u42, u43

]
W v4

4 Zu41
1 Zu42

2 (W3 + Z0 + Z1 + Z2)
d·u43

=
∑

v4+u41+u42+u43=d
v3+u30+u31+u32=d·u43

[
d

v4, u41, u42, u43

][
d · u43

v3, u30, u31, u32

]

W v4
4 W v3

3 Zu30
0 Zu31+u41

1 Zu32+u42
2

= · · ·

=
∑
EQ

C ·
4∏

r=0

W vr
r ,

where EQ represents the following equations

v4 + u41 + u42 + u43 =d

v3 + u30 + u31 + u32 =d · u43

v2 + u20 + u21 =d · (u32 + u42)

v1 + u10 =d · (u21 + u31 + u41)

v0 =d · (u10 + u20 + u30)

11



and

C =

[
d

v4, u41, u42, u43

][
d · u43

v3, u30, u31, u32

][
d · (u32 + u42)

v2, u20, u21

][
d · (u21 + u31 + u41)

v1, u10

]
.

Recall the definition of D(·) and all Wi variables. We can obtain that

4∏
r=0

W vr
r ≡

4∏
r=0

WD(vr)
r (mod p),

which then equals to

(x1 + rk0)
D(v0)(x1 + rk4)

D(v4) · (x2 + rk1)
D(v1) ·WD(v2)

2 W
D(v3)
3 (mod p).

For (x2 + rk1)
D(v1), to ensure that xp−1

2 appears, D(v1) should equal to p − 1.
As for (x1 + rk0)

D(v0)(x1 + rk4)
D(v4), we have to deal with two different cases.

– rk0 ̸= rk4: One can expand (x1 + rk0)
D(v0)(x1 + rk4)

D(v4), and obtain the
coefficient A′ of xp−1

1 :

A′ =
∑

0≤i≤D(v0)
0≤j≤D(v4)

i+j=p−1 or 2(p−1)

(
D(v0)

i

)(
D(v4)

j

)
rk

D(v0)−i
0 rk

D(v4)−j
4 mod p.

When D(v0) + D(v4) < p − 1, A′ = 0 (mod p) since there is no i and j
fulfilling i+ j = p− 1 or 2(p− 1).
When D(v0) +D(v4) ≥ p− 1, let’s take a closer look at A′:
• rk0 = 0:

A′ ≡
(

D(v4)

(p− 1)−D(v0)

)
rk

D(v0)+D(v4)−(p−1)
4 (mod p).

Since both D(v4) and (p−1)−D(v0) belong to Fp, and D(v4) ≥ (p−1)−
D(v0), one can conclude that A′ ̸= 0 mod p according to Lucas Theorem
depicted in Lemma 2 of Appendix B.

• rk4 = 0:

A′ ≡
(

D(v0)

(p− 1)−D(v4)

)
rk

D(v0)+D(v4)−(p−1)
0 (mod p),

and also never be 0 mod p due to the same reason.
• rk0 ̸= 0 and rk4 ̸= 0: SinceD(v0) andD(v4) belong to Fp,

(
D(v0)

i

)(
D(v4)

j

)
̸=

0 mod p. For each (i, j), the term rk
D(v0)−i
0 rk

D(v4)−j
4 is unique and thus

will not be merged with other terms. Hence, it cannot be 0 mod p.
In conclusion, one should require that D(v0) +D(v4) ≥ p− 1 to ensure the
existence of xp−1

1 in this case.
– rk0 = rk4: It equals (x1 + rk0)

D(v0)+D(v4). Thus, D(v0) +D(v4) = p− 1 or
2(p− 1) can ensure that xp−1

1 appears.

12



Combining above two cases together, we can use D(v0)+D(v4) ≥ p−1 to ensure
the existence of xp−1

1 . Finally, we can get the coefficient A of xp−1
1 xp−1

2 :

A =
∑
EQ

D(v0)+D(v4)≥p−1
D(v1)=p−1

(
W

D(v2)
2 W

D(v3)
3 A′ · C

)
,

where A′ only depends on D(v0) and D(v4). In other words, if D(v0) and D(v4)
are fixed to be ṽ0 and ṽ4 respectively, A′ will be fixed. Hence,

A =
∑

(ṽ0,ṽ1,ṽ2,ṽ3,ṽ4)∈MQ

W ṽ2
2 W ṽ3

3 A′ ·

 ∑
EQ

∀0≤r≤4, D(vr)=ṽr

C


 ,

where MQ = {ṽ0 + ṽ4 ≥ p− 1, ṽ1 = p− 1}.

– If for every possible (ṽ0, ṽ1, ṽ2, ṽ3, ṽ4) ∈ MQ, the sum∑
EQ

∀1≤w≤s, D(vr)=ṽr

C ≡ 0 (mod p).

We can obtain that A ≡ 0 mod p.

– If there are one or several (ṽ0, ṽ1, ṽ2, ṽ3, ṽ4) ∈ MQ s.t. the sum is not 0 mod p,
the probability that A ≡ 0 mod p is extremely small.

In the second case, we’ll assume that A ̸= 0 mod p although it might be 0 mod p.
This means that we may lose better distinguishers with little chance. However,
we will never regard a non-integral distinguisher as integral one. Our automatic
search model is based on this strategy.

Now, we show how to deal with the general case for ZR−1, where Z0 = W d
0

and Zr = (Wr +Z0 +Z1 + · · ·+Zr−1)
d for any 1 ≤ r ≤ R− 1. The reason why

such general forms of Zr are adopted is that one can directly set ur,j as 0 in EQ
and C if Zj (0 ≤ j ≤ R− 1) is not contained in Zr. This affects only the form of
EQ while it does not affect the other two steps.

– Recursively expand ZR−1 by iteratively substituting each Zr. This
step can be performed using SageMath or executed manually.

Proposition 3. Under the general form of Zr, we have

ZR−1 =
∑
EQ

(
C ·

R−1∏
r=0

W vr
r

)
,
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where EQ represents the following equations:

vR−1 + uR−1,0 + · · ·+ uR−1,R−2 = d

vR−2 + uR−2,0 + · · ·+ uR−2,R−3 = d · uR−1,R−2

vR−3 + uR−3,0 + · · ·+ uR−3,R−4 = d · (uR−2,R−3 + uR−1,R−3)

· · ·

vr + ur,0 + · · ·+ ur,r−1 = d ·
R−1∑

j=r+1

uj,r

· · ·

v1 + u1,0 = d ·
R−1∑
j=2

uj,1

v0 = d ·
R−1∑
j=1

uj,0

and

C =

[
d

vR−1, uR−1,0, · · · , uR−1,R−2

]
·
R−2∏
r=1

[
d ·
∑R−1

j=r+1 uj,r

vr, ur,0, · · · , ur,r−1

]
.

– Derive the coefficient A of monomial
∏s

w=1 x
p−1
w contained in ZR−1.

Similar with the toy example, A is in the form of

A =
∑
EQ

(D(v0),D(v1),··· ,D(vR−1))∈MQ

 ∏
r mod n≥s

WD(vr)
r

 ·A′ · C

 ,

where definitions of EQ and C can be found in Proposition 3, MQ and A′

are shown in Proposition 4.

Proposition 4. MQ contains all elements (D(v0),D(v1), · · · ,D(vR−1)) where

Bw∑
δ=0

D(vδn+w) ≥ p− 1, for all 1 ≤ w ≤ s.

And

A′ =

s∏
w=1

 ∑
(i0,i1,··· ,iBw )∈AQw

Bw∏
δ=0

(
D(vδn+w)

iδ

)
rk

D(vδn+w)−iδ
δn+w

 ,

where AQw contains all (i0, i1, · · · , iBw
) that{

0 ≤ iδ ≤ D(vδn+w) for 0 ≤ δ ≤ Bw,

Bw∑
δ=0

iδ = m(p− 1) where m ≥ 1

}
.

Bw in the above is defined as:
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(1) when R mod n ≥ s, for all 1 ≤ w ≤ s,

Bw =

⌊
R+ 1

n

⌋
.

(2) when R mod n ≤ s− 1,

Bw =


⌊
R+ 1

n

⌋
, when 1 ≤ w ≤ (R mod n)⌊

R+ 1

n

⌋
− 1, when (R mod n+ 1) ≤ w ≤ s.

To prove Proposition 4, we have to use the following lemma.

Lemma 1 Denote x, ai, ei (1 ≤ i ≤ t) as elements in Fp. For any q ∈ Fp,

the term
∏t

i=1(x+ ai)
ei contains xq if and only if

∑t
i=1 ei ≥ q.

Proof. This can be proved with mathematical induction as follows.
(1) When t = 1, coefficient of xq in (x + a1)

e1 is
(
e1
q

)
ae1−q
1 . If a1 ̸= 0, due

to Lucas Theorem,
(
e1
q

)
̸= 0 mod p when e1 ≥ q. If a1 = 0, (x+ a1)

e1 = xe1

leads to e1 = q. Hence, (x+ a1)
e1 contains xq if and only if e1 ≥ q.

(2) Assume that this lemma holds when t = h. Let’s check whether it holds

when t = h+1. Notice that
∏h+1

i=1 (x+ai)
ei = (

∏h
i=1(x+ai)

ei)·(x+ah+1)
eh+1 .

For each possible eh+1 ≤ q, the existence of xq in
∏h+1

i=1 (x+ai)
ei is equivalent

to the existence of xq−eh+1 in
∏h

i=1(x + ai)
ei . The later is ensured by the

condition that
∑h

i=1 ei ≥ q− eh+1 since the lemma holds when t = h. Thus,∑h+1
i=1 ei = eh+1 +

∑h
i=1 ei ≥ eh+1 + (q − eh+1) = q. ⊓⊔

Now we can prove Proposition 4 as follows:

Proof. Let’s focus on the case when R mod n ≥ s. The other case can be
proved similarly. At the former step, we have obtained the form of ZR−1.

Here, we study whether
∏s

w=1 x
p−1
w is contained in the monomial

∏R−1
r=0 W vr

r .
Due to Fermat’s Little Theorem, we have

R−1∏
r=0

W vr
r ≡

R−1∏
r=0

WD(vr)
r (mod p)

≡

 ∏
r mod n≥s

WD(vr)
r

 ·

 ∏
r mod n≤s−1

WD(vr)
r

 (mod p)

≡

 ∏
r mod n≥s

WD(vr)
r

 ·

(
s∏

w=1

Bw∏
δ=0

(xw + rkδn+w)
D(vδn+w)

)
(mod p).

Let’s take a closer look at the second part. If
∑Bw

δ=0 D(vδn+w) ≥ p− 1 holds
for all 1 ≤ w ≤ s, one can ensure the existence of

∏s
w=1 x

p−1
w with Lemma 1.
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Notice that this condition is MQ. Meanwhile,

(xw + rkδn+w)
D(vδn+w) =

D(vδn+w)∑
iδ=0

(
D(vδn+w)

iδ

)
rk

D(vδn+w)−iδ
δn+w xiδ

w .

Hence, for all possible (i0, i1, · · · , iBw
) fulfilling that

∑Bw

δ=0 iδ = m(p−1) and
m ≥ 1, they all contribute to the coefficient of xp−1

w contained in the term∏Bw

δ=0(xw+rkδn+w)
D(vδn+w). In this way, we can get A′ by multiplying these

coefficients together. ⊓⊔

– Get the multinomial coefficient we care about. From Proposition 4,
A′ is only related with (D(v0),D(v1), · · · ,D(vR−1)). Therefore, A equals

∑
(ṽ0,ṽ1,··· ,ṽR−1)∈MQ


 ∏

r mod n≥s

W ṽr
r

 ·A′ ·

 ∑
EQ

∀0≤r≤R−1, D(vr)=ṽr

C


 .

Now, we give the basic strategy behind our search model in Proposition 5.

Proposition 5. Denote S as the sum∑
EQ

∀0≤r≤R−1, D(vr)=ṽr

C.

If S ≡ 0 (mod p) holds for all (ṽ0, ṽ1, · · · , ṽR−1) ∈ MQ, we get A ≡ 0 mod p.
EQ and C are defined in Proposition 3, MQ is shown in Proposition 4.

Main Idea of the Automatic Search Model. With Proposition 5, we only
need to check whether there exists (ṽ0, ṽ1, · · · , ṽR−1) ∈ MQ s.t. S ̸= 0 (mod p).
To achieve this, we have to use the condition set BQ constructed in Phase III,
which can be recognized by automatic search tools. In this case, the automatic
search model can be constructed by finding a solution of (ṽ0, ṽ1, · · · , ṽR−1) ∈
MQ which should fulfill all equations defined in EQ under the relation that
D(vr) = ṽr, and all conditions shown inBQ. If there is no solution, combining the
principle of constructing BQ shown below, one can realize that S ≡ 0 (mod p)
holds for any possible (ṽ0, ṽ1, · · · , ṽR−1) ∈ MQ. Thus due to Proposition 5, we
can obtain A ≡ 0 (mod p), which means the coefficient of monomial

∏s
w=1 x

p−1
w

is 0. Hence, according to Proposition 2, ZR−1 will have the zero-sum integral
property, which then leads to an integral distinguisher covering (n−s)+R rounds
for GMiMC-erf.

Comparison with previous works. Currently, there is no automatic tool that
can search for integral distinguishers over Fp. Among all methods developed for
ciphers over binary fields, monomial predication technique [23] proposed by Hu et
al. is a powerful tool for degree evaluation. It allows us to precisely determine

16



whether or not a specific monomial appears in the ANF by counting the number
of monomial trails. But it is typically more effective for stream ciphers than
block ciphers. At Asiacrypt 2020 [11], it was generalized to F2t by Cui et al.,
referred to as general monomial prediction. However, due to the heavy mono-
mial transitions round by round, they adopted a compromised way. Instead of
studying the details of the coefficient of the monomials that appear, they are
interested only in predicting which monomials do not appear in the polynomial
representation. The coefficient grouping technique [25,26] proposed recently also
adopts the same way.

Phase III Determine. In order to construct the automatic search model fol-
lowing Proposition 5, one has to transform S ̸= 0 (mod p) into its equivalent
conditions that can be used by automated search tools. However, this is not an
easy task. Here, we partially solve it by constructing a condition set BQ under
the following principle.

Principle of Constructing BQ. Let H denote a condition that leads to S ≡ 0
(mod p), and H denotes its opposite, where S is defined in Proposition 5. Then
we add H to BQ.

Notice that this condition set BQ is not equivalent with S ̸= 0 (mod p).
However, it can help to identify integral distinguishers by requiring that all H
in BQ should be fulfilled at the same time. Now, we explain why.

– Assume that we didn’t find a solution under BQ. That is, there is no solution
can satisfy all possible conditions in BQ. In other words, for all possible
(ṽ0, ṽ1, · · · , ṽR−1) ∈ MQ, there is one or several H ∈ BQ that will never
hold, which further indicates that their oppositesH will hold with probability
one. Hence, S ≡ 0 (mod p) holds for all possible (ṽ0, ṽ1, · · · , ṽR−1) ∈ MQ.
In this case, A ≡ 0 (mod p), and thus we find an integral distinguisher.

– Assume that we get a solution. This means that it can satisfy all possible
conditions in BQ. In this case, we cannot decide whether S ̸= 0 (mod p) hold
or not, since these conditions are only necessary ones for S ̸= 0 (mod p). So,
if one can derive as many conditionsH as possible, one will have more chance
to find better integral distinguishers. This is what we do in the next part.

In the follows, we show how to derive the condition H that can lead to S ≡ 0
(mod p) as many as possible. Recall that

S =
∑
EQ

∀0≤r≤R−1, D(vr)=ṽr

C

and C is the multiplication of several multinomial coefficients:

C =

[
d

vR−1, uR−1,0, · · · , uR−1,R−2

]
·
R−2∏
r=1

[
d ·
∑R−1

j=r+1 uj,r

vr, ur,0, · · · , ur,r−1

]
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under the general form of Zr = (Wr +Z0 +Z1 + · · ·+Zr−1)
d. Notice that if Zj

doesn’t consist of Zr, we only need to set ur,j as 0 in C and EQ. This doesn’t
affect the following discussions.

We consider three types of conditions here. To have a better understanding of
Type II/III conditions, we take the toy GMiMC previously used as an example,
and give some details in Example 3 to 6, which are described in Appendix C.

– Type I Condition. If for every C contained in S, there always exists one
multinomial coefficient consisting of C that equals to 0 mod p, i.e.[

d

vR−1, uR−1,0, · · · , uR−1,R−2

]
≡ 0 mod p

or there exists 1 ≤ r ≤ R− 2 s.t.[
d ·
∑R−1

j=r+1 uj,r

vr, ur,0, · · · , ur,r−1

]
≡ 0 mod p,

one can obtain that C ≡ 0 (mod p), and thus S ≡ 0 (mod p). Following the
previous introduced principle, we consider its opposite, i.e.[

d

vR−1, uR−1,0, · · · , uR−1,R−2

]
̸= 0 mod p

and for each 1 ≤ r ≤ R− 2,[
d ·
∑R−1

j=r+1 uj,r

vr, ur,0, · · · , ur,r−1

]
̸= 0 mod p.

With Lucas Theorem (Lemma 3), this condition can be represented by some
equalities. One can then add them to the condition set BQ.

– Type II Condition. We consider (R− 1) different sums. The r-th one is

ĈI,r =
∑
ẼQr

[(
d ·
∑R−1

j=r+1 uj,r

)
− (ur,1 + · · ·+ ur,r−1)

vr, ur,0

]
,

where 1 ≤ r ≤ R− 1, and ẼQr is the following equalities:

vr + ur,0 =

d ·
R−1∑

j=r+1

uj,r

− (ur,1 + · · ·+ ur,r−1)

v0 =d · ur,0 + d ·
∑

1≤j≤R−1
j ̸=r

uj,0

D(vi) =ṽi, i ∈ {0, r}.

Following the principle introduced before, we can use their opposites to build
BQ if they lead to S ≡ 0 (mod p). We show in Sect. 3.3 how to represent
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these opposites with several equations. Now, we show why they lead to S ≡ 0
(mod p). To understand this more clearly, two examples are given in Exam-

ple 3 and 4. Below is the formal explanation. Denote ÊQr as

vR−1 + uR−1,0 + · · ·+ uR−1,R−2 = d

· · ·

vr+1 + ur+1,0 + · · ·+ ur+1,r = d ·
R−1∑

j=r+2

uj,r+1

vr−1 + ur−1,0 + · · ·+ ur−1,r−2 = d ·
R−1∑
j=r

uj,r−1

· · ·

v1 + u1,0 = d ·
R−1∑
j=2

uj,1

D(vi) = ṽi, i /∈ {0, r}.

We can represent S as

S =
∑

ur,1,ur,2,··· ,ur,r−1

C′ ·
∑
ÊQr

(
Ûr · ĈI,r

) ,

and this means that ĈI,r ≡ 0 (mod p) leads to S ≡ 0 (mod p). In the above
expression of S, C′ is the multiplication of several multinomial coefficients,
i.e. (

tr
ur,1

)(
tr − ur,1

ur,2

)(
tr − ur,1 − ur,2

ur,3

)
· · ·
(
tr − (ur,1 + · · · , ur,r−2)

ur,r−1

)
with tr = d ·

∑R−1
j=r+1 uj,r, and

Ûr =



[
d

vR−1, · · · , uR−1,R−2

]
·

∏
1≤r′≤R−1

r′ ̸=r

[
d ·
∑R−1

j=r′+1 uj,r′

vr′ , · · · , ur′,r′−1

]
, if r ≤ R− 2;

∏
1≤r′≤R−1

[
d ·
∑R−1

j=r′+1 uj,r′

vr′ , · · · , ur′,r′−1

]
, if r = R− 1.

– Type III Condition. Similar with Type II, we consider the following two
kinds of sums:
(1) when r = 1 and q ≥ 1,

ĈII,1,q =
∑

ẼQ1,q

[
t1+q − (u1+q,1 + · · ·+ u1+q,q)

v1+q, u1+q,0

][(
d ·
∑R−1

j=1+1 uj,1

)
v1, u10

]
,
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where t1+q = d ·
∑R−1

j=1+q+1 uj,1+q and ẼQ1,q is

v1+q + u1+q,0 =t1+q − (u1+q,1 + · · ·+ u1+q,q)

v1 + u10 =d ·
R−1∑
j=2

uj,1

v0 =d · (u10 + u1+q,0) + d ·
∑

1≤j≤R−1
j /∈{1,1+q}

uj,0

D(vi) =ṽi, i ∈ {0, 1, 1 + q}

The above sum ĈII,1,q ≡ 0 (mod p) also lead to S ≡ 0 (mod p). An example
is given in Example 5. In Sect. 3.3, we show how to represent their opposites
into some equalities.
(2) when r ≥ 2 and q ≥ 1,

ĈII,r,q =
∑

ẼQr,q

[
tr+q − (ur+q,r + · · ·+ ur+q,r+q−1)

vr+q, ur+q,0, · · · , ur+q,r−1

][(
d ·
∑R−1

j=r+1 uj,r

)
vr, ur,0, · · · , ur,r−1

]
,

where tr+q = d ·
∑R−1

j=r+q+1 uj,r+q and ẼQr,q is

vr+q + ur+q,0 + · · ·+ ur+q,r−1 =tr+q − (ur+q,r + · · ·+ ur+q,r+q−1)

vr + ur,0 + · · ·+ ur,r−1 =d ·
R−1∑

j=r+1

uj,r

v0 =d · (ur,0 + ur+q,0) + d ·
∑

1≤j≤R−1
j /∈{r,r+q}

uj,0

D(vi) =ṽi, i ∈ {0, r, r + q}
ur+q,j + ur,j =ûr+q,r,j , 1 ≤ j ≤ r − 1.

When they equal 0 mod p, S ≡ 0 (mod p). An example for this case is shown
in Example 6. One can use some equations through the way shown in Sect. 3.3
to represent their opposites.

3.3 Some Necessary Propositions for Phase III

To use Type II and III conditions depicted in Phase III, we have to convert them
into some equalities which can be recognized by automatic search tools. In this
subsection, we show how to do this by introducing several propositions.

From Sect. 3.2, we know that there are only three types of sums involved in
Type II/III conditions, which are:

ĈI,r =
∑

vr+ur,0=m2

v0=d·ur,0+m3

D(vi)=ṽi, i∈{0,r}

[
m2

vr, ur,0

]
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ĈII,1,q =
∑

v1+q+u1+q,0=m1

v1+u10=m2

v0=d·(u10+u1+q,0)+m3

D(vi)=ṽi, i∈{0,1,1+q}

[
m1

v1+q, u1+q,0

][
m2

v1, u10

]

ĈII,r,q =
∑

vr+q+ur+q,0+···+ur+q,r−1=m1

vr+ur,0+···+ur,r−1=m2

v0=d·(ur,0+ur+q,0)+m3

D(vi)=ṽi, i∈{0,r,r+q}
ur+q,j+ur,j=ûr+q,r,j , 1≤j≤r−1

[
m1

vr+q, ur+q,0, · · · , ur+q,r−1

][
m2

vr, ur,0, · · · , ur,r−1

]

m1, m2 and m3 equal to different values in above three sums, which are not
important in the following analysis, thus are omitted. Recall that these three
sums are deduced under the general form of Zr. In real applications, if Zj doesn’t
consists of Zr, the value ur,j will always be 0. Thus, we have to take this point
into consideration in the following analyses.

Here, we take ĈI,r ̸= 0 (mod p) as an example. If Z0 does not consist of Zr,

the value ur,0 is always 0. Thus, ĈI,r = 1 ̸= 0. Therefore, we don’t need to derive
any equations in this case. If Z0 consists of Zr, we have to deal with different ṽ0
and ṽr, respectively. Recall the definition of D(vr), which equals to ṽr here. We
can obtain that

vr =


0, when ṽr = 0

k1(p− 1), k1 ≥ 1, when ṽr = p− 1

ṽr + k1(p− 1), k1 ≥ 0, when 1 ≤ ṽr ≤ p− 2.

According to vr + ur,0 = m2 and v0 = d · ur,0 + m3, one can get v0 = dm2 +
m3 − dvr. Since D(v0) = ṽ0, we have:

(1) when ṽ0 = 0, we get v0 = dm2 +m3 − dvr = 0, and thus vr = m2 +
m3

d .
(2) when ṽ0 = p−1, we have v0 = k0(p−1) where k0 ≥ 1. Thus, dm2+m3−dvr =

k0(p− 1). In other words,

vr ≤ m2 +
m3 − (p− 1)

d
, and p− 1 | dm2 +m3 − dvr.

(3) when 1 ≤ ṽ0 ≤ p− 2,

vr = m2 +
m3 − ṽ0

d
or

vr ≤ m2 +
(m3 − ṽ0)− (p− 1)

d
, and p− 1 | dm2 +m3 − dvr − ṽ0.

With above analyses, one can derive equations for ĈI,r ̸= 0 (mod p) as follows,
by considering different values of ṽ0 and ṽr:
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(1) when ṽ0 = 0 or ṽr = 0, we can see that vr is always a fixed value. In this case,

ĈI,r =
[

m2

vr,ur,0

]
. Notice that this multinomial coefficient has been required

not to be 0 mod p in Type I conditions.
(2) when ṽ0 = p− 1 and ṽr = p− 1, we can obtain vr = k1(p− 1) with k1 ≥ 1,

0 ≤ vr ≤ m1, vr ≤ m2 +
m3−(p−1)

d , and p − 1 | dm2 +m3 − dvr. Thus, we
have p− 1 | dm2 +m3 since p− 1 | vr, and

1 ≤ k1 ≤ min

{⌊
m2

p− 1

⌋
,

⌊
m2

p− 1
+

m3 − (p− 1)

d(p− 1)

⌋}
.

(2.1) if m3 ≥ p− 1, we can obtain that

ĈI,r =

⌊ m2
p−1⌋∑

k1=1, vr=k1(p−1)

[
m2

vr, ur,0

]
=

⌊ m2
p−1⌋∑
k1=1

(
m2

k1(p− 1)

)
.

Thus, ĈI,r ̸= 0 (mod p) is equivalent with

⌊ m2
p−1⌋∑
k1=1

(
m2

k1(p− 1)

)
̸= 0 (mod p) .

(2.2) if m3 < p− 1,

ĈI,r =

⌊
m2
p−1+

m3−(p−1)

d(p−1)

⌋∑
k1=1

(
m2

k1(p− 1)

)
=

⌊ m2
p−1⌋−1∑
k1=1

(
m2

k1(p− 1)

)
.

In this case, ĈI,r ̸= 0 (mod p) is equivalent with

⌊ m2
p−1⌋−1∑
k1=1

(
m2

k1(p− 1)

)
̸= 0 (mod p) .

(3) when ṽ0 = p− 1 and 1 ≤ ṽr ≤ p− 2, we get vr = ṽr + k1(p− 1) with k1 ≥ 0,

v1 ≤ m2, vr ≤ m2 +
m3−(p−1)

d , and p − 1 | dm2 +m3 − dvr. Thus, we have
p− 1 | dm2+m3−dṽr since dm2+m3−dvr = dm2+m3−dṽr −dk1(p− 1).
Besides, we obtain that

0 ≤ k1 ≤ min

{⌊
m2 − ṽr
p− 1

⌋
,

⌊
m2 − ṽr
p− 1

+
m3 − (p− 1)

d(p− 1)

⌋}
.

Therefore, ĈI,r ̸= 0 (mod p) is equivalent with

⌊
m2−ṽr

p−1

⌋∑
k1=0

(
m2

ṽr + k1(p− 1)

)
̸= 0 (mod p) , when m3 ≥ p− 1;
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⌊
m2−ṽr

p−1

⌋
−1∑

k1=0

(
m2

ṽr + k1(p− 1)

)
̸= 0 (mod p) , when m3 < p− 1.

From the above analyses, one can find that ĈI,r ̸= 0 (mod p) is equivalent with
four different sums, which are those boxed, under different conditions. We denote
T1, T2, T3 and T4 respectively for these four sums, i.e.

T1 =

⌊ m2
p−1⌋∑
k1=1

(
m2

k1(p− 1)

)
, T2 =

⌊ m2
p−1⌋−1∑
k1=1

(
m2

k1(p− 1)

)
,

T3 =

⌊
m2−ṽr

p−1

⌋∑
k1=0

(
m2

ṽr + k1(p− 1)

)
, T4 =

⌊
m2−ṽr

p−1

⌋
−1∑

k1=0

(
m2

ṽr + k1(p− 1)

)
.

Using Proposition 6, 7, 8 and 9 introduced in the end of this subsection, we can
derive equations for Ti ̸= 0 (mod p) to construct the condition set BQ.

For the other two cases of ṽ0 and ṽr, one also reach these four sums. We show
these results without giving details since the deduction is almost the same.

(4) when 1 ≤ ṽ0 ≤ p− 2 and ṽr = p− 1, we have p− 1 | dm2 +m3 − ṽ0, and

• if m3 − ṽ0 ≥ p− 1, ĈI,r ̸= 0 (mod p) is equivalent to T1 ̸= 0 (mod p).
• if m3 − ṽ0 < p− 1, it is equivalent to T2 ̸= 0 (mod p).

(5) when 1 ≤ ṽ0 ≤ p− 2 and 1 ≤ ṽr ≤ p− 2, we get p− 1 | dm2 +m3 − dṽr − ṽ0,
• if m3 − ṽ0 ≥ p− 1, it is equivalent to T3 ̸= 0 (mod p).
• if m3 − ṽ0 < p− 1, it is equivalent to T4 ̸= 0 (mod p).

For ĈII,1,q and ĈII,r,q, one can follow a similar way to derive their equations.
As results, almost all cases lead to the sum of multinomial coefficients in the
form of T1, T2, T3 and T4. The other cases lead to multinomial coefficients
whose corresponding equations can be derived with Lucas Theorem. Due to
space limitations, we discuss ĈII,1,q and ĈII,r,q in Appendix D.

Now, the key point here is to derive equations for Ti ̸= 0 (mod p), where
1 ≤ i ≤ 4. To solve this, we introduce four different propositions here, and show
their proofs in Appendix E.

Proposition 6. For any m ≤ pL+1 − 1 where L ≥ 1 and p ≥ 3, denote m in
base p form: m = m̂L · pL + m̂L−1 · pL−1 + · · ·+ m̂1 · p+ m̂0 and t =

∑L
j=0 m̂j.

If m ≥ p− 1 and L ≤ p− 1, one can obtain that

⌊ m
p−1⌋∑
k=1

(
m

k(p− 1)

)
̸= 0 (mod p)

if and only if
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p− 1.
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Proposition 7. For any m ≤ pL+1 − 1 where L ≥ 1 and p ≥ 3, if m ≥ p − 1
and L ≤ p− 1, one can obtain that

⌊ m
p−1⌋−1∑
k=1

(
m

k(p− 1)

)
̸= 0 (mod p)

if and only if one of following conditions holds:

(1) when
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p− 1, m̂0 < (t mod (p− 1)).

(2) when
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p − 1, (t mod (p− 1)) /∈ {m̂0, 0}, and

m̂0 ≥ max{(t mod (p− 1)) , 2}.
(3) when

(⌊
t
p

⌋
+ (t mod p)

)
mod p ≤ p− 2, m̂0 ≥ (t mod (p− 1)).

Here, t follows the same definition as Proposition 6.

Proposition 8. For any 1 ≤ ṽ ≤ p − 2 and m ≤ pL+1 − 1 where L ≥ 1 and
p ≥ 3, if m ≥ p− 1 and L ≤ p− 1,

⌊m−ṽ
p−1 ⌋∑
k=0

(
m

ṽ + k(p− 1)

)
̸= 0 (mod p)

if and only if one of the following conditions holds:

(1) L ≤ ṽ and
(⌊

t
p

⌋
+ (t mod p)

)
mod p ≥ ṽ.

(2) L ≥ ṽ + 1,

⌊
⌊ t

p⌋+(t mod p)

p

⌋
= 0, and

(⌊
t
p

⌋
+ (t mod p)

)
mod p ≥ ṽ.

(3) L ≥ ṽ + 1,

⌊
⌊ t

p⌋+(t mod p)

p

⌋
= 1, and

((⌊
t
p

⌋
+ (t mod p)

)
mod p

)
+ 1 ≥ ṽ.

Here, t follows the same definition as Proposition 6.

Proposition 9. For any 1 ≤ ṽ ≤ p − 2 and m ≤ pL+1 − 1 where L ≥ 1 and
p ≥ 3, m ≥ p− 1 and L ≤ p− 1, to require

⌊m−ṽ
p−1 ⌋−1∑
k=0

(
m

ṽ + k(p− 1)

)
̸= 0 (mod p),

we add following conditions to the condition set BQ:

(1) (B3 ∨B4 ∨B5 ∨B6) ∧B9

(2) (B1 ∨B2 ∨B7) ∧B8

(3) (B1 ∨B2) ∧B9 ∧ (B10 ∨B11) ∧ (B17 ∨B18)
(4) (B1 ∨B2) ∧B9 ∧ (B12 ∨B13) ∧ (B14 ∨B15 ∨B16)
(5) (B1 ∨B2) ∧B9 ∧ (B12 ∨B13) ∧ (B17 ∨B18) ∧ {m̂0 ̸= (t̂ mod p)}
(6) B7 ∧B9 ∧ (B19 ∨B20) ∧ (B17 ∨B18)
(7) B7 ∧B9 ∧ (B21 ∨B22) ∧ (B14 ∨B15 ∨B16)
(8) B7 ∧B9 ∧ (B21 ∨B22) ∧ (B17 ∨B18) ∨ {m̂0 ̸= ((t̂ mod p) + 1)},

where conditions Bi are depicted in Table 3, t̂ =
⌊

t
p

⌋
+ (t mod p), and t follows

the same definition as Proposition 6.
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3.4 Experiments on GMiMC-erf using Small Primes

To check whether the automatic search model constructed above is valid or not,
we performed several experiments for GMiMC-erf with small primes.

In each experiment, the leftmost s inputs x1, x2, · · · , xs are traversed, while
the others are fixed to be random values. Denote Yi as the i-th output after
encrypting R rounds, where 1 ≤ i ≤ n. Let T =

∑n
i=2 Yi− (n− 2) ·Y1. We check

whether
∑

x1,x2,··· ,xs
T ≡ 0 (mod p).

If the model find that there is no solution, it means we have found an integral
distinguisher. Experimental results are shown in Table 1. From this table, one can
see that this model can successfully detect the integral distinguisher. Meanwhile,
it will not regard non-integral distinguishers as integral ones.

Table 1: Experimental Verification of Automatic Search Model for GMiMC-erf

degree d prime p blocks n s rounds R model results experiments

3 7 86

1 86 no solution (integral) integral
1 87/88 has solution not integral
2 88 no solution (integral) integral
2 89/90 has solution not integral
3 89 no solution (integral) integral
3 90/91 has solution not integral

3 17 64

1 66 no solution (integral) integral
1 67/68 has solution not integral
2 68 no solution (integral) integral
2 69/70 has solution not integral

3 65519 16
1 26 no solution (integral) integral
1 27/28 has solution not integral

4 Applications on GMiMC

In Sect. 4.1, we show integral distinguishers for GMiMC-erf using the automatic
search model constructed in Sect. 3. By applying a linear transformation to the
inputs of GMiMC-crf, we can adopt the same model to search for distinguishers.
We also apply the Computation-Traceback-Determine framework to construct
models for GMiMC-nyb and -mrf in Sect. 4.2.

4.1 Integral Distinguishers for GMiMC-erf and -crf

Detailed results of GMiMC-erf and comparisons. Since we focus on the
security of GMiMC used as a block cipher, we only involve integral distinguishers
constructed for this setting here. We show the comparison between the number of
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rounds covered by our new found integral distinguishers and those given by [5,10]
in Figure 1. As results, for variants with large primes, one can use our method to
obtain the best distinguishers that cover more rounds than previous works. For
variants using small primes, although we cannot detect better distinguishers, our
distinguishers need relatively small data and time complexities compared to [10].

Meanwhile, to stress the necessity of taking exact coefficients of monomials
into consideration, we also give the number of rounds covered by distinguishers
that are detected by only focusing on the maximal degree. To be more specific,
these distinguishers are constructed following the way similar with that used
in [5]. We take all possible values for the leftmost s branches, thus, one can add
(n−s) rounds before without any costs.. Since the maximal degree after R rounds
is dR which should be less than s(p−1), we get R = ⌊logd(s(p−1)−1)⌋. Then one
can add (n−1) rounds after using the linear relation [5, Proposition 3]. In total,
these distinguishers cover (n− s) + ⌊logd(s(p− 1)− 1)⌋+ (n− 1) rounds. With
the increase of s, the number of rounds covered by these distinguishers will be
decreased, as shown in Figure 1. This confirmed that taking the exact coefficients
of monomials into consideration indeed help to find better distinguishers.

Applying the same model to GMiMC-crf. For GMiMC-crf with n blocks,
denote its whole input as (X1, X2, · · · , Xn). Let M̂ be a matrix. Denote M̂i,j as

the element in its i-th row and j-th column, where 1 ≤ i, j ≤ n. Then M̂i,j = 0

if i = j; M̂i,j = 1 if i ̸= j. Let (X̃1, X̃2, · · · , X̃n) be n values, and

[X̃1 X̃2 · · · X̃n] = [X1 X2 · · · Xn] · M̂.

Here, instead of traversing s blocks of (X1, X2, · · · , Xn), we consider traversing

s blocks of (X̃1, X̃2, · · · , X̃n). To add (n − s) rounds before, we traverse the

leftmost s blocks, i.e X̃i = xi when 1 ≤ i ≤ s, and X̃j = cj when s+ 1 ≤ j ≤ n.
In this case, the output Zr of S-Box in the r-th round will keep the same form
as that in analyzing GMiMC-erf. One can take GMiMC-crf with n = 4, s = 2
and R = 5 as an example, which is depicted in Figure 8. Since all Zr obey the
same form, we can adopt the same model constructed for GMiMC-erf to find
distinguishers of GMiMC-crf. As results, integral distinguishers we found for
GMiMC-crf cover the same number of rounds with that of GMiMC-erf under
the same parameters.

4.2 Search for Integral Distinguishers of GMiMC-nyb and -mrf

In this subsection, we follow the three-step framework to build the search model
for GMiMC-nyb and -mrf. Assume that our aim is to find an R-round integral
distinguisher for GMiMC-nyb/-mrf with n = 2b blocks. Then there are b S-Boxes
in each round. Denote these n inputs as (X1, X2, X3, X4, · · · , X2b−1, X2b). For
each 0 ≤ i ≤ b − 1 and 0 ≤ r ≤ R − 1, let rkrb+i denote the sum of round key
and round constants used before the i-th S-Box located in the r-th round. We
use Zrb+i to represent the state after the i-th S-Box in the r-th round.
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In Phase I, according to whether Xj , 1 ≤ j ≤ 2b, is traversed or not, Wrb+i

is in the form of x((2i+r) mod 2b)+1+ rkrb+i or c((2i+r) mod 2b)+1+ rkrb+i. Besides,

when r = 0, we have Zi = W d
i for all 0 ≤ i ≤ b−1. When r ≥ 1, with SageMath,

one can derive the expression of each Zrb+i, which follows the form:

Zrb+i =
(
Wrb+i + Zj1 + Zj2 + · · ·+ Zjrb+i

)d
,

where {Zj1 , Zj2 , · · · , Zjrb+i
} is a subset of {Zr′b+i | 0 ≤ i ≤ b − 1, r′ ≤ r − 1}.

Each output after R rounds can be denoted as the sum of some Zrb+i values. If
all Zrb+i values involved have the zero-sum integral property, we find an integral
distinguisher covering R rounds. The remaining task here is to follow Phase II to
derive the coefficient A of the monomial

∏s
w=1 x

p−1
w for each Zrb+i, and derive

conditions to restrict A ̸= 0 (mod p).
According to the form of Zrb+i mentioned above, we find that each Zrb+i

also follows the same general form used in Sect. 3.2, which is

Zrb+i = (Wrb+i + Z0 + · · ·+ Zrb+i−1)
d
.

Thus, one can get EQ, C and MQ according to Proposition 3 and 4. Automatic
search model can then be built following Proposition 5. Meanwhile, one can use
Type I/II/III conditions depicted in Phase III to require that A ̸= 0 (mod p).

Notice that the difference between GMiMC-nyb and -mrf is the linear layer.
This only affects the detailed expression of Zrb+i, while does not affect the above
mentioned general form. In other words, the same model can be adopted.

As results, we can gain much better distinguishers than [10] for both ciphers.
We list these new found distinguishers in Figure 2, along with previous results.
Our method gives the best integral distinguishers for both ciphers. To gain these
distinguishers, we take all possible values of the leftmost branch, and use our
model to detect the integral property. In this case, an extra round can be added
before without any costs. To show the necessity of taking coefficients into consid-
eration, we also give the trivial distinguisher that is built similarly, except that it
only considers the maximal degree. The total round of such trivial distinguisher
is 1 + ⌊logd(p− 2)⌋.

5 Discussion on HADES Design

HADES [19] is a new design strategy proposed by Grassi et al. in EUROCRYPT
2020. Compared with SPN structure, it adopts two different round functions. A
middle layer with PSPN rounds is surrounded by 2 outer layer of SPN rounds.
Meanwhile, every round adopts a random MDS matrix applying on all blocks.

To demonstrate the generality of our proposed framework, we also apply it
to two HADES designs: HadesMiMC and Poseidon2π. Due to space limitations,
detailed information is provided in Appendix F. As a result, we gain multiple
distinguishers for HadesMiMC with 1 ≤ s ≤ n− 1. All of them are better than
the trivial bounds obtained from the maximal degree estimation. However, they
do not outperform the result in [5]. This stems from the exponential growth of
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constraints caused by the MDS matrices used in full rounds, which makes the
search model too large to be solved or even impossible to be built. We have to
adopt a compromised way by limiting the number of full rounds on both sides.
The usage of such full rounds at the beginning and end of HADES prevents the
detection of integral properties covering more rounds. For Poseidon2π, we also
identify many new distinguishers that cover 1 more rounds than the trivial bound
in most cases. Detailed results for these two ciphers are presented in Table 4
and 5, respectively. All these results serve as a supplementary evaluation of the
security of the HADES designs.

6 Conclusion

To detect better integral properties for ciphers defined over Fp, we introduce
a new framework that takes exact coefficients of monomials into consideration.
This framework consists of three phases. In the first two phases, the exact co-
efficient A of the target monomial

∏s
w=1 x

p−1
w is represented as several sums S

of multinomial coefficients under specific conditions MQ. If each S ≡ 0 (mod p)
holds for all solutions of MQ, we have A ≡ 0 (mod p), and thus obtain the inte-
gral property. To achieve this, we construct a condition set BQ in the last phase.
This set is constructed by adding all possible conditions whose opposite leads
to S ≡ 0 (mod p). In this way, we can construct the automatic search model by
searching a solution that satisfies both MQ and BQ. If no such solution exists,
it means that for all possible solutions of MQ, there is at least one condition in
BQ whose opposite will hold with probability one, thus S ≡ 0 (mod p) holds.
Consequently, we obtain an integral distinguisher. The validity of our model
is confirmed by performing experiments on GMiMC-erf with small primes. To
further demonstrate the generality of the new framework, we also apply it to
GMiMC-crf/-nyb/-mrf, as well as two HADES designs including HadesMiMC
and Poseidon2π. As a result, we achieve numerous new distinguishers for these
two families of ciphers.
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A Structure of GMiMC-crf, -nyb and -mrf
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Fig. 5: Structure of GMiMC-crf
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Fig. 7: Structure of GMiMC-mrf. Rotation number sr is different in each round.
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𝑊3 + 𝑍0 + 𝑍1 + 𝑍2 

𝑊4 + 𝑍1 + 𝑍2 + 𝑍3 

𝑥1 = 𝑋 1 = 𝑋2 + 𝑋3 + 𝑋4

𝑥2 = 𝑋 2 = 𝑋1 + 𝑋3 + 𝑋4

𝑐3 = 𝑋 3 = 𝑋1 + 𝑋2 + 𝑋4

𝑐4 = 𝑋 4 = 𝑋1 + 𝑋2 + 𝑋3

𝑥1 = 𝑋 1 = 𝑋2 + 𝑋3 + 𝑋4

Fig. 8: A toy example of GMiMC-crf with n = 4, s = 2 and R = 5

B Lucas Theorem

Let
(
a
b

)
denote the number of ways to select b elements from a set of a distinct

elements without considering the order, and it equals a!
b!(a−b)! . Let

[
a

b1,b2,··· ,bh

]
be

the following multinomial coefficient, where a =
∑h

j=1 bj :[
a

b1, b2, · · · , bh

]
=

a!

b1!b2! · · · bh!
.

In Combinations and Number Theory, one can use Lucas Theorem and its ex-
tensions [9,28] to compute

(
a
b

)
mod p and

[
a

b1,b2,··· ,bh

]
mod p, which are shown in

Lemma 2 and 3, respectively.

Lemma 2 For binomial coefficients
(
a
b

)
, denote a and b in base p form:

a =a0 + a1p+ a2p
2 + · · ·+ anp

n

b =b0 + b1p+ b2p
2 + · · ·+ bnp

n,
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where 0 ≤ ai, bi ≤ p− 1 for 0 ≤ i ≤ n. We have(
a

b

)
≡

n∏
i=0

(
ai
bi

)
(mod p),

where
(
ai

bi

)
is defined as 0 when bi > ai.

Lemma 3 For multinomial coefficients
[

a
b1,b2,··· ,bh

]
where a =

∑h
j=1 bj, denote

a and bj in base p form as:

a =a0 + a1p+ a2p
2 + · · ·+ anp

n

bj =bj0 + bj1p+ bj2p
2 + · · ·+ bjnp

n, ∀1 ≤ j ≤ h,

where 0 ≤ ai, bji ≤ p − 1. If ai =
∑h

j=1 bji holds for any 0 ≤ i ≤ n, we have[
a

b1,b2,··· ,bh

]
̸= 0 (mod p); otherwise, it equals to 0 mod p.

C Examples of Type II/III Conditions used in Phase III

For the toy GMiMC depicted in Figure 4,

S =
∑
EQ

∀0≤r≤4, D(vr)=ṽr

C

≡
∑

v4+u41+u42+u43=d
v3+u30+u31+u32=d·u43

v2+u20+u21=d·(u32+u42)
v1+u10=d·(u21+u31+u41)

v0=d·(u10+u20+u30)
∀0≤r≤4, D(vr)=ṽr

[
d

v4, · · · , u43

][
d · u43

v3, · · · , u32

][
d · (u32 + u42)

v2, u20, u21

][
d · (u21 + u31 + u41)

v1, u10

]
.

Example 3. We focus on the sum:

ĈI,1 =
∑

v1+u10=d·(u21+u31+u41)
v0=d·u10+d·(u20+u30)
D(vr)=ṽr, r∈{0,1}

[
d · (u21 + u31 + u41)

v1, u10

]
.

Notice that the relation between S and ĈI,1 is

S =
∑
ÊQ1

[
d

v4, u41, u42, u43

][
d · u43

v3, u30, u31, u32

][
d · (u32 + u42)

v2, u20, u21

]
ĈI,1,

where ÊQ1 is 
v4 + u41 + u42 + u43 =d

v3 + u30 + u31 + u32 =d · u43

v2 + u20 + u21 =d · (u32 + u42)

D(vr) =ṽr, r ∈ {2, 3, 4}.

So if ĈI,1 ≡ 0 (mod p) holds for all solutions of ÊQ1, we get S ≡ 0 (mod p).
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Example 4. We study this sum:

ĈI,2 =
∑

v2+u20=(d·(u32+u42)−u21)
v0=d·u20+d·(u10+u30)
D(vr)=ṽr, r∈{0,2}

[
d · (u32 + u42)− u21

v2, u20

]
.

In this case, S can be computed as

S =
∑
u21

(d · (u32 + u42)

u21

)
·
∑
ÊQ2

(
Û2 · ĈI,2

) ,

where

Û2 =

[
d

v4, u41, u42, u43

][
d · u43

v3, u30, u31, u32

][
d · (u21 + u31 + u41)

v1, u10

]
and ÊQ2 is 

v4 + u41 + u42 + u43 =d

v3 + u30 + u31 + u32 =d · u43

v1 + u10 =d · (u21 + u31 + u41)

D(vr) =ṽr, r ∈ {1, 3, 4}.

Thus, S ≡ 0 (mod p) if ĈI,2 ≡ 0 (mod p) holds for all u21 and ÊQ2.

Example 5. Let’s focus on the sum when r = 1 and q = 2.

ĈII,1,2 =
∑

v3+u30=d·u43−u31−u32

v1+u10=d·(u21+u31+u41)
v0=d·(u10+u30)+d·u20

D(vr)=ṽr, r∈{0,1,3}

[
d · u43 − u31 − u32

v3, u30

][
d · (u21 + u31 + u41)

v1, u10

]
.

Denote ÊQ as {
v4 + u41 + u42 + u43 =d

D(vr) =ṽr, r ∈ {4}

and

C̃1 =
∑

v3+u30+u31+u32=d·u43

v2+u20+u21=d·(u32+u42)
v1+u10=d·(u21+u31+u41)

v0=d·(u10+u20+u30)
∀0≤r≤3, D(vr)=ṽr

[
d · u43

v3, · · · , u32

][
d · (u32 + u42)

v2, u20, u21

][
d · (u21 + u31 + u41)

v1, u10

]
.

One can represent S as

S =
∑
ÊQ

([
d

v4, u41, u42, u43

]
· C̃1

)
.
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Denote ÊQ
′
as {

v2 + u20 + u21 =d · (u32 + u42)

D(vr) =ṽr, r ∈ {2}
.

Then we can represent C̃1 as

C̃1 =
∑

u31,u32

(d · u43

u32

)(
d · u43 − u32

u31

)
·
∑
ÊQ

′

([
d · (u32 + u42)

v2, u20, u21

]
· ĈII,1,2

) .

Thus, if ĈII,1,2 ≡ 0 (mod p) holds for all u31, u32 and ÊQ
′
, S ≡ 0 (mod p).

Example 6. Let’s study the sum when r = 2 and q = 1.

ĈII,2,1 =
∑

v3+u30+u31=d·u43−u32

v2+u20+u21=d·(u32+u42)
v0=d·(u20+u30)+d·u10

D(vr)=ṽr, r∈{0,2,3}
u31+u21=û321

[
d · u43 − u32

v3, u30, u31

][
d · (u32 + u42)

v2, u20, u21

]
.

Under the same ÊQ and C̃1 as those in Example 5, we can represent S as

S =
∑
ÊQ

([
d

v4, u41, u42, u43

]
· C̃1

)
.

Denote ÊQ
′
as {

v1 + u10 =d · (û321 + u41)

D(vr) =ṽr, r ∈ {1}
.

Then we have

C̃1 =
∑

u32,û321

(d · u43

u32

)
·
∑
ÊQ

′

([
d · (û321 + u41)

v1, u10

]
· ĈII,2,1

) .

If ĈII,2,1 ≡ 0 (mod p) holds for all u32, û321 and ÊQ
′
, S ≡ 0 (mod p).

D Deriving Equations for Type II/III Conditions

Derive equations for ĈII,1,q ̸= 0 (mod p). Recall that

ĈII,1,q =
∑

v1+q+u1+q,0=m1

v1+u10=m2

v0=d·(u10+u1+q,0)+m3

D(vi)=ṽi, i∈{0,1,1+q}

[
m1

v1+q, u1+q,0

][
m2

v1, u10

]
.
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If Z0 doesn’t consist of Z1+q, the value u1+q,0 is always 0. Thus, ĈII,1,q becomes∑
v1+q=m1

D(v1+q)=ṽ1+q

∑
v1+u10=m2
v0=d·u10+m3

D(vi)=ṽi, i∈{0,1}

[
m2

v1, u10

]
=

∑
v1+u10=m2
v0=d·u10+m3

D(vi)=ṽi, i∈{0,1}

[
m2

v1, u10

]

when D(m1) = ṽ1+q. Note that this sum is in the form of ĈI,1, thus can be con-
verted to T1, T2, T3 and T4 under different conditions, as discussed in Sect. 3.3.
Similarly, if Z0 is not contained in Z1, we can also convert it to these Ti sums.

Let’s see what happens if the above cases don’t occur. According to
v1+q + u1+q,0 =m1

v1 + u10 =m2

v0 =d · (u10 + u1+q,0) +m3

D(vi) =ṽi, i ∈ {0, 1, 1 + q},

we have v0 = d(m1+m2)− d(v1+ v1+q)+m3. Since D(v0) = ṽ0, we obtain that

(1) when ṽ0 = 0, we get v1 + v1+q = m1 +m2 +
m3

d .
(2) when ṽ0 = p− 1,

v1+v1+q ≤ m1+m2+
m3 − (p− 1)

d
and p−1 | d(m1+m2)+m3−d(v1+v1+q).

(3) when 1 ≤ ṽ0 ≤ p− 2,

v1 + v1+q = m1 +m2 +
m3 − ṽ0

d

or

v1+v1+q ≤ m1+m2+
m3 − ṽ0 − (p− 1)

d
, p−1 | d(m1+m2)+m3−ṽ0−d(v1+v1+q).

With a similar way as shown in Sect. 3.3, we can discuss each possible values
of ṽ0, ṽ1 and ṽ1+q, respectively. Detailed results are shown in Table 2. All cases
should fulfill that p − 1 | d(m1 +m2) +m3 − d(ṽ1 + ṽ1+q) − ṽ0. We denote T5,
T6, T7 and T8 as follows, which are used in this table. Note that one can also
use Proposition 6 to 9 to derive equations for Ti ̸= 0 (mod p) when 5 ≤ i ≤ 8,
since they obey a similar form as T1 to T4.

T5 =

⌊ m1
p−1⌋∑
k2=1

(
m1

k2(p− 1)

)
, T6 =

⌊ m1
p−1⌋−1∑
k2=1

(
m1

k2(p− 1)

)
,

T7 =

⌊
m1−ṽ1+q

p−1

⌋∑
k2=0

(
m1

ṽ1+q + k2(p− 1)

)
, T8 =

⌊
m1−ṽr

p−1

⌋
−1∑

k2=0

(
m1

ṽ1+q + k2(p− 1)

)
.
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Table 2: Equivalence of ĈII,1,q ̸= 0 (mod p) used in Type III conditions

ṽ0 ṽ1 ṽ1+q Preconditions Equivalence

0 any any Covered by Type I conditions

≥ 1 0 0 Covered by Type I conditions

≥ 1 0 p− 1
dm2 +m3 − ṽ0 ≥ p− 1 T5 ̸= 0
dm2 +m3 − ṽ0 ≤ p− 2 T6 ̸= 0

≥ 1 0 [1, p− 2]
dm2 +m3 − ṽ0 ≥ p− 1 T7 ̸= 0
dm2 +m3 − ṽ0 ≤ p− 2 T8 ̸= 0

≥ 1 p− 1 0
dm1 +m3 − ṽ0 ≥ p− 1 T1 ̸= 0
dm1 +m3 − ṽ0 ≤ p− 2 T2 ̸= 0

≥ 1 p− 1 p− 1
m3 − ṽ0 ≥ p− 1 T1 ̸= 0 and T5 ̸= 0

m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≤ p− 2 † T2 ̸= 0 or T6 ̸= 0
m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≥ p− 1 T1 ̸= 0 and T5 ̸= 0

≥ 1 p− 1 [1, p− 2]
m3 − ṽ0 ≥ p− 1 T1 ̸= 0 and T7 ̸= 0

m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≤ p− 2 T2 ̸= 0 or T8 ̸= 0
m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≥ p− 1 T1 ̸= 0 and T7 ̸= 0

≥ 1 [1, p− 2] 0
dm1 +m3 − ṽ0 ≥ p− 1 T3 ̸= 0
dm1 +m3 − ṽ0 ≤ p− 2 T4 ̸= 0

≥ 1 [1, p− 2] p− 1
m3 − ṽ0 ≥ p− 1 T3 ̸= 0 and T5 ̸= 0

m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≤ p− 2 T4 ̸= 0 or T6 ̸= 0
m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≥ p− 1 T3 ̸= 0 and T5 ̸= 0

≥ 1 [1, p− 2] [1, p− 2]
m3 − ṽ0 ≥ p− 1 T3 ̸= 0 and T7 ̸= 0

m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≤ p− 2 T4 ̸= 0 or T8 ̸= 0
m3 − ṽ0 ≤ p− 2, f(m1,m2, ṽ1, ṽ1+q) ≥ p− 1 T3 ̸= 0 and T7 ̸= 0

† f(m1,m2, ṽ1, ṽ1+q) = (m1 − ṽ1+q) (mod (p− 1)) + (m2 − ṽ1) (mod (p− 1)).
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We show more details when ṽ0 = p− 1, ṽ1 = p− 1 and ṽ1+q = p− 1. From

v1 =k1(p− 1), k1 ≥ 1; v1 ≤ m2;

v1+q =k2(p− 1), k2 ≥ 1; v1+q ≤ m1;

v1 + v1+q ≤m1 +m2 +
m3 − (p− 1)

d
;

p− 1 |d(m1 +m2) +m3 − d(v1 + v1+q),

we obtain that

1 ≤ k1 ≤
⌊

m2

p− 1

⌋
, 1 ≤ k2 ≤

⌊
m1

p− 1

⌋
, k1 + k2 ≤

⌊
m1 +m2

p− 1
+

m3 − (p− 1)

d(p− 1)

⌋
.

(1) if m3 ≥ p− 1, we get k1 + k2 ≤
⌊
m1+m2

p−1

⌋
. Since⌊

m1 +m2

p− 1

⌋
≥
⌊

m1

p− 1

⌋
+

⌊
m2

p− 1

⌋
,

we can obtain that k1 + k2 ≤
⌊

m1

p−1

⌋
+
⌊

m2

p−1

⌋
. Therefore, ĈII,1,q equals

∑
1≤k1≤⌊ m2

p−1⌋

(
m2

k1(p− 1)

)
·

∑
1≤k2≤⌊ m1

p−1⌋

(
m1

k2(p− 1)

)
= T1 · T5.

To ensure ĈII,1,q ̸= 0 (mod p), we have T1 ̸= 0 (mod p) and T5 ̸= 0 (mod p).

(2) if m3 ≤ p− 2, we get k1 + k2 ≤
⌊
m1+m2

p−1

⌋
− 1. Notice that⌊

m1

p− 1

⌋
+

⌊
m2

p− 1

⌋
− 1 ≤

⌊
m1 +m2

p− 1

⌋
− 1 ≤

⌊
m1

p− 1

⌋
+

⌊
m2

p− 1

⌋
.

(2.1) when m1 (mod (p− 1)) +m2 (mod (p− 1)) ≤ p− 2, we get⌊
m1

p− 1

⌋
+

⌊
m2

p− 1

⌋
− 1 =

⌊
m1 +m2

p− 1

⌋
− 1.

Thus, k1 + k2 ≤
⌊

m1

p−1

⌋
+
⌊

m2

p−1

⌋
− 1. In this case, ĈII,1,q equals

∑
1≤k1≤⌊ m2

p−1⌋
1≤k2≤⌊ m1

p−1⌋
k1+k2≤⌊ m1

p−1⌋+⌊ m2
p−1⌋−1

(
m2

k1(p− 1)

)(
m1

k2(p− 1)

)
.

It can be represented as (T2 + CA)(T6 + CB)− CACB , where

CA =

(
m2⌊

m2

p−1

⌋
(p− 1)

)
, CB =

(
m1⌊

m1

p−1

⌋
(p− 1)

)
.
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If T2 ≡ 0 (mod p) and T6 ≡ 0 (mod p), we get ĈII,1,q ≡ 0 (mod p). Due
to the principle of constructing the condition set BQ, we require that at
least one of T2 ̸= 0 (mod p) and T6 ̸= 0 (mod p) hold.

(2.2) when m1 (mod (p− 1)) +m2 (mod (p− 1)) ≥ p− 1, we get⌊
m1

p− 1

⌋
+

⌊
m2

p− 1

⌋
=

⌊
m1 +m2

p− 1

⌋
− 1.

Thus, k1 + k2 ≤
⌊

m1

p−1

⌋
+
⌊

m2

p−1

⌋
. Hence, it equals T1 · T5. So we require

that T1 ̸= 0 (mod p) and T5 ̸= 0 (mod p).

Derive equations for ĈII,r,q ̸= 0 (mod p). In real applications, expressions
of Zr and Zr+q are various, which make the discussion here more complicated.
Without loss of generality, we denote

Zr = (Wr + δr · Z0 + Za1 + Za2 + · · ·+ Zajr
)d

and

Zr+q = (Wr+q + δr+q · Z0 + Zb1 + Zb2 + · · ·+ Zbjr+q
)d,

where δr and δr+q are defined as:

δr =

{
1, if Z0 is contained in Zr

0, otherwise
, δr+q =

{
1, if Z0 is contained in Zr+q

0, otherwise
.

Denote J as {a1, a2, · · · , ajr}
⋂
{b1, b2, · · · , bjr+q

}, and denote its length as |J |.

(1) when δr = 1 and δr+q = 1:

(1.1) when |J | = 0, the sum ĈII,r,q can be represented as

∑
ẼQ

[
m1 − (ur+q,b1 + · · ·+ ur+q,bjr+q

)

vr+q, ur+q,0

][
m2 − (ur,a1

+ · · ·+ ur,ajr
)

vr, ur,0

]
,

where ẼQ is
vr+q + ur+q,0 =m1 − (ur+q,b1 + · · ·+ ur+q,bjr+q

)

vr + ur,0 =m2 − (ur,a1 + · · ·+ ur,ajr
)

v0 =d · (ur+q,0 + ur,0) +m3

D(vi) =ṽi, i ∈ {0, r, r + q}.

In this case, the sum is in a similar form as ĈII,1,q. Thus, we can follow
Table 2 to get corresponding conditions.
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(1.2) when |J | = 1, assume that a1 = b1 = a. Then we can represent ĈII,r,q as

∑
ẼQ

[
m1 − (ur+q,b2 + · · ·+ ur+q,bjr+q

)

vr+q, ur+q,0, ur+q,a

][
m2 − (ur,a2 + · · ·+ ur,ajr

)

vr, ur,0, ur,a

]
,

where ẼQ is

vr+q + ur+q,0 + ur+q,a =m1 − (ur+q,b2 + · · ·+ ur+q,bjr+q
)

vr + ur,0 + ur,a =m2 − (ur,a2
+ · · ·+ ur,ajr

)

v0 =d · (ur+q,0 + ur,0) +m3

D(vi) =ṽi, i ∈ {0, r, r + q}
ur+q,a + ur,a =ûr+q,r,a.

We consider two different cases here. The first one is checking each sum
under every possible values of ur+q and ur, and the second one is checking
that under every possible vr+q and vr. For the first case, under each ur+q

and ur, we get

∑
ẼQ

′

[
m1 − (ur+q,b2 + · · ·+ ur+q,bjr+q

)− ur+q,a

vr+q, ur+q,0

][
m2 − (ur,a2 + · · ·+ ur,ajr

)− ur,a

vr, ur,0

]
,

where ẼQ
′
is

vr+q + ur+q,0 =m1 − (ur+q,b2 + · · ·+ ur+q,bjr+q
)− ur+q,a

vr + ur,0 =m2 − (ur,a2
+ · · ·+ ur,ajr

)− ur,a

v0 =d · (ur+q,0 + ur,0) +m3

D(vi) =ṽi, i ∈ {0, r, r + q}.

This is in a similar form with ĈII,1,q. For the second case, under each
vr+q and vr, we have

∑
ẼQ

′

[
m1 − (ur+q,b2 + · · ·+ ur+q,bjr+q

)− vr+q

ur+q,0, ur+q,a

][
m2 − (ur,a2

+ · · ·+ ur,ajr
)− vr

ur,0, ur,a

]
,

where ẼQ
′
is

ur+q,0 + ur+q,a =m1 − (ur+q,b2 + · · ·+ ur+q,bjr+q
)− vr+q

ur,0 + ur,a =m2 − (ur,a2 + · · ·+ ur,ajr
)− vr

v0 =d · (ur+q,0 + ur,0) +m3

D(vi) =ṽi, i ∈ {0}
ur+q,a + ur,a =ûr+q,r,a.
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Denote

m′
1 = m1−(ur+q,b2+· · ·+ur+q,bjr+q

)−vr+q, m
′
2 = m2−(ur,a2

+· · ·+ur,ajr
)−vr.

We can represent above sum as∑
D(d(m′

1+m′
2)+m3−d·ûr+q,r,a)=ṽ0

∑
ur+q,0+ur+q,a=m′

1

ur,0+ur,a=m′
2

ur+q,a+ur,a=ûr+q,r,a

(
m′

1

ur+q,a

)(
m′

2

ur,a

)
.

With Vandermonde’s Convolution Formula, it equals∑
D(d(m′

1+m′
2)+m3−d·ûr+q,r,a)=ṽ0

(
m′

1 +m′
2

ûr+q,r,a

)
.

One can then use Lucas Theorem to deduce its conditions.
(1.3) when |J | ≥ 2, we consider every subset of J with size 1. For each subset,

we can follow the way shown in (1.2) to derive conditions. Besides, we
consider two other cases. The first one is checking each sum under every
possible ur+q,0 and ur,0, which is discussed in (2) shown below. The
second case is checking each sum under every possible vr+q and vr. In
this case, we will finally reach a sum which has a similar form with the
last case in (1.2), and conditions can be derived with Lucas Theorem.

(2) when δr = 0 or δr+q = 0, ur+q,0 or ur,0 will always be 0, thus be fixed values.
In this case, we can finally reach a sum which can be determined by Lucas
Theorem. We take J = {a, b}, δr = 0 = δr+q as an example, and assume that

a1 = b1 = a, a2 = b2 = b. In this case, the sum ĈII,r,q can be represented as∑
ẼQ

[
m′

1

ur+q,a, ur+q,b

][
m′

2

ur,a, ur,b

]
,

where ẼQ is 
ur+q,a + ur+q,b =m′

1

ur,a + ur,b =m′
2

ur+q,a + ur,a =ûr+q,r,a

ur+q,b + ur,b =ûr+q,r,b.

and

m′
1 = m1−(ur+q,b3+· · ·+ur+q,bjr+q

)−vr+q, m
′
2 = m2−(ur,a1

+· · ·+ur,ajr
)−vr.

Under the conditions ûr+q,r,a ≥ m′
1, ûr+q,r,a ≥ m′

2, ûr+q,r,b ≥ m′
1 and

ûr+q,r,b ≥ m′
2, the above sum equals[

m′
1 +m′

2

ûr+q,r,a, ûr+q,r,a

]
.

One can then use Lucas Theorem to derive conditions.
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E Proofs of Propositions Claimed in Section 3.3

To show their proofs, we need to introduce the following two lemmas.

Lemma 4 For any m ≤ pL+1 − 1 where L ≥ 1 and p ≥ 3, we have

⌊ m
p−1⌋∑
k=1

(
m

k(p− 1)

)
≡

L+1∑
δ=1

(
t

δ(p− 1)

)
(mod p).

Here,
m = m̂L · pL + m̂L−1 · pL−1 + · · ·+ m̂1 · p+ m̂0

and t =
∑L

j=0 m̂j, as defined in Proposition 6.

Proof. Since m ≤ pL+1 − 1, we can get⌊
m

p− 1

⌋
≤ pL + pL−1 + · · ·+ p+ 1.

Therefore, the left part can be represented as

⌊ m
p−1⌋∑
k=1

(
m

k(p− 1)

)
=

pL+···+p+1∑
k=1

(
m

k(p− 1)

)
−

pL+···+p+1∑
k=⌊ m

p−1⌋+1

(
m

k(p− 1)

)
.

When k ≥
⌊

m
p−1

⌋
+ 1, we have k(p− 1) ≥

⌊
m

p−1

⌋
(p− 1) + (p− 1) > m. Hence,

pL+···+p+1∑
k=⌊ m

p−1⌋+1

(
m

k(p− 1)

)
= 0.

When 1 ≤ k ≤ pL + pL−1 + · · ·+ p+ 1, we can obtain that

p− 1 ≤ k(p− 1) ≤ (p− 1) · pL + (p− 1) · pL−1 + · · ·+ (p− 1).

Therefore, k(p− 1) can be represented as k̂L · pL+ k̂L−1 · pL−1+ · · ·+ k̂1 · p+ k̂0,

where each k̂j ∈ Fp for 1 ≤ j ≤ L, and{
k̂0 = p− 1, if k̂L = k̂L−1 = · · · = k̂1 = 0;

k̂0 ∈ Fp, otherwise.

Meanwhile, since p− 1 | k(p− 1) and

k̂L · pL + k̂L−1 · pL−1 + · · ·+ k̂1 · p+ k̂0

=
(
k̂L · (pL − 1) + · · ·+ k̂1 · (p− 1)

)
+ k̂L + k̂L−1 + · · ·+ k̂0,
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we can get p−1 | k̂L+k̂L−1+· · ·+k̂0. In other words, k̂L+k̂L−1+· · ·+k̂0 = δ(p−1)

with 1 ≤ δ ≤ L+ 1 considering the range of each k̂j .
Hence, we can divide 1 ≤ k ≤ pL + · · ·+ p+ 1 into (L+ 1) sets according to

different values of the sum k̂L + k̂L−1 + · · ·+ k̂0. Therefore,

pL+···+p+1∑
k=1

(
m

k(p− 1)

)

≡
L+1∑
δ=1

∑
k̂L+k̂L−1+···+k̂0=δ(p−1)

(
m̂L · pL + m̂L−1 · pL−1 + · · ·+ m̂1 · p+ m̂0

k̂L · pL + k̂L−1 · pL−1 + · · ·+ k̂1 · p+ k̂0

)

≡
L+1∑
δ=1

∑
k̂L+k̂L−1+···+k̂0=δ(p−1)

L∏
j=0

(
m̂j

k̂j

)
due to Lucas Theorem

≡
L+1∑
δ=1

(
m̂L + m̂L−1 + · · ·+ m̂1 + m̂0

δ(p− 1)

)
,

which then equals
∑L+1

δ=1

(
t

δ(p−1)

)
. The last equality comes from Vandermonde’s

Convolution Formula. ⊓⊔

Lemma 5 For any 1 ≤ ṽ ≤ p − 2 and m ≤ pL+1 − 1 where L ≥ 1 and p ≥ 3,
we have

⌊m−ṽ
p−1 ⌋∑
k=0

(
m

ṽ + k(p− 1)

)
≡

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
(mod p).

Here, t follows the same definition as Proposition 6.

Proof. The left part can be represented as

⌊m−ṽ
p−1 ⌋∑
k=0

(
m

ṽ + k(p− 1)

)
=

pL+···+p+1∑
k=0

(
m

ṽ + k(p− 1)

)
−

pL+···+p+1∑
k=⌊m−ṽ

p−1 ⌋+1

(
m

ṽ + k(p− 1)

)
.

Let m− ṽ = α(p− 1) + β, where β ≤ p− 2. Then m = (p− 1)α+ ṽ + β. When

k ≥
⌊
m−ṽ
p−1

⌋
+ 1, we have

k(p− 1) + ṽ ≥ α(p− 1) + (p− 1) + ṽ > α(p− 1) + β + ṽ = m.

Hence, the second term is always 0. When 0 ≤ k ≤ pL + · · · + p + 1, we get
k(p− 1) + ṽ ≥ ṽ and

k(p− 1) + ṽ ≤ m ≤ pL+1 − 1 = (p− 1)pL + · · ·+ (p− 1)p+ (p− 1).

In other words, we can represent k(p− 1) + ṽ as

k(p− 1) + ṽ = k̂L · pL + k̂L−1 · pL−1 + · · ·+ k̂1 · p+ k̂0,
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where k̂j ∈ Fp for 1 ≤ j ≤ L and{
k̂0 = ṽ, if k̂L = k̂L−1 = · · · = k̂1 = 0;

k̂0 ∈ Fp, otherwise.

Thus, k(p−1) = k̂L ·pL+ k̂L−1 ·pL−1+ · · ·+ k̂1 ·p+(k̂0− ṽ). Since p−1 | k(p−1),

we can obtain that p − 1 | k̂L + k̂L−1 + · · · + k̂1 + (k̂0 − ṽ). In other words,

k̂L + k̂L−1 + · · ·+ k̂1 + (k̂0 − ṽ) = δ(p− 1) with 0 ≤ δ ≤ L. Hence,

pL+···+p+1∑
k=0

(
m

ṽ + k(p− 1)

)

≡
L∑

δ=0

∑
k̂L+k̂L−1+···+k̂1+(k̂0−ṽ)=δ(p−1)

(
m̂L · pL + m̂L−1 · pL−1 + · · ·+ m̂1 · p+ m̂0

k̂L · pL + k̂L−1 · pL−1 + · · ·+ k̂1 · p+ k̂0

)

≡
L∑

δ=0

∑
k̂L+k̂L−1+···+k̂1+(k̂0−ṽ)=δ(p−1)

L∏
j=0

(
m̂j

k̂j

)

≡
L∑

δ=0

(
m̂L + m̂L−1 + · · ·+ m̂1 + m̂0

δ(p− 1) + ṽ

)
,

which equals
∑L

δ=0

(
t

δ(p−1)+ṽ

)
since t = m̂L + m̂L−1 + · · ·+ m̂1 + m̂0. ⊓⊔

Proposition 10. (Rephrase of Proposition 6) For any m ≤ pL+1 − 1 where
L ≥ 1 and p ≥ 3, if m ≥ p− 1 and L ≤ p− 1, one can obtain that

⌊ m
p−1⌋∑
k=1

(
m

k(p− 1)

)
̸= 0 (mod p)

if and only if (⌊
t

p

⌋
+ (t mod p)

)
mod p = p− 1,

Here, t follows the same definition as Proposition 6.

Proof. Due to Lemma 4,

⌊ m
p−1⌋∑
k=1

(
m

k(p− 1)

)
̸= 0 (mod p)

is equivalent to
L+1∑
δ=1

(
t

δ(p− 1)

)
̸= 0 (mod p).
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Since L ≤ p− 1, we know that δ ≤ L+ 1 ≤ p. Then δ(p− 1) can be represented
in base p form: (δ−1)p+(p− δ), where 0 ≤ δ−1 ≤ L and p−L ≤ p− δ ≤ p−1.
According to Lucas Theorem depicted in Lemma 2, the left part equals

L+1∑
δ=1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p− δ

)
=

p∑
δ=1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p− δ

)
−

p∑
δ=L+2

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p− δ

)
.

When δ ≥ L+ 2, we have δ − 1 ≥ L+ 1. Meanwhile, since t ≤ (L+ 1)(p− 1) =

Lp + (p − 1) − L where L ≤ p − 1, the maximal value of
⌊

t
p

⌋
is L. Thus, the

binomial coefficient
(⌊ t

p⌋
δ−1

)
is always 0 when δ ≥ L+ 2. This leads to

L+1∑
δ=1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p− δ

)
=

p∑
δ=1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p− δ

)
− 0 =

(⌊ t
p

⌋
+ (t mod p)

p− 1

)
.

Due to Lucas Theorem, only when(⌊
t

p

⌋
+ (t mod p)

)
mod p = p− 1,

the above binomial coefficient is not 0 mod p. ⊓⊔
Proposition 11. (Rephrase of Proposition 7) For any m ≤ pL+1 − 1 where
L ≥ 1 and p ≥ 3, if m ≥ p− 1 and L ≤ p− 1, one can obtain that

⌊ m
p−1⌋−1∑
k=1

(
m

k(p− 1)

)
̸= 0 (mod p)

if and only if one of following conditions holds:

(1) when
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p− 1, m̂0 < (t mod (p− 1)).

(2) when
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p − 1, (t mod (p− 1)) /∈ {m̂0, 0}, and

m̂0 ≥ max{(t mod (p− 1)) , 2}.
(3) when

(⌊
t
p

⌋
+ (t mod p)

)
mod p ≤ p− 2, m̂0 ≥ (t mod (p− 1)).

Here, t follows the same definition as Proposition 6.

Proof. According to the proof of Proposition 10, we can obtain that

⌊ m
p−1⌋∑
k=1

(
m

k(p− 1)

)
≡
(⌊ t

p

⌋
+ (t mod p)

p− 1

)
(mod p).

Hence,

⌊ m
p−1⌋−1∑
k=1

(
m

k(p− 1)

)
≡
⌊ m

p−1⌋∑
k=1

(
m

k(p− 1)

)
−
(

m⌊
m

p−1

⌋
(p− 1)

)
(mod p)

≡
(⌊ t

p

⌋
+ (t mod p)

p− 1

)
−
(

m⌊
m

p−1

⌋
(p− 1)

)
(mod p).
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Therefore,
⌊ m

p−1⌋−1∑
k=1

(
m

k(p− 1)

)
̸= 0 (mod p)

is equivalent with(⌊ t
p

⌋
+ (t mod p)

p− 1

)
̸=
(

m⌊
m

p−1

⌋
(p− 1)

)
(mod p).

The left binomial coefficient is 1 when
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p − 1, and

it equals 0 if
(⌊

t
p

⌋
+ (t mod p)

)
mod p ≤ p − 2. While for the right binomial

coefficient, let’s first check the term
⌊

m
p−1

⌋
(p− 1). Recall that

m = m̂L · pL + m̂L−1 · pL−1 + · · ·+ m̂1 · p+ m̂0

and⌊
m

p− 1

⌋
= m̂L · (pL−1 + · · ·+ p+ 1)+m̂L−1 · (pL−2 + · · ·+ p+ 1) + · · ·+ m̂1

+

⌊
m̂L + m̂L−1 + · · ·+ m̂0

p− 1

⌋
.

Thus,⌊
m

p− 1

⌋
(p− 1) =m̂L(p

L − 1) + m̂L−1(p
L−1 − 1) + · · ·+ m̂1(p− 1) +

⌊
t

p− 1

⌋
(p− 1)

=m̂L · pL + · · ·+ m̂1 · p+
(
m̂0 − t+

⌊
t

p− 1

⌋
(p− 1)

)
=m̂L · pL + · · ·+ m̂1 · p+ (m̂0 − (t mod (p− 1))) .

If m̂0 ≥ (t mod (p− 1)), we obtain that(
m⌊

m
p−1

⌋
(p− 1)

)
≡
(

m̂0

m̂0 − (t mod (p− 1))

)
.

If m̂0 < (t mod (p− 1)), there is at least one m̂j ≥ 1 where 1 ≤ j ≤ L, since in
this case m̂0 ̸= p − 1. Without loss of generality, we assume that there is only
one m̂j ≥ 1. In this case,(

m⌊
m

p−1

⌋
(p− 1)

)
≡
(

m̂j

m̂j − 1

)(
m̂0

p+ m̂0 − (t mod (p− 1))

)
.

Notice that 2 + m̂0 ≤ p+ m̂0 − (t mod (p− 1)) ≤ p− 1. Thus,(
m̂0

p+ m̂0 − (t mod (p− 1))

)
= 0
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will always hold.

Now, we can discuss each case one-by-one.

(1) when
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p − 1 and m̂0 < (t mod (p− 1)), the left

binomial coefficient equals 1 while the right one is 0, thus the target sum

⌊ m
p−1⌋−1∑
k=1

(
m

k(p− 1)

)
̸= 0 (mod p).

(2) when
(⌊

t
p

⌋
+ (t mod p)

)
mod p = p−1 and m̂0 ≥ (t mod (p− 1)), the target

sum equals

1−
(

m̂0

m̂0 − (t mod (p− 1))

)
.

When m̂0 ≤ 1, it equals 0. When m̂0 ≥ 2, if (t mod (p− 1)) ∈ {0, m̂0}, it is 0;
otherwise, it is not. In other words, only when m̂0 ≥ 2 and (t mod (p− 1)) /∈
{0, m̂0}, the target sum is not 0.

(3) when
(⌊

t
p

⌋
+ (t mod p)

)
mod p ≤ p− 2, the left binomial coefficient is 0. So

only if m̂0 ≥ (t mod (p− 1)), the target sum is not 0. ⊓⊔

Proposition 12. (Rephrase of Proposition 8) For any 1 ≤ ṽ ≤ p− 2 and m ≤
pL+1 − 1 where L ≥ 1 and p ≥ 3, if m ≥ p− 1 and L ≤ p− 1,

⌊m−ṽ
p−1 ⌋∑
k=0

(
m

ṽ + k(p− 1)

)
̸= 0 (mod p)

if and only if one of the following conditions holds:

(1) when L ≤ ṽ,
(⌊

t
p

⌋
+ (t mod p)

)
mod p ≥ ṽ.

(2) when L ≥ ṽ + 1 and

⌊
⌊ t

p⌋+(t mod p)

p

⌋
= 0,

(⌊
t

p

⌋
+ (t mod p)

)
mod p ≥ ṽ.

(3) when L ≥ ṽ + 1 and

⌊
⌊ t

p⌋+(t mod p)

p

⌋
= 1,

((⌊
t

p

⌋
+ (t mod p)

)
mod p

)
+ 1 ≥ ṽ.

Here, t follows the same definition as Proposition 6.
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Proof. Due to Lemma 5,

⌊m−ṽ
p−1 ⌋∑
k=0

(
m

ṽ + k(p− 1)

)
̸= 0 (mod p)

is equivalent to
L∑

δ=0

(
t

ṽ + δ(p− 1)

)
̸= 0 (mod p).

(1) Let’s first focus on the case when L ≤ ṽ.
Since ṽ − δ ≥ ṽ − L ≥ 0 and ṽ − δ ≤ ṽ ≤ p− 2,

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
=

L∑
δ=0

(
t

δp+ (ṽ − δ)

)
=

L∑
δ=0

(⌊ t
p

⌋
δ

)(
t mod p

ṽ − δ

)
according to Lucas Theorem. Thus,

L∑
δ=0

(⌊ t
p

⌋
δ

)(
t mod p

ṽ − δ

)
=

ṽ∑
δ=0

(⌊ t
p

⌋
δ

)(
t mod p

ṽ − δ

)
−

ṽ∑
δ=L+1

(⌊ t
p

⌋
δ

)(
t mod p

ṽ − δ

)

=

(⌊ t
p

⌋
+ (t mod p)

ṽ

)
−

ṽ∑
δ=L+1

(⌊ t
p

⌋
δ

)(
t mod p

ṽ − δ

)
.

When δ ≥ L+1, to ensure that the second term in above not be 0, we have

to require that
⌊

t
p

⌋
≥ L+1. However, the maximal value of t is (L+1)(p−1),

which leads to
⌊

t
p

⌋
≤ L. Hence, the second term in the above is always 0.

In this case, the target sum equals(⌊ t
p

⌋
+ (t mod p)

ṽ

)
,

which is not 0 mod p if and only if
(⌊

t
p

⌋
+ (t mod p)

)
mod p ≥ ṽ.

(2) Now, we check the case when L ≥ ṽ + 1.

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
=

ṽ∑
δ=0

(
t

ṽ + δ(p− 1)

)
+

L∑
δ=ṽ+1

(
t

ṽ + δ(p− 1)

)

=

ṽ∑
δ=0

(
t

δp+ (ṽ − δ)

)
+

L∑
δ=ṽ+1

(
t

ṽ + δ(p− 1)

)

=

ṽ∑
δ=0

(⌊ t
p

⌋
δ

)(
t mod p

ṽ − δ

)
+

L∑
δ=ṽ+1

(
t

ṽ + δ(p− 1)

)

=

(⌊ t
p

⌋
+ (t mod p)

ṽ

)
+

L∑
δ=ṽ+1

(
t

ṽ + δ(p− 1)

)
.
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For the second term in the above sum, we can represent it as

L∑
δ=ṽ+1

(
t

ṽ + δ(p− 1)

)
=

L∑
δ=ṽ+1

(
t

(δ − 1)p+ (p+ ṽ − δ)

)
,

where ṽ ≤ δ − 1 ≤ L− 1 ≤ p− 2 and

p+ ṽ − δ ≤p+ ṽ − (ṽ + 1) = p− 1,

p+ ṽ − δ ≥p+ ṽ − L ≥ p+ 1− L ≥ p+ 1− (p− 1) = 2.

Thus, one can use Lucas Theorem and get

L∑
δ=ṽ+1

(
t

ṽ + δ(p− 1)

)
=

L∑
δ=ṽ+1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p+ ṽ − δ

)
,

which then equals

p+ṽ∑
δ=1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p+ ṽ − δ

)
−

ṽ∑
δ=1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p+ ṽ − δ

)
−

p+ṽ∑
δ=L+1

( ⌊ t
p

⌋
δ − 1

)(
t mod p

p+ ṽ − δ

)
.

The first term in the above expression is(⌊ t
p

⌋
+ (t mod p)

p− 1 + ṽ

)
.

When δ ≤ ṽ, we get p+ ṽ − δ ≥ p, thus the second term is always 0.

When δ ≥ L+1, to ensure
(⌊ t

p⌋
δ−1

)
̸= 0, we have

⌊
t
p

⌋
≥ δ− 1 ≥ L. Recall that

the maximal value of t is (L+1)(p−1), which equals Lp+(p−1−L). Thus, we

only need to consider the case when
⌊

t
p

⌋
= L. In this case, t mod p ≤ p−1−L.

Since p+ ṽ− δ = p+ ṽ−L ≥ p+1−L, we get
(
t mod p
p+ṽ−δ

)
= 0, which indicates

that the third term is always 0. Therefore, when L ≥ ṽ + 1,

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
=

(⌊ t
p

⌋
+ (t mod p)

ṽ

)
+

(⌊ t
p

⌋
+ (t mod p)

p− 1 + ṽ

)

=

(⌊ t
p

⌋
+ (t mod p)

ṽ

)
+

(⌊⌊ t
p⌋+(t mod p)

p

⌋
1

)((⌊ t
p

⌋
+ (t mod p)

)
mod p

ṽ − 1

)
.

(2.1) when

⌊
⌊ t

p⌋+(t mod p)

p

⌋
= 0, we have

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
=

(⌊ t
p

⌋
+ (t mod p)

ṽ

)
.
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Hence, if and only if(⌊
t

p

⌋
+ (t mod p)

)
mod p ≥ ṽ,

one can see the target sum is not 0.

(2.2) when

⌊
⌊ t

p⌋+(t mod p)

p

⌋
= 1, we have

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
=

((⌊ t
p

⌋
+ (t mod p)

)
mod p+ 1

ṽ

)
.

Thus, under the condition(⌊
t

p

⌋
+ (t mod p)

)
mod p+ 1 ≥ ṽ,

the target sum is not 0. ⊓⊔

Proposition 13. (Rephrase of Proposition 9) For any 1 ≤ ṽ ≤ p− 2 and m ≤
pL+1 − 1 where L ≥ 1 and p ≥ 3, m ≥ p− 1 and L ≤ p− 1, to require

⌊m−ṽ
p−1 ⌋−1∑
k=0

(
m

ṽ + k(p− 1)

)
̸= 0 (mod p),

we add following conditions to the condition set BQ:

(1) (B3 ∨B4 ∨B5 ∨B6) ∧B9

(2) (B1 ∨B2 ∨B7) ∧B8

(3) (B1 ∨B2) ∧B9 ∧ (B10 ∨B11) ∧ (B17 ∨B18)
(4) (B1 ∨B2) ∧B9 ∧ (B12 ∨B13) ∧ (B14 ∨B15 ∨B16)
(5) (B1 ∨B2) ∧B9 ∧ (B12 ∨B13) ∧ (B17 ∨B18) ∧ {m̂0 ̸= (t̂ mod p)}
(6) B7 ∧B9 ∧ (B19 ∨B20) ∧ (B17 ∨B18)
(7) B7 ∧B9 ∧ (B21 ∨B22) ∧ (B14 ∨B15 ∨B16)
(8) B7 ∧B9 ∧ (B21 ∨B22) ∧ (B17 ∨B18) ∨ {m̂0 ̸= (t̂ mod p+ 1)},

where conditions Bi are depicted in Table 3, t̂ =
⌊

t
p

⌋
+ (t mod p), and t follows

the same definition as Proposition 6.

Proof. We only need to show what we claimed in Table 3 is correct.
Due to Lemma 5, we have

⌊m−ṽ
p−1 ⌋−1∑
k=0

(
m

ṽ + k(p− 1)

)
=

⌊m−ṽ
p−1 ⌋∑
k=0

(
m

ṽ + k(p− 1)

)
−
(

m

ṽ +
⌊
m−ṽ
p−1

⌋
(p− 1)

)

=

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
−
(

m

ṽ +
⌊
m−ṽ
p−1

⌋
(p− 1)

)
.
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Table 3: Condition Bi used in Proposition 9 (13)

Detailed Conditions Under Bi, we obtain

B1 L ≤ ṽ, t̂ mod p ≥ ṽ
CLeft =

(
t̂ mod p

ṽ

)
B2 L ≥ ṽ + 1,

⌊
t̂
p

⌋
= 0, t̂ mod p ≥ ṽ

B3 L ≤ ṽ, t̂ mod p ≤ ṽ − 1

CLeft = 0B4 L ≥ ṽ + 1,
⌊

t̂
p

⌋
= 0, t̂ mod p ≤ ṽ − 1

B5 L ≥ ṽ + 1,
⌊

t̂
p

⌋
= 1, t̂ mod p ≤ ṽ − 2

B6 L ≥ ṽ + 1,
⌊

t̂
p

⌋
= 1, t̂ mod p = p− 1

B7 L ≥ ṽ + 1,
⌊

t̂
p

⌋
= 1, ṽ − 1 ≤ t̂ mod p ≤ p− 2 CLeft =

(
t̂ mod p+1

ṽ

)
B8 m̂0 < ((t− ṽ) mod (p− 1)) CRight = 0

B9 m̂0 ≥ ((t− ṽ) mod (p− 1)) CRight =
(

m̂0
(t−ṽ) mod (p−1)

)
B10 t̂ mod p = 1, t̂ mod p ≥ ṽ (

t̂ mod p
ṽ

)
= 1

B11 t̂ mod p ≥ 2, t̂ mod p = ṽ

B12 t̂ mod p ≥ 2, ṽ = 1 (
t̂ mod p

ṽ

)
= t̂ mod p

B13 t̂ mod p ≥ 2, ṽ = t̂ mod p− 1

B14 m̂0 ≥ ((t− ṽ) mod (p− 1)), m̂0 ≤ 1 (
m̂0

(t−ṽ) mod (p−1)

)
= 1B15 m̂0 ≥ 2, (t− ṽ) mod (p− 1) = 0

B16 m̂0 ≥ 2, (t− ṽ) mod (p− 1) = m̂0

B17 m̂0 ≥ 2, (t− ṽ) mod (p− 1) = 1 (
m̂0

(t−ṽ) mod (p−1)

)
= m̂0

B18 m̂0 ≥ 2, (t− ṽ) mod (p− 1) = m̂0 − 1

B19 t̂ mod p = 0, t̂ mod p+ 1 ≥ v̂ (
t̂ mod p+1

ṽ

)
= 1

B20 t̂ mod p ≥ 1, t̂ mod p+ 1 = ṽ

B21 t̂ mod p ≥ 1, ṽ = 1 (
t̂ mod p+1

ṽ

)
= t̂ mod p+ 1

B22 t̂ mod p ≥ 1, t̂ mod p = ṽ
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Hence, it’s equivalent to check under what condition

L∑
δ=0

(
t

ṽ + δ(p− 1)

)
̸=
(

m

ṽ +
⌊
m−ṽ
p−1

⌋
(p− 1)

)
(mod p).

From the proof of Proposition 12, we can derive following results:

– if B1 or B2 holds, the left term will be
(
t̂ mod p

ṽ

)
;

– if B3 or B4 or B5 or B6 holds, the left term is 0;

– if B7 holds, the left term equals
(
t̂ mod p+1

ṽ

)
.

For the right term, we denote m− ṽ = α1(p− 1)+α2 with α2 ≤ p− 2. Thus,⌊
m− ṽ

p− 1

⌋
(p− 1) + ṽ = α1(p− 1) + ṽ = m− α2.

In this case, we obtain that(
m

ṽ +
⌊
m−ṽ
p−1

⌋
(p− 1)

)
=

(
m

m− α2

)
=

(
m

α2

)
Notice that α2 = (m− ṽ) mod (p− 1), and (t− ṽ) ≡ (m− ṽ) mod (p− 1). Hence,
α2 ≡ (t− ṽ) mod (p− 1). Since m mod p = m̂0, we obtain that the right term is(

m̂0

(t− ṽ) mod (p− 1)

)
.

In other words, if B8 holds, it equals 0; if B9 holds, it’s a non-zero value.
It’s easy to check that if only the left term or the right term equals 0, we

can reach the conclusion that the target sum is not 0 mod p. When both terms
are non-zero values, we cannot derive equivalent conditions, but we still can give
some special cases here, which are B10 to B22 in Table 3. All these cases can be
verified easily. ⊓⊔

F Find Integral Distinguishers for HADES Design

In this subsection, we show that the Computation-Traceback-Determine frame-
work proposed in Sect. 3.2 can also apply to HADES structure.

HADES [19] is a new strategy in designing symmetric primitives proposed
by Grassi et al. in EUROCRYPT 2020. Its full structure is shown in Figure 9.
Each round function consists of three parts: Add Round Key ARK(·), SubWords
S(·) and MixLayer M(·). The last M(·) can be omitted and there is one extra
ARK(·) in the end. Compared with SPN structure, crucial property of HADES
is that each round adopts different number of S-Boxes. Specifically, the first R1

and last R3 rounds use full S-Box layers, while the middle R2 rounds only use
one S-Box.
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Fig. 9: Structure of HADES [19] (the final matrix multiplication can be omitted).

HadesMiMC is a keyed permutation obtained by applying HADES to the
cipher SHARK [30]. It has n inputs with each lies in Fp, where p is a prime
larger than 8. Non-linear S-Box adopts the power mapping S(x) = xd mod p.
The power d ≥ 3 is required to be the smallest integer s.t. gcd(p−1, d) = 1. The
Mixlayer is defined by a multiplication with fixed n× n MDS matrix satisfying
some conditions [19,21]. Since our method can deal with any n×n matrix whose
elements are all non-zeros and lies in Fp, details of these conditions and the way
to construct such matrix are omitted.

Assume that we aim to find distinguishers covering (R1 + R2 + R3) rounds
for HADES with n blocks. Let (x1, x2, · · · , xs) denote the s inputs traversed,
while the others are random constants Is+1, Is+2, · · · , In. Denote the master key
as (rk01, rk02, · · · , rk0n). For 1 ≤ w ≤ s, we introduce Ww = xw + rk0w.

Phase I Computation. Let VR1j be the j-th output after the first R1 full

rounds. Denote S as the set {H⃗ = (b, e1, e2, · · · , es) | b +
∑s

w=1 ew = dR1−1},
and its size is L. We use H⃗i = (bi, ei1, ei2, · · · , eis) to denote the i-th value in S.
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In Appendix F.1, we proved that algebraic form of each VR1j is equivalent to

F1j =

L∑
i=1

X1ji

s∏
w=1

W d·eiw
w

if dR1−1 ≤ p − 1, where X1ji are random constants. In other words, they are
composed of same set of monomials. One can refer to Definition 1 for a clear
understanding. In practice, one can adopt SageMath to obtain the exact algebraic
representation of F1j .

Denote Zrj as the j-th output after r partial rounds, where 1 ≤ r ≤ R2. In
Appendix F.2, we can obtain that

Zrj =

{
Yrj0F

d
11 + F(r+1)j , when r = 1;

Yrj(r−1)Z
d
(r−1)1 + · · ·+ Yrj1Z

d
11 + Yrj0F

d
11 + F(r+1)j , when 2 ≤ r ≤ R2.

Here, Xrji, Yrj∗ involved are unknown constants. All Frj obey the same form:

Frj =

L∑
i=1

Xrji

s∏
w=1

W d·eiw
w .

For next R3 full rounds, when dR3 ≤ p − 1, the algebraic form of the j-th
output UR3j after (R1 +R2 +R3) rounds is equivalent to the union of all Zm′

R21

where m′ ≤ dR3 . In other words, only when the monomial
∏s

w=1 x
p−1
w doesn’t

contained in any of Zm′

R21
, one can ensure that it is not composed of UR3j . That

is, we found an integral distinguisher covering (R1+R2+R3) rounds. We proved
this in Appendix F.3.

Phase II Traceback and Phase III Determine. In these two phases, we
first expand each Zm′

R21
to get the coefficient A of the monomial

∏s
w=1 x

p−1
w , then

derive conditions to restrict A ̸= 0 (mod p). In Appendix F.4, we show these
two phases in more details.

New Found Integral Distinguishers for HadesMiMC. With the search
model, we can obtain a lot of integral distinguishers varying from s = 1 to
n − 1. In [5], integral distinguishers with data complexity p are constructed by
making perfect use of the property of partial rounds. These distinguishers cover
more rounds than ours. This arises from the exponential growth of constraints
induced by MDS matrices used in full rounds, which make the search model
too large to solve or even impossible to construct. To avoid this, we adopt a
compromise approach by restricting the number of full rounds at both ends.
The use of these full rounds at the beginning and end of HADES effectively
prevents the detection of integral properties covering more rounds. To serve as a
complementary component to integral cryptanalysis for HadesMiMC, we show
all found distinguishers when s ≥ 2 for p = 251 and p = 65519 in Table 4.
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Compared with those predicted using the maximal degree, our distinguishers
can cover at least 1 more round, which shows the necessity of considering exact
coefficients of monomials when finding integral distinguishers over Fp. We also
applied this model for other prime numbers. Results are depicted in Appendix G.

New Found Integral Distinguishers for Poseidon2π. Poseidon2π is the
inner permutation of Poseidon2 hash function [17] proposed by Grassi et al. in
AFRICACRYPT 2023. It follows the HADES structure, but has some differ-
ences. In the ARK(·) operation, Poseidon2π adds round constants rather than
round keys. There is only one round constant added before the single S(·) opera-
tion in these partial rounds. Besides, matrices used in the full round and partial
round are different here. An extra linear layer is applied at its input, however,
it can be omitted when analyzing the security of Poseidon2π. These differences
will not affect the deduction of equivalent algebraic forms we used. Hence, one
can directly use the model built for HadesMiMC here. In the specification of
Poseidon2π [17], some instances focusing on 2-to-1 compressions are given. We
searched integral distinguishers for all parameter sets depicted in its ePrint ver-
sion [18, Table 1]. Here, we only show some of these distinguishers in Table 5,
compared with the trivial bound.

F.1 Equivalent Algebraic Form in First R1 Full Rounds

Let Aij be the element lying in the i-th row and j-th column (1 ≤ i, j ≤ n) of
the matrix used in MixLayer. After the first full round and the next ARK(·)
operation, the j-th output is

V1j = Aj1W
d
1 +Aj2W

d
2 + · · ·+AjsW

d
s +

(
n∑

i=s+1

Aji(Ii + rk0i)
d + rk1j

)
.

Denote the last constant part as Bj . Similarly, after the r-th full round (r ≥ 2)
and the next ARK(·), its j-th output is

Vrj = Aj1V
d
(r−1)1 +Aj2V

d
(r−1)2 + · · ·+AjnV

d
(r−1)n + rkrj ,

where rkrj is the j-th block of round key rkr. To make the following deduction
more clear, we introduce Definition 1.

Definition 1 Assume that function G has s inputs y1, y2, · · · , ys. Denote u⃗ as
(u1, u2, · · · , us). Its algebraic form can be denoted as

∑
u⃗

(
Cu⃗ ·Hu⃗ ·

s∏
w=1

Wuw
w

)
,

where Cu⃗ is only related with multinomial coefficients.
Denote M[G] as the set of monomials

∏s
w=1 W

uw
w where Cu⃗ ̸= 0 (mod p).

Given two functions G1 and G2 sharing same s inputs, if M[G1] = M[G2], we
say their algebraic forms are equivalent.
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Table 4: New Found Integral distinguishers for HadesMiMC.

p blocks s† Trivial Bound‡ Ours

251 16

2 5
7 = 1 + 4 + 2
6 = 2 + 3 + 1

3 6
9 = 1 + 4 + 4
7 = 2 + 4 + 1

4 6
10 = 1 + 4 + 5
7 = 2 + 4 + 1

5, 6 6
10 = 1 + 4 + 5
8 = 2 + 4 + 2

7, 8 6
10 = 1 + 4 + 5
9 = 2 + 4 + 3

9, 10, · · · , 15 7
10 = 1 + 4 + 5
9 = 2 + 4 + 3

65519 8

1 10
11 = 1 + 9 + 1
11 = 2 + 8 + 1

2 10
12 = 1 + 10 + 1
11 = 2 + 8 + 1

3, 4 11
14 = 1 + 10 + 3
12 = 2 + 9 + 1

5, 6, 7 11
14 = 1 + 10 + 3
13 = 2 + 10 + 1

† Number of blocks traversed. Data complexity is then ps.
‡ Trivial bound is evaluated as ⌊logd(s(p− 1)− 1)⌋.

With Definition 1, we introduce the following two lemmas, which can lead
to our final conclusion (Theorem 1) for the first R1 full rounds by mathematical
induction.

Lemma 6 M[V m
rj1

] = M[V m
rj2

] holds for any 1 ≤ j1, j2 ≤ n, 1 ≤ r ≤ R1 and
m ≥ 0.

Proof. When r = 1, for each V m
1j , it’s algebraic representation form is

V m
1j =(Aj1W

d
1 +Aj2W

d
2 + · · ·+AjsW

d
s +Bj)

m

=
∑

l+
∑s

w=1 hw=m

m!

l! ·
∏s

w=1(hw!)
·

(
Bl

j

s∏
w=1

Ahw
jw

)
·

s∏
w=1

W d·hw
w .
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Table 5: New Found Integral distinguishers for Poseidon2π.

p d blocks s† Trivial Bound‡ Ours

0x78000001 5
16 / 24

2, 3 13 13 = 1 + 11 + 1

4, 5, 6, 7 14 14 = 1 + 12 + 1

8, 9, · · · , 15 14 15 = 1 + 13 + 1

24 16, 17, · · · , 23 15 16 = 1 + 14 + 1

pGoldilocks 7

8
2 26 25 = 1 + 22 + 2

3, 4, 5, 6, 7 24 26 = 1 + 22 + 3

12

2 24 25 = 1 + 22 + 2

3, 4, · · · , 10 24 26 = 1 + 22 + 3

11 25 26 = 1 + 22 + 3

– pGoldilocks = 0xffffffff00000001
† Number of blocks traversed. Data complexity is then ps.
‡ Trivial bound is evaluated as ⌊logd(s(p− 1)− 1)⌋.

Since for each j, Ĉu⃗ are the same one, M[V m
1j ] is the same for all j. When r ≥ 2,

for each V m
rj , we have

V m
rj =(Aj1V

d
(r−1)1 +Aj2V

d
(r−1)2 + · · ·+AjnV

d
(r−1)n + rkrj)

m

=
∑

l+
∑n

i=1 hi=m

m!

l! ·
∏n

i=1(hi!)
·

(
rklrj

n∏
i=1

Ahi
ji

)
·

n∏
i=1

V d·hi

(r−1)i.

Similarly, we can obtain that M[V m
rj ] is same for all j and r. ⊓⊔

Lemma 7 When d ·m ≤ p− 1, M[V m
rj ] = M[V d·m

(r−1)a] holds for any 1 ≤ j, a ≤ n
and 2 ≤ r ≤ R1.

Proof. Since M[V d·m
(r−1)a] = M[V d·m

(r−1)1] holds for any a due to Lemma 6, we only
have to consider the case a = 1 here. Recall that

V m
rj =(Aj1V

d
(r−1)1 +Aj2V

d
(r−1)2 + · · ·+AjnV

d
(r−1)n + rkrj)

m

=
∑

l2+
∑n

i=1 h2i=m

m!

l2! ·
∏n

i=1(h2i!)
·

(
rkl2rj

n∏
i=1

Ah2i
ji

)
·

n∏
i=1

V d·h2i

(r−1)i.

– When r = 2, V d·h2i

(r−1)i equals

∑
l1i+

∑s
w=1 h1iw=d·h2i

(d · h2i)!

l1i! ·
∏s

w=1(h1iw!)
·

(
Bl1i

i

s∏
w=1

Ah1iw
iw

)
·

s∏
w=1

W d·h1iw
w .
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Hence,
∏n

i=1 V
d·h2i

(r−1)i is∑
l11+

∑s
w=1 h11w=d·h21

l12+
∑s

w=1 h12w=d·h22
···

l1n+
∑s

w=1 h1nw=d·h2n

n∏
i=1

(d · h2i)!

l1i! ·
∏s

w=1(h1iw!)
·

n∏
i=1

(
Bl1i

i

s∏
w=1

Ah1iw
iw

)

·
s∏

w=1

W
d·
∑n

i=1 h1iw
w .

Since d ·h2i ≤ d ·m ≤ p−1 hold, all multinomial coefficients are not 0 mod p.
Hence, V m

rj contains monomials
∏s

w=1 W
d·uw
w where

s∑
w=1

uw =

n∑
i=1

s∑
w=1

h1iw ≤ d

n∑
i=1

h2i ≤ d ·m.

Note that V d·m
(r−1)1 equals to

∑
l11+

∑s
w=1 h11w=d·m

(d ·m)!

l11! ·
∏s

w=1(h11w!)
·

(
Bl11

1

s∏
w=1

Ah11w
1w

)
·

s∏
w=1

W d·h11w
w .

In other words, it is composed of monomials
∏s

w=1 W
d·h11w
w where

∑s
w=1 h11w ≤

d ·m due to d ·m ≤ p− 1, which are the same as those in V m
rj .

– When r ≥ 3, V d·h2i

(r−1)i equals to∑
l1i+

∑n
a=1 h1ia=d·h2i

(d · h2i)!

l1i! ·
∏n

a=1(h1ia!)
·

(
rkl1i(r−1)i

n∏
a=1

Ah1ia
ia

)
·

n∏
a=1

V d·h1ia

(r−2)a.

Thus,
∏n

i=1 V
d·h2i

(r−1)i is∑
l11+

∑n
a=1 h11a=d·h21

l12+
∑n

a=1 h12a=d·h22
···

l1n+
∑n

a=1 h1na=d·h2n

n∏
i=1

(d · h2i)!

l1i! ·
∏n

a=1(h1ia!)
·

n∏
i=1

(
rkl1i(r−1)i

n∏
a=1

Ah1ia
ia

)

·
n∏

a=1

V
d·
∑n

i=1 h1ia

(r−2)a .

Since d · h2i ≤ d · m ≤ p − 1, V m
rj is composed of monomials

∏n
a=1 V

d·ua

(r−2)a

where
∑n

a=1 ua ≤ d ·m. Similarly, we can obtain that V d·m
(r−1)1 equals to

∑
l11+

∑n
a=1 h11a=d·m

(d ·m)!

l11! ·
∏n

a=1(h11a!)
·

(
rkl11(r−1)1

n∏
a=1

Ah11a
1a

)
·

n∏
a=1

V d·h11a

(r−2)a.

Hence, it contains monomials
∏n

a=1 V
d·h11a

(r−2)a with
∑n

a=1 h11a ≤ d ·m, which

are the same as those in V m
rj . ⊓⊔
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Theorem 1. When dR1−1 ≤ p−1, M[VR1j ] = M[V dR1−1

1a ] holds for 1 ≤ j, a ≤ n.

Proof. Due to Lemma 6, we only need to consider a = 1. According to Lemma 7,

M[VR1j ] = M[V d
(R1−1)1] = M[V d2

(R1−2)1] = · · · = M[V dR1−1

11 ]

since dr ≤ p− 1 for any 1 ≤ r ≤ R1 − 1. ⊓⊔

According to Theorem 1, VR1j is composed of monomials contained in

V dR1−1

1a =(Aa1W
d
1 +Aa2W

d
2 + · · ·+AasW

d
s +Ba)

dR1−1

=
∑

b+
∑s

w=1 ew=dR1−1

(dR1−1)!

b! ·
∏s

w=1(ew!)
·

(
Bb

a

s∏
w=1

Aew
aw

)
·

s∏
w=1

W d·ew
w .

In other words, it contains monomials
∏s

w=1 W
d·ew
w where

∑s
w=1 ew+b = dR1−1.

With these notations, one can obtain the equivalent algebraic form of VR1j :

F1j =

L∑
i=1

X1ji

s∏
w=1

W d·eiw
w .

F.2 Equivalent Algebraic Form in Next R2 Partial Rounds

Now, let’s see how to construct the equivalent algebraic form after going through
the next R2 partial rounds based on F1j . After the 1-st partial round and the
next ARK(·), the j-th output

Z1j =Aj1F
d
11 +Aj2F12 +Aj3F13 + · · ·AjnF1n + rk(R1+1)j

=Aj1F
d
11 +Aj2

L∑
i=1

X12i

s∏
w=1

W d·eiw
w + · · ·+Ajn

L∑
i=1

X1ni

s∏
w=1

W d·eiw
w + rk(R1+1)j

=Aj1F
d
11 +

L∑
i=1

(
n∑

a=2

AjaX1ai

)
·

s∏
w=1

W d·eiw
w + rk(R1+1)j .

Let F2j be the sum of last two items, which is

L∑
i=1

(
n∑

a=2

AjaX1ai

)
·

s∏
w=1

W d·eiw
w + rk(R1+1)j .

Note that among these L values H⃗i, there is one equals to (dR1−1, 0, · · · , 0),
which is a constant. Hence, we can add rk(R1+1)j to this term. Now one can see

that M[F2j ] = M[F1j ], and hence Z1j can be represented as Z1j = Aj1F
d
11+F2j .
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After the 2-nd partial round and the next ARK(·), the j-th output Z2j is

Z2j = Aj1Z
d
11+Aj2Z12 +Aj3Z13 + · · ·+AjnZ1n + rk(R1+2)j

= Aj1Z
d
11+Aj2(A21F

d
11 + F22) +Aj3(A31F

d
11 + F23)

+ · · ·+Ajn(An1F
d
11 + F2n) + rk(R1+2)j

= Aj1Z
d
11+

(
n∑

a=2

AjaAa1

)
F d
11

+Aj2F22 +Aj3F23 + · · ·+AjnF2n + rk(R1+2)j .

Denote F3j as Aj2F22+Aj3F23+· · ·+AjnF2n+rk(R1+2)j . SinceM[F2j ] = M[F1j ],
we can also represent each F2j as

F2j =

L∑
i=1

X2ji

s∏
w=1

W d·eiw
w .

Thus,

F3j =Aj2F22 +Aj3F23 + · · ·+AjnF2n + rk(R1+2)j

=Aj2

L∑
i=1

X22i

s∏
w=1

W d·eiw
w + · · ·+Ajn

L∑
i=1

X2ni

s∏
w=1

W d·eiw
w + rk(R1+2)j

=

L∑
i=1

(
n∑

a=2

AjaX2ai

)
s∏

w=1

W d·eiw
w + rk(R1+2)j .

Similar with before, one can see that M[F3j ] = M[F2j ] = M[F1j ]. Meanwhile,
we have Z2j = Aj1Z

d
11 + (

∑n
a=2 AjaAa1)F

d
11 + F3j .

For any r ≥ 3, one can do the same as what we did in deriving the form
of Z2j . Finally, using mathematical induction, one can achieve the following
theorem, which leads to the equivalent algebraic form ZR2j of the j-th output
after (R1 +R2) rounds based on that of VR1j .

Theorem 2. The j-th output after r partial rounds is in the form:

– r = 1:

Zrj = Yrj0F
d
11 + F(r+1)j

– 2 ≤ r ≤ R2:

Zrj = Yrj(r−1)Z
d
(r−1)1 + · · ·+ Yrj2Z

d
21 + Yrj1Z

d
11 + Yrj0F

d
11 + F(r+1)j

where Frj =
∑L

i=1 Xrji

∏s
w=1 W

d·eiw
w . Here, all Xrji, Yrj∗ are unknown constants

related with Aij, rkrj and Is+1, Is+2, · · · , In.
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F.3 Equivalent Algebraic Form in Last R3 Full Rounds

For next R3 full rounds, we adopt a similar analysis with above. After the 1-st
full round (only counting the full round in the end) and the next ARK(·), the
j-th output can be represented with ZR2j as

U1j = Aj1Z
d
R21 +Aj2Z

d
R22 + · · ·+AjnZ

d
R2n + rk(R1+R2+1)j .

Similarly, after r-th round (2 ≤ r ≤ R3) and the next ARK(·), we have

Urj = Aj1U
d
(r−1)1 +Aj2U

d
(r−1)2 + · · ·+AjnU

d
(r−1)n + rk(R1+R2+r)j .

Now, we show which monomials are contained in the equivalent algebraic form
UR3j of the j-th output after (R1 +R2 +R3) rounds, with the help of following
two lemmas.

Lemma 8 When d · m ≤ p − 1, M[Um
1a] =

⋃
m′≤d·m M[Zm′

R21
] holds for any

1 ≤ a ≤ n, where ZR21 is given in Theorem 2.

Proof. Let’s firstly check which monomial lies in Um
1a. Without loss of generality,

we assume that rk(R1+R2+1)a mod p ̸= 0.

Um
1a =

(
Aa1Z

d
R21 +Aa2Z

d
R22 + · · ·+AanZ

d
R2n + rk(R1+R2+1)a

)m
=

∑
v1a+

∑n
j=1 u1aj=m

 m!

v1a! ·
∏n

j=1(u1aj !)
rkv1a

(R1+R2+1)a

n∏
j=1

A
u1aj

aj

 ·
n∏

j=1

Z
d·u1aj

R2j
.

It’s obvious that M[Um
1a] = M[Um

1b ] for any 1 ≤ a, b ≤ n, since they only different
at these random non-zero coefficients rk(R1+R2+1)a and Aaj . Hence, we can take
a = 1 as an example in the following.

With Theorem 2, for any j, Z
d·u11j

R2j
equals to

∑
lj+

∑R2−1
t=0 hjt=d·u11j

[
(d · u11j)!

lj ! ·
∏R2−1

t=0 (hjt!)

R2−1∏
t=0

Y
hjt

R2jt

]
· F lj

(R2+1)j ·
R2−1∏
t=1

Z
d·hjt

t1 · F d·hj0

11 .

Hence,

Um
11 =

∑
v11+

∑n
j=1 u11j=m

l1+
∑R2−1

t=0 h1t=d·u111

l2+
∑R2−1

t=0 h2t=d·u112
···

ln+
∑R2−1

t=0 hnt=d·u11n

m!

v11! ·
∏n

j=1(u11j !)
·

n∏
j=1

(d · u11j)!

lj ! ·
∏R2−1

t=0 (hjt!)

· rkv11(R1+R2+1)1 ·
n∏

j=1

A
u11j

1j ·
n∏

j=1

R2−1∏
t=0

Y
hjt

R2jt

·
n∏

j=1

F
lj
(R2+1)j ·

R2−1∏
t=1

Z
d·
∑n

j=1 hjt

t1 · F d·
∑n

j=1 hj0

11 .
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Next, we show M
[∏n

j=1 F
lj
(R2+1)j

]
= M

[
F

∑n
j=1 lj

(R2+1)1

]
. According to Theorem 2,

F
lj
(R2+1)j =

(
L∑

i=1

X(R2+1)ji

s∏
w=1

W d·eiw
w

)lj

=
∑

∑L
i=1 cij=lj

lj !∏L
i=1(cij !)

·
L∏

i=1

X
cij
(R2+1)ji ·

s∏
w=1

W
d·
∑L

i=1 eiw·cij
w .

Hence,
∏n

j=1 F
lj
(R2+1)j equals to

∑
∑L

i=1 ci1=l1∑L
i=1 ci2=l2

···∑L
i=1 cin=ln

n∏
j=1

lj !∏L
i=1(cij !)

·
n∏

j=1

L∏
i=1

X
cij
(R2+1)ji ·

s∏
w=1

W
d·
∑L

i=1

∑n
j=1(eiwcij)

w .

Since all lj ≤
∑n

j=1 lj ≤ d ·
∑n

j=1 u11j ≤ d · m ≤ p − 1, it contains monomials∏s
w=1 W

d·uw
w where

uw =

L∑
i=1

n∑
j=1

(eiwcij) =

L∑
i=1

eiw ·

 n∑
j=1

cij


and

∑n
j=1 cij fulfills that

∑L
i=1

∑n
j=1 cij =

∑n
j=1 lj . Similarly, since

F
∑n

j=1 lj

(R2+1)1 =
∑

∑L
i=1 c′i1=

∑n
j=1 lj

(
∑n

j=1 lj)!∏L
i=1(c

′
i1!)

·
L∏

i=1

X
c′i1
(R2+1)1i ·

s∏
w=1

W
d·
∑L

i=1 eiw·c′i1
w ,

one can see that it is composed of
∏s

w=1 W
d·uw
w where uw =

∑L
i=1 eiw · c′i1 and

c′i1 fulfills that
∑L

i=1 c
′
i1 =

∑n
j=1 lj . Hence, M

[∏n
j=1 F

lj
(R2+1)j

]
= M

[
F

∑n
j=1 lj

(R2+1)1

]
.

In this case, Um
11 contains monomials

F
∑n

j=1 lj

(R2+1)1 ·
R2−1∏
t=1

Z
d·
∑n

j=1 hjt

t1 · F d·
∑n

j=1 hj0

11 ,

where
n∑

j=1

lj +

R2−1∑
t=0

(

n∑
j=1

hjt) = d ·
n∑

j=1

u11j ≤ d ·m

since m ≤ p− 1 and d · u11j ≤ d ·m ≤ p− 1.

Now, let’s check which monomials are contained in Zm′

R21
, where m′ ≤ d ·m.

With the definition of ZR21 depicted in Theorem 2, we have

Zm′

R21 =
∑

l+
∑R2−1

t=0 ht=m′

[
(m′)!

l! ·
∏R2−1

t=0 (ht!)

R2−1∏
t=0

Y ht

R21t

]
·F l

(R2+1)1 ·
R2−1∏
t=1

Zd·ht
t1 ·F d·h0

11 .
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Since m′ ≤ p−1, it contains F l
(R2+1)1 ·

∏R2−1
t=1 Zd·ht

t1 ·F d·h0
11 where l+

∑R2−1
t=0 ht =

m′. Thus, the union of M[Zm′

R21
] for m′ ≤ d ·m equals to M[Um

11] as claimed. ⊓⊔

Lemma 9 When d ·m ≤ p − 1, M[Um
ra1

] =
⋃

m′≤d·m M[Um′

(r−1)a2
] holds for any

1 ≤ a1, a2 ≤ n and r ≥ 2.

Proof. Let’s take Um
r1 as an example since M[Um

r1] = M[Um
ra1

] holds for any a1.

Um
r1 =

(
A11U

d
(r−1)1 +A12U

d
(r−1)2 + · · ·+A1nU

d
(r−1)n + rk(R1+R2+r)1

)m
=

∑
vr1+

∑n
a=1 ur1a=m

[
m!

vr1! ·
∏n

a=1(ur1a!)
rkvr1(R1+R2+r)1

n∏
a=1

Aur1a
1a

]
·

n∏
a=1

Ud·ur1a

(r−1)a

Now we show that when d · m ≤ p − 1, M
[∏n

a=1 U
d·ur1a

(r−1)a

]
= M

[
U

d·
∑n

a=1 ur1a

(r−1)a2

]
holds for any 1 ≤ a2 ≤ n.

(1) For r = 2,

n∏
a=1

Ud·u21a
1a =

∑
v11+

∑n
j=1 u11j=d·u211

v12+
∑n

j=1 u12j=d·u212

···
v1n+

∑n
j=1 u1nj=d·u21n

n∏
a=1

(d · u21a)!

v1a! ·
∏n

j=1(u1aj !)
·

n∏
a=1

rkv1a(R1+R2+1)a

·
n∏

a=1

n∏
j=1

A
u1aj

aj ·
n∏

j=1

Z
d·
∑n

a=1 u1aj

R2j
.

Since d · u21a ≤ d ·
∑n

a=1 u21a ≤ d ·m ≤ p− 1,
∏n

a=1 U
d·u21a
1a contains monomials∏n

j=1 Z
d·
∑n

a=1 u1aj

R2j
where

∑n
j=1

∑n
a=1 u1aj ≤ d ·

∑n
a=1 u21a.

Similarly, U
d·
∑n

a=1 u21a

1a2
can be represented as

∑
v+

∑n
j=1 uj=d·

∑n
a=1 u21a

 (d ·∑n
a=1 u21a)!

v! ·
∏n

j=1(uj !)
rkv(R1+R2+1)a2

n∏
j=1

A
uj

a2j

 ·
n∏

j=1

Z
d·uj

R2j
.

Due that d ·
∑n

a=1 u21a ≤ d ·m ≤ p− 1, it is composed of monomials
∏n

j=1 Z
d·uj

R2j

where
∑n

j=1 uj ≤ d ·
∑n

a=1 u21a, which are the same as
∏n

a=1 U
d·u21a
1a .

(2) When r ≥ 3,

n∏
a=1

Ud·ur1a

(r−1)a =
∑

v(r−1)1+
∑n

j=1 u(r−1)1j=d·ur11

v(r−1)2+
∑n

j=1 u(r−1)2j=d·ur12

···
v(r−1)n+

∑n
j=1 u(r−1)nj=d·ur1n

n∏
a=1

(d · ur1a)!

(v(r−1)a! ·
∏n

j=1(u(r−1)aj !))

·
n∏

a=1

rk
v(r−1)a

(R1+R2+r−1)a ·
n∏

a=1

n∏
j=1

A
u(r−1)aj

aj ·
n∏

j=1

U
d·
∑n

a=1 u(r−1)aj

(r−2)j .
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Let u′
j =

∑n
a=1 u(r−1)aj . Then it is composed of monomials

∏n
j=1 U

d·u′
j

(r−2)j where∑n
j=1 u

′
j =

∑n
j=1

∑n
a=1 u(r−1)aj ≤ d·

∑n
a=1 ur1a, since each d·ur1a ≤ d·m ≤ p−1.

Similarly, U
d·
∑n

a=1 ur1a

(r−1)a2
equals to

∑
v+

∑n
j=1 uj=d·

∑n
a=1 ur1a

 (d ·∑n
a=1 ur1a)!

v! ·
∏n

j=1(uj !)
· rkv(R1+R2+r−1)a2

·
n∏

j=1

A
uj

a2j

· n∏
j=1

U
d·uj

(r−2)j .

Hence, it contains monomials
∏n

j=1 U
d·uj

(r−2)j where
∑n

j=1 uj ≤ d ·
∑n

a=1 ur1a due

to d ·
∑n

a=1 ur1a ≤ d ·m ≤ p− 1. Therefore, they are composed of the same set
of monomials.

Given M
[∏n

a=1 U
d·ur1a

(r−1)a

]
= M

[
U

d·
∑n

a=1 ur1a

(r−1)a2

]
, one can see that Um

r1 contains

all U
d·
∑n

a=1 ur1a

(r−1)a2
that

∑n
a=1 ur1a ≤ m. That is, M[Um

r1] =
⋃

m′≤d·m M[Um′

(r−1)a2
]

as claimed. ⊓⊔

Given Lemma 8 and 9, one can deduce the following theorem through math-
ematical induction, which shows the set of monomials consists of the equivalent
algebraic form UR3j of the j-th output after (R1 +R2 +R3) rounds.

Theorem 3. When dR3 ≤ p − 1, M[UR3j ] =
⋃

m′≤dR3 M[Zm′

R21
] holds for any

1 ≤ j ≤ n.

Proof. By definition of UR3j ,M[UR3j ] =
⋃n

a=1 M[Ud
(R3−1)a]. Expanding U

d
(R3−1)a,

we can see that M[Ud
(R3−1)1] = M[Ud

(R3−1)a] holds for any a. Therefore, we have

M[UR3j ] = M
[
Ud
(R3−1)1

]
. With Lemma 8 and 9, we have

M
[
Ud
(R3−1)1

]
=

⋃
m′≤d2

M
[
Um′

(R3−2)1

]
=

⋃
m′≤d3

M
[
Um′

(R3−3)1

]
= · · ·

=
⋃

m′≤dR3−1

M
[
Um′

11

]
=

⋃
m′≤dR3

M
[
Zm′

R21

]
.

Hence, M[UR3j ] =
⋃

m′≤dR3 M[Zm′

R21
] holds as claimed. ⊓⊔
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F.4 Detailed Phase II/III for HADES

Let’s firstly see which
∏s

w=1 W
uw
w consists of UR3j . Due to Theorem 3, it’s equiv-

alent to check Zm′

R21
for each m′ ≤ dR3 . By Theorem 2, Zm′

R21
equals to(

YR21(R2−1)Z
d
(R2−1)1 + · · ·+ YR212Z

d
21 + YR211Z

d
11 + YR210F

d
11 + F(R2+1)1

)m′

=
∑

v0+h0+
∑R2−1

r=1 u0r=m′

[
m′!

v0!h0!
∏R2−1

r=1 (u0r!)
Y v0
R210

·
R2−1∏
r=1

Y u0r

R21r

]

· F d·v0
11 · Fh0

(R2+1)1 ·
R2−2∏
r=1

Zd·u0r
r1 · Zd·u0(R2−1)

(R2−1)1 .

Expanding Z(R2−1)1 using Theorem 2, we get

Zm′

R21 =
∑

v0+h0+
∑R2−1

r=1 u0r=m′

v1+h1+
∑R2−2

r=1 u1r=d·u0(R2−1)

m′!

v0!h0!
∏R2−1

r=1 (u0r!)

(d · u0(R2−1))!

v1!h1!
∏R2−2

r=1 (u1r!)

· Y v0
R210

·
R2−1∏
r=1

Y u0r

R21r
· Y v1

(R2−1)10 ·
R2−2∏
r=1

Y u1r

(R2−1)1r

· F d·(v0+v1)
11 · Fh0

(R2+1)1 · F
h1

R21

R2−3∏
r=1

Z
d·(u0r+u1r)
r1 · Zd·(u0(R2−2)+u1(R2−2))

(R2−2)1 .

After expanding Z(R2−2)1, Z(R2−3)1, · · · , and Z11 step-by-step, we can obtain

Zm′

R21 =
∑

v0+h0+
∑R2−1

r=1 u0r=m′

v1+h1+
∑R2−2

r=1 u1r=d·u0(R2−1)

v2+h2+
∑R2−3

r=1 u2r=d·(u0(R2−2)+u1(R2−2))
···

vR2−1+hR2−1=d·
∑R2−2

t=0 ut1

C1C2C3 · F
d·
∑R2−1

t=0 vt
11 ·

R2−1∏
t=0

F
hR2−1−t

(t+2)1 ,

where

C1 =
m′!

v0!h0!
∏R2−1

r=1 (u0r!)
, C2 =

R2−1∏
b=1

(d ·
∑b−1

t=0 ut(R2−b))!

vb!hb!
∏R2−1−b

r=1 (ubr!)

and

C3 =

R2−1∏
t=0

(
Y vt
(R2−t)10 ·

R2−1−t∏
r=1

Y utr

(R2−t)1r

)
.

Since we aim to find integral distinguishers hold for all keys and constants, it’s
reasonable to assume that all Y∗∗∗ are non-zero mod p, which leads to C3 ̸= 0
(mod p). Due to m′ ≤ dR3 ≤ p− 1, C1 ̸= 0 (mod p). Hence, in this step, only C2

needs to be considered.
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Now, let’s take a step further by express these F∗∗ with W1,W2, · · · ,Ws. For
each d ·

∑R2−1
t=0 vt and hR2−1−t (0 ≤ t ≤ R2 − 1), we have

F
d·
∑R2−1

t=0 vt

11 ·
R2−1∏
t=0

F
hR2−1−t

(t+2)1

=

(
L∑

i=1

X11i

s∏
w=1

W d·eiw
w

)d·
∑R2−1

t=0 vt

·
R2−1∏
t=0

(
L∑

i=1

X(t+2)1i

s∏
w=1

W d·eiw
w

)hR2−1−t

=
∑

∑L
i=1 g1i=d·

∑R2−1
t=0 vt∑L

i=1 g2i=hR2−1∑L
i=1 g3i=hR2−2

···∑L
i=1 g(R2+1)i=h0

C4C5 ·
s∏

w=1

W
d·
∑L

i=1

(
eiw·

∑R2+1
r=1 gri

)
w ,

where

C4 =
(d ·

∑R2−1
t=0 vt)!∏L

i=1(g1i!)

R2+1∏
r=2

hR2−1+2−r!∏L
i=1(gri!)

and

C5 =

(
L∏

i=1

Xg1i
11i

)
·

(
R2+1∏
r=2

L∏
i=1

Xgri
r1i

)
=

R2+1∏
r=1

L∏
i=1

Xgri
r1i .

Due to the similar reason, all X∗∗∗ are assumed to be not 0 mod p, C5 mod p is
not zero. Hence, we only need to check whether C4 ̸= 0 (mod p) or not.

From above analysis, for each m′ ≤ dR3 , one can represent Zm′

R21
as:

Zm′

R21 =
∑
EQ1

C1C2C3 ·
∑
EQ2

(
C4C5 ·

s∏
w=1

Wmw
w

) ,

where

mw = d ·
L∑

i=1

(
eiw ·

R2+1∑
r=1

gri

)

EQ1 :



v0 + h0 +

R2−1∑
r=1

u0r = m′

v1 + h1 +

R2−2∑
r=1

u1r = d · u0(R2−1)

v2 + h2 +

R2−3∑
r=1

u2r = d · (u0(R2−2) + u1(R2−2))

· · ·

vR2−1 + hR2−1 = d ·
R2−2∑
t=0

ut1
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EQ2 :

L∑
i=1

g1i = d ·
R2−1∑
t=0

vt and

L∑
i=1

gri = hR2+1−r, 2 ≤ r ≤ R2 + 1.

In this case, if for all m′ ≤ dR3 , monomial
∏s

w=1 x
p−1
w doesn’t consists of Zm′

R21
,

one can find an integral distinguisher covering (R1+R2+R3) rounds. To achieve
this, we consider the following conditions.

– C2 ̸= 0 (mod p) and C4 ̸= 0 (mod p).
– mw ≥ p− 1 for any 1 ≤ w ≤ s.
– To ensure that xp−1

w is contained in Wmw
w = (xw + rk0w)

mw , we have

⌊mw
p−1⌋∑
k=1

(
mw

k(p− 1)

)
̸= 0 (mod p).

This can be converted to equations that can be recognized by automatic
search tools using Proposition 6. That’s the condition set BQ here.

G Integral Distinguishers of HadesMiMC under Other
Prime Numbers

According to the specification of HadesMiMC [19], all primes such that ⌈log2 p⌉ =
t and log2 p ≈ t where t ∈ {8, 16} can be used. Here, degree of S-Box is fixed as
d = 3. So only those fulfill that gcd(3, p− 1) = 1 is kept.

When t = 8, there are 5 other primes {239, 233, 227, 197, 191}. Table 6 lists
TR1 − TR2. Here, TR1 is the number of rounds covered by the integral distin-
guisher found by our model, while TR2 is that predicted only considering the
maximal degree. For t = 16, there are 872 other primes. We list some of their
distinguishers in Table 7 by means of TR1 − TR2.

Table 6: Integral distinguishers for HadesMiMC where log2 p ≈ 8 and n = 16.

p R1 s = 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

239
1 +1 +2 +4 +3 +3 +3 +3 +3 +3 +2 +2 +2 +2 +2 +2
2 +1 +1 +1 +1 +1 +2 +2 +2 +2 +1 +1 +1 +1 +1 +1

233, 237
1 +1 +2 +3 +3 +3 +3 +3 +3 +3 +2 +2 +2 +2 +2 +2
2 +1 +1 +1 +1 +1 +2 +2 +2 +2 +1 +1 +1 +1 +1 +1

197, 191
1 +1 +2 +3 +3 +3 +3 +3 +3 +3 +3 +3 +2 +2 +2 +2
2 +1 +1 +1 +1 +1 +2 +2 +2 +2 +2 +2 +1 +1 +1 +1
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Table 7: Integral distinguishers for HadesMiMC where log2 p ≈ 16 and n = 8.

p R1 s = 1 2 3 4 5 6 7

65447, 65423, 65393, 65381, 65357, 65327, 65309
1 +1 +2 +3 +3 +3 +3 +3
2 +1 +1 +1 +1 +2 +2 +2

59051
1 +2 +2 +3 +3 +3 +3 +3
2 +2 +1 +1 +1 +2 +2 +2

59021, 59009, 58997, 58991, 58979, 58967, 58943
1 +1 +2 +3 +2 +2 +2 +2
2 +1 +1 +1 +1 +1 +1 +1
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