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Abstract. Symmetric primitives used in multi-party computation, fully
homomorphic encryption, and zero-knowledge proofs are often defined
over Finite Field F, with ¢ = 2% or an odd prime p. Integral attack is
one of the most effective methods against such primitives due to the
common use of low-degree non-linear layers. This in turn highlights the
importance of a deeper understanding of degree growth. For ciphers de-
fined over Fy:, numerous works have explored the growth of the algebraic
degree. However, these methods cannot be directly applied to F,. At
CRYPTO 2020, Beyne et al. extended the integral cryptanalysis to F)p
by comparing degree with s(p — 1) when using p°® data. However, given
that the precise degree evaluation remains fundamentally challenging
and often computationally infeasible, one may lose better integral dis-
tinguishers.

In this paper, we present the first automatic search model over F;, based
on the exact coefficient A of the monomial []%_, #% "' contained in
the algebraic representation. This model is constructed following the
Computation-Traceback-Determine framework, where A is represented
by several sums of multinomial coefficients under specific conditions. The
existence of integral properties is then transformed into a determination
of whether these sums can consistently equal 0 mod p. This determina-
tion is facilitated by four newly developed propositions based on Lucas
Theorem. To demonstrate the effectiveness of our framework, we apply
it to all variants of GMiMC. As a result, we achieve the best integral dis-
tinguishers for GMiMC-erf/-crf using large primes when they are used
as block ciphers. For GMiMC-nyb/-mrf using 32/64-bit primes, our inte-
gral distinguishers cover more rounds than all other attacks. Meanwhile,
all distinguishers we identified are no worse than those trivial ones pre-
dicted only considering the maximal degree. This shows the necessity of
considering exact coefficients when searching for integral distinguishers
over Fp. Our framework is further employed to assess the security of two
HADES designs: HadesMiMC and Poseidon2™. The results reveal that
the full rounds at the beginning and end of HADES provide sufficient
resistance against integral cryptanalysis.
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1 Introduction

With increasing deployment of advanced protocols like multi-party computation
(MPCQ), fully homomorphic encryption (FHE) and zero-knowledge proofs (ZKP),
new symmetric primitives are required to enhance performance in this setting.
Unlike traditional ones such as AES [13] and SHA-3 [29], these new symmet-
ric primitives, referred to as arithmetization-oriented (AQO) ciphers, are usually
defined over Finite Field F, where ¢ = 2' or is a prime p > 2. Such ciphers
can benefit from a natural algebraic description in these protocols. To further
optimize performance, the main goal of AO ciphers is to minimize the number of
multiplications. Examples include MiMC [3], GMiMC [2], HadesMiMC [19], Po-
seidon [16], Poseidon2 [17], Vision/Rescue [4], NEPTUNE [20], and Pluto [15].

Statistical attacks such as differential [6] and linear [27] cryptanalysis seem
to not threaten the security level. However, algebraic attacks are usually the
most powerful ones, which can even lead to the complete break of the cipher. At
ASTACRYPT 2019, Albrecht et al. presented an algebraic attack on full-round
JARVIS based on a simple algebraic representation [1]. Eichlseder et al. noticed
that the algebraic degree grows linearly instead of exponentially with the number
of rounds for MiMC-like schemes and proposed a full-round key-recovery attack
on MiMC [14]. It seems to show that some of the designs are not mature enough
and the algebraic property of AO ciphers still needs in-depth evaluation.

Related works. Integral attack [12,24] is one of the most powerful cryptana-
lytic methods that exploit algebraic properties of symmetric primitives. Given
a (keyed) function over Fy, for each subspace V' C F3, we have ) ., F'(z) =0
when deg(F) < dim(V). After a productive line of research [22,23,31,32,34], the
integral property is related to evaluating whether the polynomial representation
contains some monomials of special form. For the binary extension field Fat, [14]
proposed a more refined degree evaluation method for MiMC-like schemes based
on the link between Fy: and Fy. This underlying idea is the foundation of many
follow-up works [8,11,25,26]. To better exploit the algebraic structure, novel ded-
icated methods have been recently proposed, including general monomial pred-
ication technique [11], coefficient grouping [25,26], and inner product masked
integral [33]. The goal is to predict which monomials do not appear in the poly-
nomial representation. Combined with automatic search tools, these methods
can trace the evaluation of the exponents of monomials more accurately.

For F,,, a major breakthrough was made at CRYPTO 2020 [5] where the in-
tegral attack was extended to Finite Fields of any characteristics. In [10], the au-
thors established the links among impossible differential, zero-correlation linear
and integral cryptanalysis over IF, and improved different types of distinguisher
for GMiMC. To the best of knowledge, there are no other general methods for
F,. However, current methods did not exploit the information of the algebraic
representation, hence, one may lose better distinguishers in this case. Consider



a Hades-like construction defined over F,. The middle layer of such construc-
tion comnsists of partial S-Box rounds, i.e., only a single S-Box is applied to the
internal state, while the outer layer is a full S-Box layer. If only the maximal
degree is considered, all of them will cover the same number of rounds once the
data complexity is fixed, no matter how many middle rounds are included. That
is counter-intuitive since the algebraic representation becomes simpler when the
number of middle rounds increases.

Contributions. Motivated by this fact, we aim to provide a more comprehen-
sive analysis of the polynomial representation over F,. Notice that when ana-
lyzing ciphers over Fot, previous works are not interested in the details of the
coefficient of the monomial that appears due to the efficiency problem. However,
things is different for F,,. Considering a polynomial (axz + )", all the z* appears
for u < v if we do not take the effect of the coefficient into account. The resulting
polynomial is thus dense and we can not get useful information from the alge-
braic representation. In this paper, we propose a novel framework to evaluate
the integral property for IF, by considering the exact coefficient of monomials.
Based on the framework, for the very first time, we construct the automatic
search tool for the integral distinguisher over F,. The problem of searching for
monomials then can be reduced to a satisfiability problem and solved with off-
the-shelf solvers effectively. With the automatic search tool, our framework can
take a step further on discovering integral property over F, than [5]. Detailed
contributions of this paper are summarized as follows:

New framework to find zero-sum integral properties over F,. Different
with the criterion given in [5], we first show in Sect. 3.1 that existence of integral
distinguishers over I, is only determined by whether the monomial nyzl 2P lis
contained in its algebraic representation. Based on this, we introduce a three-step
framework named as Computation-Traceback-Determine in Sect. 3.2. Following
the first two steps, we can represent the exact coefficient A of ]’ _; 2P~ with
several sums 8 of multinomial coefficients under specific conditions. In this way,
existence of integral distinguishers is equivalent to whether these 8 can always
be 0 mod p. In the last step, we show how to construct a condition set BQ
that ensure all 8 = 0 (mod p) if there is no solution fulfilling all conditions in
BQ. In Sect. 3.3, we give some propositions based on Lucas Theorem that are
frequently utilized when building B@. To verify the validity of automatic search
model constructed following the new framework, we take GMiMC-erf with small
primes as an example in Sect. 3.4. Experiment results show that our model can

successfully detect all integral properties under these small primes.

Applications on GMiMC. With the new framework, we have constructed
the search model for GMiMC-erf in Sect. 3.2. As explained in Sect. 4.1, this
model can also be used for GMiMC-crf after applying a linear transformation
to its inputs. Our new found distinguishers for GMiMC-erf/-crf used as block
ciphers are depicted in Figure 1, along with those found by [5,10]. For variants
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Fig. 1: New found integral distinguishers for block cipher GMiMC-erf/-crf and
comparison with previous works. Trivial bound is evaluated as (n — s) +

[logy(s(p = 1) = D] + (n = 1).



defined over small primes, [10] achieves the best integral distinguishers, bene-
fiting from a large number of branches, but at the cost of extremely high data
and time complexities. But for variants over large prime fields, our method pro-
vides superior integral distinguishers compared to both prior works. In Sect. 4.2,
we show how to construct the search model for GMiMC-nyb and GMiMC-mrf.
Our new found distinguishers for these two variants with 32-/64-bit primes are
shown in Figure 2, which are the best ones among all kinds of attacks. For all
variants of GMiMC, we also compared our results with distinguishers predicted
based on trivial bounds, which are significantly weaker than ours. This con-
firms that considering the exact coefficient of monomials indeed help to discover
better distinguishers. Moreover, our model can detect distinguishers with differ-
ent s, thereby narrows the gap between the methods proposed in [5] and [10].
All the source codes are available in https://anonymous.4open.science/r/
Integral_over_Fp-7300.
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Fig. 2: New found integral distinguishers for GMiMC-nyb/-mrf and comparisons.
Trivial bound here is 1 + |log,(p —2)].

Outline. In Section 2, we recall prior works on integral cryptanalysis over IF,.
Section 3 introduces the proposed framework, using GMiMC-erf as a case study.
We then present newly detected integral distinguishers and extend the framework
to three other GMiMC variants in Section 4. Additionally, Section 5 discusses
the application of this framework to the HADES design. We conclude this paper
in Section 6.

2 Previous Integral Cryptanalysis over Finite Field F,

Integral attack is one of the most powerful cryptanalytic methods on symmetric
primitives [12,24]. It is a chosen-plaintext attack proposed for ciphers over binary
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field. A structure of plaintexts is chosen and encrypted for a few rounds. If the
corresponding state has zero-sum property, an integral distinguisher is obtained.

In [5], Beyne et al. extended the integral cryptanalysis to F,,, where p can be
any prime. Meanwhile, they show that, by checking the maximal degree of all
possible monomials, one can determine whether an integral distinguisher with
zero-sum property exists over [F,,. The basic conclusion behind this technique is
shown in Proposition 1.

Proposition 1. ( [5, Corollary 1]) Let F be the function defined over Finite
Field F,, with n input variables x1,z2,--- , 2, € Fp. Let deg(F) denote the de-
gree of F, defined the mazimum degree among all monomials appearing in F. If
deg(F) < s(p—1), and V C F} is any affine subspace of dimension of at least
s, we have

Z F(z1,22, - ,2,) =0 (mod p).

(x1,22, ,x0)EV

To use this criterion, one must first obtain deg(F'). However, the exact value
is extremely hard to compute as deriving the complete polynomial representation
of F' is prohibitively complex. Meanwhile, unlike integral cryptanalysis over the
binary field or binary extension field, methods to obtain a more precise value of
deg(F) are still lacking.

Using Fermat’s Little Theorem, we know that to check whether the upper
bound of the algebraic degree is less than s(p—1), it is sufficient to verify whether
there exists a monomial of degree s(p —1). When there is no monomial of degree
s(p—1), the existence of a zero-sum integral distinguisher is guaranteed. To the
best of our knowledge, the only known approach over F, is to simply iterate
the highest degree for each round. However, when the degree is greater than
s(p — 1), actually we do not know whether the monomial with degree s(p — 1)
exists or not. Moreover, if the coefficients of the monomial with degree s(p — 1)
is a multiple of p, in fact this monomial does not exist.

Ezample 1. Let F be the function with input « € F,,, and F(z) = 2P + G(x),
where deg(G) < p—1 and p > 3. If we consider only the maximal degree of F, we
would conclude that since it is greater than 1-(p—1), F does not have the zero-
sum property. However, by Fermat’s Little Theorem, F(x) = z + G(x) mod p.
Thus, according to Proposition 1, F' does indeed have the zero-sum property.

Ezample 2. Let F be the function with input z € F,, and F(z) = ciaP~ +
G(z), where deg(G) < p — 1. If we do not know the concrete value of ¢, we
would conclude that deg(F) = p — 1. Actually, it is common when analyzing
block ciphers as the polynomial representation is usually too complicated to be
computed or stored in practice. In this case, the sum under all possible z is not
0 mod p due to Proposition 1 since deg(F) > 1- (p — 1). However, if we can
obtain the exact value of ¢; and find that ¢; = 0 mod p, we have

Z F(x) = Z (c12’™' + G(z)) mod p = Z G(z) mod p = 0.

z€F, z€F, z€F),



This indicates that, in order to use Proposition 1 properly, it is significant to
check whether the coefficients of monomials with degree s(p — 1) is 0 mod p.

In [10], Chen et al. introduced another way to find integral distinguishers
over [F,. Their method relies on the links among integral, zero-correlation linear
and impossible differential distinguishers. With this link, one can indeed find
better integral distinguishers in some cases. However, the effectiveness of this
method depends highly on the structure of target cipher. For example, when
they apply this method on GMiMC [2], only for variants with larger branches n
and smaller p, better integral distinguishers can be found. Besides, in order to
obtain distinguishers covering more rounds, zero-correlation linear distinguisher
are often constructed by activating only one input and output masks. Thus, data
complexity of the derived integral distinguisher will be p”~!, which is relatively
high.

3 New Method to Find Integral Distinguishers over [,

Currently, almost all works on detecting integral distinguishers defined over I,
are based on the criteria proposed by Beyne et al. [5]. In order to identify im-
proved integral distinguishers, it is essential to obtain a more accurate upper
bound on the degree of the target cipher. Otherwise, one may lose better dis-
tinguishers, as stated in Sect. 2. In Sect. 3.1, we prove that existence of inte-
gral distinguishers is only determined by that of a specific monomial. Based on
this, we can construct an automatic search model to detect integral property in
Sect. 3.2 by taking GMiMC-erf as an example with the help of STP®.

3.1 Main Idea behind Our Method

Denote the input of the target cipher by (z1,%2, - ,%,), where z; € Fy,, 1 <
i < n. We take all possible values for s (1 < s < n) inputs while keeping others
fixed, and try to check whether the zero-sum integral property holds for one
of these n outputs. Without loss of generality, we traverse (x1,x2, - ,xs). Let
@ = (u1,us, - ,us). In this way, each output can be represented as

s
2 u

G(Z1,$2,"‘ ,xs): eﬁwawa
U w=1

where Cz are composed of multinomial coefficients and some unknown key vari-
ables. Denote D(u,,) as

D) p—1ifuy, >p—1and p— 1] uy;
Uy) = .
Uy mod (p — 1), otherwise.

Using Fermat’s Little Theorem, we give the following proposition.

® https://stp.github.io/
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Proposition 2. If the monomial HZ;:1 2P~ does not appear in G mod p, G

has the zero-sum integral property, and vice versa, i.e.
Z G(xlaan"' 73:8) =0 (mOd p)
(01,22, ,,)EF3

Proof. Depending on whether all D(u,,) equals to p — 1, we can split G into two
parts: G = G1 + G4, where

G =A- H 2P~ (mod p), with A = Z Ca,
w=1 V1<w<s,D(uy)=p—1

S
Gy = E Cz H 1‘%"“.
I1<w<s, D(uy)<p—2 w=1

With Fermat’s Little Theorem, for any z,, € F,, we have 2! = 1 (mod p)
when z,, # 0. Hence,

Z P l=p—1 (mod p).
Ty €Fp

Meanwhile, for any u,, where D(u,,) < p — 2, we have

Z T = Z zDWe) =0 (mod p).

T €Fp Ty €Fp
Therefore,
S
Z Gy = Z Ca Z H Ty (mod p)
(z1,22, - ,@5)EF}, F1<w<s,D (uy)<p—2 (1,32, x5)EFS w=1

S

= Z e H Z T (mod p)

31<w<s,D(uy)<p—2 w=1 \z,€F,

£

=0 mod p.

Notice that for each monomial in Gy, there always exists a w s.t. D(u,) < p—2.
Hence, the last equation holds. In this case, we obtain that

Z G= Z Gi=A-(p—1)° (mod p).

(z1,22, ,25)EFY (z1,22, ,25)€EFS

Thus, whether the above sum equals to 0 is fully determined by the value of A,
which is the coefficient of [} _, %! If A = 0 mod p, then G has the zero-sum
integral property; otherwise, it does not. a

Consequently, the key point here is to compute A, which is the coefficient of
[1;_, 25", and then check whether A =0 (mod p) holds. In Sect. 3.2, we take
GMiMC-erf as an example to show how to compute A and verify, and how it
can subsequently be transformed into an automatic search model.



3.2 Automatic Search for Integral Distinguishers

In this subsection, we show how to construct the automatic search model with a
three-step framework named as Computation-Traceback-Determine. To explain
it more clearly, we take GMiMC-erf as an example.

GMiMC-erf is one of the variants of GMiMC, which is a family of symmetric-
key primitives proposed by Albrecht et al. at ESORICS 2019 [2]. Its structure
is shown in Figure 3. Other variants includes GMiMC-crf, -nyb and -mrf, whose
structures are shown in Appendix A due to space limitations. In all variants
of GMiMC, they adopt the power mapping z¢ mod p as S-Box. It can be used
as block cipher and hash function, which can be instantiated over I, and Fo:.
For block cipher usage, it supports two key sizes, ¢.e. univariate case log, p and
multivariate case n - log, p. Since Bonnetain [7] found that there exists special
slide attacks on GMiMC in the univariate case, we only focus on the block cipher
GMIMC instantiated over F,, with full key size (multivariate case).

X, X, X; X,

n A Y

Fig. 3: Structure of GMiMC-erf

For GMiMC-erf with n blocks, one can add (n — s) rounds without any costs
when the leftmost s inputs are traversed. Thus, we only refer to this case when
we say traversing s inputs. In this case, inputs of GMiMC-erf can be represented
as (T1,Za, + ,Ts,Cs41, "+ ,Cn), Where ¢; are fixed values and x,, can take all
possible values in IF),.

Phase I Computation. Assume that our aim is to find an R-round integral
distinguisher. Let rk, denote the sum of round key and round constant in the
r-th round, where 0 < r < R — 1, and Z, is the output of S-Box in this round.
Denote W, as

W T(r mod n)+1 T Tkp, if rmodn < s—1;
" C(r mod n)+1 + 7"]€7«, otherwise.



Then Zy = W¢. By symbolic computation with SageMath®, one can derive the
expression of each Z, where 1 < r < R — 1. They follow the same form:

Zr =Wyt Zy 4 Zyp 40+ 25",

where {Z;,,Z;,,--- ,Z;,} is asubset of {Zy, Z1,--- , Z,_1}. To make it clear, we
show a toy example in Figure 4 where n =4, s =2 and R = 5.

X1 X; €3 C4
Bow N R meaek
o © I 'LJ_rﬂ Z = WUd
(=)
ke
Y Wi + 2 A {_’E' . Wy = x, +rky

:
©

Zy = (Wy + Zo)*

us)

NG
.

W, =c3 +rk;
Zy = Wy + Zy + 2y)*

b I\

B2
S
X
3
=
N
P

T+

N&E
m

W3 =c4 +rks
Zy=Ws +Zy+Zy + Z5)¢

q I\

Bz
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B

Wi+ Zy+ 27+ 2,

T

:
;
NS
i)

%
é A

k
rL Wi+ Zi+Z,+ 73 (¢ Zy : 4 Wy =x, +71ky
gy y u
| —Eﬁ Zo= Wy + Zy + Zp + Z3)¢
Y, Y, V3 %

Fig.4: A toy example of GMiMC-erf with n =4, s=2and R=5

Using these Z,., one can finally obtain each output Y; of GMiMC-erf after R
rounds. Notice that in [5, Proposition 3], Beyne et al. revealed a linear relation
between inputs and outputs of (n — 1) rounds of GMiMC-erf. With this relation,
their distinguishers are extended by (n — 1) rounds. Hence, to find distinguishers
covering more rounds, we also take this relation into consideration. In this way,
what we care about is

T:Zm—(n—z).yl.
i=2
Through symbolic computation, one can find that

T:Zj1+Zj2+"'+th+L(ZE1,~-~ sy Lgy Cs41y " ,Cn),

S https://www.sagemath.org/
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where {Z;,,Z;,,--- ,Z;,} is a subset of {Zy, Z1,--- , Zgr_1} and L is linear.

For each involved Z;, variable, we will proceed the following two steps to
detect whether all of them have the zero-sum integral property. If so, our target
T will also fulfill this property, and thus we find an integral distinguisher covering
R rounds where the leftmost s inputs are traversed. Notice that the total number
of rounds covered by such distinguisher will be (n — s+ R), since (n — s) rounds
can be added in the head, as explained before.

Phase II Traceback. To check whether the coefficient A of the monomial
[1_, 2k ! contained in each Z;, is 0 mod p or not, an intuitive way is to get its
exact algebraic representation with the general form of Z,. iteratively. However,
the number of possible monomials will be increased rapidly, making it infeasible
to express Z;, with these x,,. Thus, one cannot get the detailed value of A in
this way.

Different with above, we aim to express A through a set of equalities rather
than try to get its exact value. After obtaining A, we study under what condition
A # 0 (mod p). To achieve this, we can also use the general form of Z,. iteratively,
but in a different way.

Let’s take the toy cipher shown in Figure 4 as an example. Assume that we're
trying to obtain A for Z;. The procedure is shown as follows.

Zy =(Wy+ Z1 + Zy + Z3)?

Z |: d ] Wi)4 Z{Ml 542 Z;)Ms

V4, Ug1, Ug2, Uq
vatugr+uset+ugsz=d ’ ’ ) a3

d
Z |: :|Wi)4Z{L41 542 (Wg 4 ZO + Z1 + Z2)d'U43
Vg, Uq1,Uq2, U43

vat+ugr+usztusz=d

SH I

Vg, Uqt1, Ug2, Uyg V3, U30, U31, U
Vil + ez gz =d ) ) 2, 3 3, W30, W31, W32

vztuzotuslt+uzz=d-uss

V4 [/ VU3 r7U30 r7U31TU4L r7U32FU42
WWSB 2520 Z Zy

4
SN (8
EQ r=0
where EQ represents the following equations

Vg + Ugr + Ug2 + ugz =d

v3 + uzp + Uzl + uzx =d - uy3

Vg + Ugg + u21 =d - (uzz + U42)
v1 4+ uio =d - (u21 + ug1 + wa1)
vo =d - (u10 + u20 + u30)

11



and

G:{ d H d - ugs Hd-(u?,2+u42)}{d-(u21+u31+uu)_

V4, Uq1, U42,U43 | | V3, U30, U31, U32 V2, U20, U21 V1, U10

Recall the definition of D(-) and all W; variables. We can obtain that

4 4

H Wi = H w2 (mod p),
r=0 r=0

which then equals to
(1 + ko) PO () + 7hy) PO - (g 4 k) POV WQD(”)W:.?(US) (mod p).

For (23 + 7k1)P@1), to ensure that 25" appears, D(v;) should equal to p — 1.
As for (z1 + rko)D(”U)(xl + rkz4)D("’4), we have to deal with two different cases.

— rko # rk4: One can expand (z7 + rk0)®(”0)(x1 + 7”/{4)9(”4)7 and obtain the
coefficient A’ of x?f_lz

D D s s
A = Z ( (UO)>< (;4)>7°/€§)(v0) z7"/@?(”4) 7 mod p.

(3
0<i<D(vo)
0<5<D(v4)

i+j=p—1 or 2(p—1)

When D(vg) + D(vg) < p—1, A = 0 (mod p) since there is no i and j
fulfilling i +j=p—1or 2(p—1).
When D(vg) + D(vq) > p — 1, let’s take a closer look at A’:
e rky =0:
D(v4) ) D(v0)+D(v4)—(p—1)
A = ( rky " ° Wi mod p).
(0~ 1) - D)) ™ mod )

Since both D(v4) and (p—1) —D(vp) belong to Fp, and D(v4) > (p—1)—
D(vp), one can conclude that A’ # 0 mod p according to Lucas Theorem
depicted in Lemma 2 of Appendix B.

e rky =0:

D(vo) D(vo)+D(va)—(p—1)
.A/ = k 0 4 p
(1) b)) (

and also never be 0 mod p due to the same reason.
o ko # 0and rks # 0: Since D(vg) and D(vy) belong to T, (P0)) (P0)

i j
0 mod p. For each (i, j), the term rkzog(v“)ﬂrkf(v“)ﬂ is unique and thus

will not be merged with other terms. Hence, it cannot be 0 mod p.
In conclusion, one should require that D(vg) + D(vs) > p — 1 to ensure the
existence of z/™" in this case.
— rko = rky: It equals (z1 + rko)D(”°)+D(“4). Thus, D(vg) + D(vg) =p—1or
2(p — 1) can ensure that x'f_l appears.

mod p),
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Combining above two cases together, we can use D(vg)+D(v4) > p—1 to ensure
the existence of 5. Finally, we can get the coefficient A of 27~ ah "

N )
EQ

D(vo)+D(va)2p—1

D(vy)=p—1

where A’ only depends on D(vg) and D(vy). In other words, if D(vg) and D(vy)
are fixed to be vy and vy respectively, A’ will be fixed. Hence,

A= > WRWeA - > ell,

(V0,01,02,03,02) EMQ EQ N
V0<r<4, D(v,)=vr

where MQ ={vg+va>p—1, 07 =p—1}.
— If for every possible (vg, 01, U2, 03,01) € M@, the sum

C=0 (mod p).

(]

EQ
Vi<w<s, D(v,)=v,

We can obtain that A = 0 mod p.
— If there are one or several (vy, U1, U, U3, V1) € M@ s.t. the sum is not 0 mod p,
the probability that A = 0 mod p is extremely small.

In the second case, we’ll assume that A # 0 mod p although it might be 0 mod p.
This means that we may lose better distinguishers with little chance. However,
we will never regard a non-integral distinguisher as integral one. Our automatic
search model is based on this strategy.

Now, we show how to deal with the general case for Zr_1, where Zy = W(‘)i
and Z, = (W, + Zo+Zy+ -+ Z,_1)? for any 1 <r < R — 1. The reason why
such general forms of Z, are adopted is that one can directly set u, ; as 0 in EQ
and Cif Z; (0 < j < R—1) is not contained in Z,. This affects only the form of
EQ while it does not affect the other two steps.

— Recursively expand Zir_; by iteratively substituting each Z,. This
step can be performed using SageMath or executed manually.

Proposition 3. Under the general form of Z,., we have

Zpa=)Y (e : Iﬁl W;“) ;

EQ r=0

13



where EQ represents the following equations:

Vp—1+Ug—1,0+ - +Ur—1,r—2=4d
VR—2 +UR—2,0+ -+ UR—2,R—3 =d - UR—_1,R—2
VRp—3 + UR—30+ -+ UrR—3 R—4 =d- (UR—2,R—3 + UR—1,R—3)

R—-1
(N Ur,0 +--- 4+ Upr,r—1 = d- § Uj,r

Jj=r+1
R—1
v1tuo=d- E Uj,1
Jj=2
R—-1
Vo = d- E ’U,j,o
Jj=1
and
R-2 R—-1
e:{ a } [ 4T s
VR—1,UR—-1,0," " ,UR—1,R—2 r—1 Upy Up,0y* * 5 Upr—1

Derive the coefficient A of monomial [[ _, %! contained in Zp_;.
Similar with the toy example, A is in the form of

A 3 [ w2eo| wel,

EQ r mod n>s
(D(v0),D(v1), -+, D(vr-1))EMQ

where definitions of EQ and € can be found in Proposition 3, M@ and A’
are shown in Proposition 4.
Proposition 4. MQ contains all elements (D(vy), D(v1),- -+, D(vr_1)) where

By,
D(Vsntw) =p—1, foralll <w < s.

6=0

And
5 17 (2 (wsnsw)
_ Sn+w D(Vsntw)—1
S D DR 1 (A IS §
w=1 \ (i0,1,+ B, ) EAQu =0 o

where AQ.,, contains all (ig,i1,--- ,ip, ) that

By
{O <5 < D(vspaw) for 0 < § < By, Zi5 =m(p— 1) where m > 1} :
6=0

B, in the above is defined as:

14



(1) when Rmodn > s, for all1 <w < s,

B, — {RJrlJ.

n
(2) when Rmodn <s—1,

LR—’—lJ , when 1 < w < (R mod n)
n

B w =

{RJrl

p J—l, when (Rmodn+1) <w < s.

To prove Proposition 4, we have to use the following lemma.

Lemma 1 Denote x, a;, e; (1 <i <t) as elements in Fy,. For any q € F,,,
the term szl(aﬁ +a;)% contains x? if and only if 22:1 e; > q.

Proof. This can be proved with mathematical induction as follows.

(1) When t = 1, coefficient of 27 in (z + a1)® is (eql)a?_q. If a; # 0, due
to Lucas Theorem, (eql) # 0mod p when e; > ¢q. If a1 =0, (z + a1)¢* = 2
leads to e; = ¢q. Hence, ( 4 a1)¢* contains z? if and only if e; > g.

(2) Assume that this lemma holds when ¢ = h. Let’s check whether it holds
when t = h+1. Notice that H?:ll (x+a;)% = (H?Zl(x—&—ai)ei)-(x+ah+1)eh+1.
For each possible e, 1 < g, the existence of x? in H?jll (x+a;)% is equivalent
to the existence of x4~ ¢r+1 in H?Zl(x + a;)¢. The later is ensured by the

condition that Z?Zl e; > q — ep+1 since the lemma holds when ¢ = h. Thus,
h+1 I
Zi; € =€nt1+ D i 1€ = €1+ (¢ —eny1) =q O

Now we can prove Proposition 4 as follows:

Proof. Let’s focus on the case when R mod n > s. The other case can be
proved similarly. At the former step, we have obtained the form of Zg ;.
Here, we study whether [%_, 27! is contained in the monomial [T Wyr.
Due to Fermat’s Little Theorem, we have

R—-1 R-1
TTwe =TT w2e o
r=0 r=0

= H WTD () ] . H WTD (vr) (mod p)
r mod n>s r mod n<s—1
s By
= H WTD(W) ’ (H H(mw + Tk5n+w)‘D(v5n+w)> (mOd p)'
r mod n>s w=14§=0

Let’s take a closer look at the second part. If Zf;“’o D(Vsntw) = p—1 holds
for all 1 < w < s, one can ensure the existence of [’ _, 22! with Lemma 1.

15



Notice that this condition is M Q. Meanwhile,

PR (D (0snra)\ L Dlosnn)
D(Vsntw) n+w Vsn+w) =45 s
(@ + Phon o) Do) = Z ( is )rk5n+‘iu+ ‘xy.

i5=0

Hence, for all possible (ig, i1, - ,ip,) fulfilling that Zf;“o is =m(p—1) and
m > 1, they all contribute to the coefficient of xﬁj_l contained in the term
Hf;“o(xw +7ksnyw) P onte) In this way, we can get A’ by multiplying these
coeflicients together. O

— Get the multinomial coefficient we care about. From Proposition 4,
A’ is only related with (D(vg), D(v1),- -+ ,D(vr—1)). Therefore, A equals

> I wr| A 3 e
(00,01, ,Or—1)EMQ r mod n>s EQ
VO<r<R-1, D(v,)=v,

Now, we give the basic strategy behind our search model in Proposition 5.

Proposition 5. Denote 8 as the sum

> e.

EQ
YO<r<R—1, D(v,)=0y

If8 =0 (mod p) holds for all (vg, 01, -+ ,0r—1) € MQ, we get A =0 mod p.
EQ and C are defined in Proposition 3, MQ is shown in Proposition 4.

Main Idea of the Automatic Search Model. With Proposition 5, we only
need to check whether there exists (09,01, - ,Up-1) € MQ s.t. 8§ # 0 (mod p).
To achieve this, we have to use the condition set BQ constructed in Phase III,
which can be recognized by automatic search tools. In this case, the automatic
search model can be constructed by finding a solution of (vg, 01, -+ ,0r-1) €
M@ which should fulfill all equations defined in F(@) under the relation that
D(v,) = Uy, and all conditions shown in BQ. If there is no solution, combining the
principle of constructing BQ shown below, one can realize that 8 = 0 (mod p)
holds for any possible (vg, v1, - ,Ur—1) € MQ. Thus due to Proposition 5, we
can obtain A = 0 (mod p), which means the coefficient of monomial [} _, 22!
is 0. Hence, according to Proposition 2, Zr_1 will have the zero-sum integral
property, which then leads to an integral distinguisher covering (n—s)+ R rounds
for GMiMC-erf.

Comparison with previous works. Currently, there is no automatic tool that
can search for integral distinguishers over F,,. Among all methods developed for
ciphers over binary fields, monomial predication technique [23] proposed by Hu et
al. is a powerful tool for degree evaluation. It allows us to precisely determine
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whether or not a specific monomial appears in the ANF by counting the number
of monomial trails. But it is typically more effective for stream ciphers than
block ciphers. At Asiacrypt 2020 [11], it was generalized to Fo¢ by Cui et al.,
referred to as general monomial prediction. However, due to the heavy mono-
mial transitions round by round, they adopted a compromised way. Instead of
studying the details of the coefficient of the monomials that appear, they are
interested only in predicting which monomials do not appear in the polynomial
representation. The coefficient grouping technique [25,26] proposed recently also
adopts the same way.

Phase ITII Determine. In order to construct the automatic search model fol-
lowing Proposition 5, one has to transform 8§ # 0 (mod p) into its equivalent
conditions that can be used by automated search tools. However, this is not an
easy task. Here, we partially solve it by constructing a condition set BQ) under
the following principle.

Principle of Constructing BQ. Let J denote a condition that leads to § =0
(mod p), and H denotes its opposite, where § is defined in Proposition 5. Then
we add H to BQ.

Notice that this condition set BQ is not equivalent with § # 0 (mod p).
However, it can help to identify integral distinguishers by requiring that all 3
in BQ should be fulfilled at the same time. Now, we explain why.

— Assume that we didn’t find a solution under BQ). That is, there is no solution
can satisfy all possible conditions in BQ. In other words, for all possible
(00,01, -+ ,Up_1) € MQ), there is one or several }{ € B(Q that will never
hold, which further indicates that their opposites H will hold with probability
one. Hence, 8§ = 0 (mod p) holds for all possible (0g, 01, ,Ur—1) € MQ.
In this case, A =0 (mod p), and thus we find an integral distinguisher.

— Assume that we get a solution. This means that it can satisfy all possible
conditions in BQ. In this case, we cannot decide whether 8§ # 0 (mod p) hold
or not, since these conditions are only necessary ones for 8 # 0 (mod p). So,
if one can derive as many conditions H as possible, one will have more chance
to find better integral distinguishers. This is what we do in the next part.

In the follows, we show how to derive the condition J that can lead to § = 0
mod p) as many as possible. Recall that
d ible. Recall th

8§ = > e

EQ
Y0<r<R—1, D(v,)=vy

and C is the multiplication of several multinomial coefficients:

d

e ] -
VYR—1,UR-1,0," " UR—1,R—2

Upy Ur,0y* 0 5 Upr,r—1

R-2 R—1
H [ d'zj:rJrl Uj,r
=1

T

17



under the general form of Z, = (W, + Zo + Zy + - - + Z,_1)%. Notice that if Z;
doesn’t consist of Z,, we only need to set u,; as 0 in C and EQ. This doesn’t
affect the following discussions.

We consider three types of conditions here. To have a better understanding of
Type II/III conditions, we take the toy GMiMC previously used as an example,
and give some details in Example 3 to 6, which are described in Appendix C.

— Type I Condition. If for every C contained in 8, there always exists one
multinomial coefficient consisting of C that equals to 0 mod p, i.e.

d
{ } =0mod p
VUR—1,UR-1,0, """ UR—1,R—2
or there exists 1 <r < R — 2 s.t.
R—1
d-> 0 U;
|: Z]—T-‘rl 7" :| =0 mod P,
Ury Upr,0y° " 5 Upr—1

one can obtain that € =0 (mod p), and thus § =0 (mod p). Following the
previous introduced principle, we consider its opposite, i.e.

d
{ } # 0 mod p
UR-1,UR-1,0,""" ; UR—1,R—2
and for each 1 <r < R — 2,
R—1
[ d- Zj:r+1 Uj,r } # 0 mod p.
Upy Upr 0y * " 5 Upr—1

With Lucas Theorem (Lemma 3), this condition can be represented by some
equalities. One can then add them to the condition set BQ.
— Type II Condition. We consider (R — 1) different sums. The r-th one is

)

Cro=) (d P “W) = (ura+ - upra)
b — = U’r‘a uT,O
EQ,

where 1 <r < R-—1, and EZ)T is the following equalities:

R—-1
Up + Uro = d- Z Ujr | — (ur,l +”'+UT,T*1)
j=r+1
vo =d - Up0 + d- Z Uj.0
1<G<R-1
J#T
D(v;) =03, i € {0,r}.

Following the principle introduced before, we can use their opposites to build
BQ if they lead to 8 = 0 (mod p). We show in Sect. 3.3 how to represent
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these opposites with several equations. Now, we show why they lead to § = 0
(mod p). To understand this more clearly, two examples are given in Exam-
ple 3 and 4. Below is the formal explanation. Denote EQ, as

VR—1+UR—1,0 + -+ UR—1,R—2 = d

R-1
Vpgl F Upp1,0 + 0 F Upp10 = d- Z Uj r+1
Jj=r+2
R-1
Vpel + U1 0+ F U2 =d - Z Ujr—1
j=r

R—1
v1tuo = d- E Uj.1

j=2
D(v;) = vy, © ¢ {0,7}.
We can represent 8 as

s= Y e > (0-8n) ).

U, 15U, 257" Up,r—1 EQ
s

and this means that @L,ﬂ =0 (mod p) leads to 8 =0 (mod p). In the above
expression of 8, €’ is the multiplication of several multinomial coefficients,

i.€.
< tr > (tr - ur,l) (tr — Upr1 — ur,Q) (tr - (Ur,l + >ur,r—2))
Ur, 1 Uy, 2 Ur,3 Uy r—1

with t, =d- 2171 u;,, and

R—-1
d d' I U5 ot .
|: . Il ij'r-i-l 7,7 ,lfTSR—2;
/l) _ PR u _ _ U/ DRI u’ ’_
R R—1, sy WUR—1,R—2 1<r'<R—1 () s Uyl pl—1
Ur: r';ér
R—1
d' " Uj r! .
Il { 2j=r 41 Ui ,ifr=R—1.
1<r’'<R—1 Upry oy Uyt pr—1

— Type III Condition. Similar with Type II, we consider the following two
kinds of sums:
(1) when r =1 and ¢ > 1,

R-1
611,17(1 = Z l:t1+q - (u1+q,1 + -+ U1+q,q):| |:(d . Zj:l-ﬁ—l Uj’1>:|

Ul+gq; Ul+q,0 U1, U10

)

EQy,
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R—-1 N :
where t144 =d- Ej:1+q+1 U144 and EQLq 1S

Vg + Ui4q,0 =titg — (Ui1q1 + - + Ulsgq)

R-1
v+ uo =d- E uj1
i=2
vo =d - (w10 +urrg0) +d- D ujo
1<j<R-1
J#{1,1+q}

D(v;) =v;, i € {0,1,1+ ¢}

The above sum éH,l,q =0 (mod p) also lead to 8 =0 (mod p). An example
is given in Example 5. In Sect. 3.3, we show how to represent their opposites

into some equalities.
(2) when r > 2 and ¢ > 1,

R—1
@Hﬂ”,q = Z [tT’-HI - (ur+q,r + -+ ”LLr+q,r+q—1):| |: (d : Zj:r+1 u]'m> ] ,

Ur+q> Ur+q,0, " Ur4q,r—1 Upy Up,0y "+ 5 Upr—1

EQ,,
here g =d- Y 1! . dEQ,, i
where t,qg=d- >0 ) Ujriq and EQ, , s

Vrtq + Urtq0 + F Urpgr—1 =trig — (Ursqr + -+ Urpgriq—1)

R—1
Vp +Upo + -0+ Upp—1 =d- E Uj,r

Jj=r+1
Vo =d - (UT,O + Ur+q,0) + d- Z Uj,0
1<j<R-1
Jj¢{r,r+a}

D(v;) =v;, i € {0,r,7 + ¢}

Urtg,j + Urj Flrigrj, 1< J <=L

When they equal 0 mod p, 8 =0 (mod p). An example for this case is shown
in Example 6. One can use some equations through the way shown in Sect. 3.3
to represent their opposites.

3.3 Some Necessary Propositions for Phase II1

To use Type II and ITI conditions depicted in Phase III, we have to convert them
into some equalities which can be recognized by automatic search tools. In this
subsection, we show how to do this by introducing several propositions.

From Sect. 3.2, we know that there are only three types of sums involved in

Type II/III conditions, which are:

Gl,r = § |: :|
Ury Ur,0

Vrtur o=m2
vo=d U, 0+ms
D(v;)=1;, i€{0,r}
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T - 5

v u v, U
V14qFUL+q,0=M1 I+g> B1+¢,00 LV, T10

v1tuip=ma2
vo=d-(u10+u14q,0)+m3
D(v;)=10;, i€{0,1,14q}

> my ma
eII,T,q = § |: :| |:
y Ur4q,r—1

OrtqFlrtq.0F g q.r_1=m1 Ur4q5 Ur+4q,0, Ury Ur,0, s Up r—1
Vpttr, 0t t+Up r—1=m2
vo=d-(Ur,0+Uriq,0)+m3
D(v;)=1;, 1€{0,r,7+q}
Uptq,jtUr,j=Urqq,rj, 1Sj<r—1

my, mo and mg equal to different values in above three sums, which are not
important in the following analysis, thus are omitted. Recall that these three
sums are deduced under the general form of Z,.. In real applications, if Z; doesn’t
consists of Z,, the value u, ; will always be 0. Thus, we have to take this point
into consideration in the following analyses.

Here, we take €;, # 0 (mod p) as an example. If Z; does not consist of Z,,
the value u,. o is always 0. Thus, @U =1 # 0. Therefore, we don’t need to derive
any equations in this case. If Zy consists of Z,., we have to deal with different vy
and .., respectively. Recall the definition of D(v,.), which equals to ¥, here. We
can obtain that

0, when v, =0
vy = ki(p—1), k1 > 1, when v, =p—1
Ur+ki(p—1), kg >0, when 1 <7, <p-—2.

According to v, 4+ u,o = mg and v9 = d - u,o + ms, one can get vop = dmg +
m3 — dv,.. Since D(vg) = Vg, we have:

(1) when vy = 0, we get vo = dmy + m3 — dv, = 0, and thus v, = my + .

(2) when vy = p—1, we have vy = ko(p—1) where kg > 1. Thus, dme+mgz—dv, =
ko(p — 1). In other words,
—(p-1

vy §m2+%, and p — 1 | dmgo + m3 — dv,.
(3) when 1 <7y <p-—2,
ms — 5()
Vp = Mo + T
or

(m3 =) —(p—1)
d

v < Mo + , and p — 1| dmg + mg — dv,. — 0p.

With above analyses, one can derive equations for ¢ 1+ # 0 (mod p) as follows,
by considering different values of vy and v,.:
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(1) when vy = 0 or U, = 0, we can see that v, is always a fixed value. In this case,
@Lf’ = [UT%i,o]' Notice that this multinomial coefficient has been required
not to be 0 mod p in Type I conditions.

(2) when vp =p—1 and v, = p— 1, we can obtain v, = k1(p — 1) with k1 > 1,
0<v. <mq, v < m2+w, and p — 1 | dmg + ms — dv,. Thus, we
have p — 1 | dmg + mg since p — 1 | v,., and

behs min{ UZJ ’ Uigl " mii(_p(fl_)l)J }

(2.1) if mg > p — 1, we can obtain that

ma m2
p—1 p—1

Co= 3 [mu}: 2 (mgin)'

k1=1, v,.=k1(p—1) k1=1

Thus, ¢ 1. # 0 (mod p) is equivalent with

(zﬁ(Z” 1)) #0  (mod p) |

ki=1
(2.2) if mg <p—1,
R e o E I
Sr = g;l <k1 (p— 1)) B ,ﬁz::l (kl(p - 1)>.

In this case, @I,r # 0 (mod p) is equivalent with

U"gzl (kl(m )) £0  (mod p)|

k=1 p-1

(3) whenvg=p—1and 1 <o, <p—2, we get v, =0, +k1(p—1) with ky >0,
v < ma, v < Mo + W, and p — 1 | dmg + m3 — dv,.. Thus, we have
p— 1| dmsg+ms3— dv, since dmgy +mg — dv, = dmg +m3 — dv, —dki(p—1).
Besides, we obtain that

oshsmn{ (D] [ S gt}

Therefore, @17,, # 0 (mod p) is equivalent with

mg—or
p—1

ma
d h 2 >p—1:
k1§::o <5T+k1(p—1)> #0 (mod p)| when mz >p :
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m2
0 d h ~ L
k-lzzo (% + kl(p _ 1)> # (rno p) . when ms < p

From the above analyses, one can find that @I’T # 0 (mod p) is equivalent with
four different sums, which are those boxed, under different conditions. We denote
T1, Ty, T3 and T, respectively for these four sums, i.e.

125) L7
LD S RS S i

ki1=1

| =25 ===

=Y (57‘“:?&_1))’ Ti= ), <6r+gfp—1)>'

k1=0 k1=0

Using Proposition 6, 7, 8 and 9 introduced in the end of this subsection, we can
derive equations for T; # 0 (mod p) to construct the condition set BQ.

For the other two cases of vy and v,., one also reach these four sums. We show
these results without giving details since the deduction is almost the same.

(4) when 1 <9y <p—2and v, =p—1, we have p — 1 | dma + m3 — 7y, and
e if ms—vy>p—1, ,éI,T # 0 (mod p) is equivalent to 77 # 0 (mod p).
e if mg — vy < p—1, it is equivalent to 75 # 0 (mod p).

(5) when 1 <0p<p—-2and1<v, <p-—2, weget p—1|dmg+msz—dv, — o,
e if m3 — vy > p— 1, it is equivalent to T3 # 0 (mod p).
e if mg — vy < p— 1, it is equivalent to Ty # 0 (mod p).

For @11,1# and én’rm one can follow a similar way to derive their equations.
As results, almost all cases lead to the sum of multinomial coefficients in the
form of Ty, 15, T3 and T;. The other cases lead to multinomial coefficients
whose corresponding equations can be derived with Lucas Theorem. Due to
space limitations, we discuss €14 and Cry 4 in Appendix D.

Now, the key point here is to derive equations for T; # 0 (mod p), where
1 <4 < 4. To solve this, we introduce four different propositions here, and show
their proofs in Appendix E.

Proposition 6. For any m < pEtt — 1 where L > 1 and p > 3, denote m in
base p form: m =my -pX +mp_1-pF T 4 4 my o pH+m and t = Z]L:Oﬁlj.

Ifm>p—1and L <p—1, one can obtain that

17

1)
= (k(pni 1)) #0 (mod p)

if and only if (BJ + (t mod p)) mod p=p—1.

k
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Proposition 7. For any m < p“*' —1 where L >1 and p >3, if m >p—1
and L < p—1, one can obtain that

LZJ (kipy) #0 o

k=1

if and only if one of following conditions holds:

(1) when ( %J + (¢ rnodp)) modp=p—1, my < (t mod (p — 1)).

(2) when ( %J + (¢ modp)) modp = p—1, (tmod (p—1)) ¢ {mo,0}, and
Mo > max{(t mod (p — 1)), 2}.

(3) when Q%J + (¢ modp)) mod p < p—2, my > (t mod (p — 1)).

Here, t follows the same definition as Proposition 6.

Proposition 8. For any 1 <0 < p—2 and m < p**' — 1 where L > 1 and

=,
kZ:O <5+k(p—1))7é0 (mod p)

if and only if one of the following conditions holds:

(1) L <9 and ({%J +(tm0dp)) mod p > .

| £ ]+(t mod p)
p

| £]+(t mod p)
p

(2) L>v+1, =0, (md({ﬂ—i—(tmodp)) mod p > 7.

(3) L>v+1, =1, and ((L%J—l—(tmodp)) modp)—i—lzﬂ.

Here, t follows the same definition as Proposition 6.

Proposition 9. For any 1 <o < p—2 and m < p“*' — 1 where L > 1 and
p>3, m>p—1and L <p—1, to require

IR
> (34 no_ 1)) 70 (modp)

we add following conditions to the condition set BQ:

(1) (B3V ByV BsV Bg)ABg

(2) (B1V BaV Br)ABg

(8) (B1V B2) ABgA(BioV Bi1) A(Bi7V Big)

(4) (B1VB2) ABgA(BiaVBis) A(BiaVBisVBig)

(5) ('Bl \Y Bg) A Bg A (Blg vV Blg) AN (317 \Y Blg> N {T/fLo #* (t mod p)}
(6) Br ABg A (319 \Y 'Bgo) A (Bi7 Vv 318)

(7) ‘37/\39/\(321\/'322)/\(314\/315\/'316) R

(8) Bz ABg A (Ba1 VBa) A (Bi7V Big) V {o # ((t mod p) + 1)},

(t mod p), and t follows

where conditions B; are depicted in Table 3, T = Lt;

the same definition as Proposition 6.
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3.4 Experiments on GMiMC-erf using Small Primes

To check whether the automatic search model constructed above is valid or not,
we performed several experiments for GMiMC-erf with small primes.

In each experiment, the leftmost s inputs x1,xs, -+ , x5 are traversed, while
the others are fixed to be random values. Denote Y; as the i-th output after
encrypting R rounds, where 1 <i <n.Let T =) " ,Y; — (n—2)-Y;. We check
whether -, T =0 (mod p).

If the model find that there is no solution, it means we have found an integral
distinguisher. Experimental results are shown in Table 1. From this table, one can
see that this model can successfully detect the integral distinguisher. Meanwhile,
it will not regard non-integral distinguishers as integral ones.

Table 1: Experimental Verification of Automatic Search Model for GMiMC-erf

degree d prime p blocks n s rounds R model results experiments
1 86 no solution (integral) integral
1 87/88 has solution not integral
3 7 86 2 88 no solution (integral) integral
2 89/90 has solution not integral
3 89 no solution (integral) integral
3 90/91 has solution not integral
1 66 no solution (integral) integral
3 17 64 1 67/68 has solution not integral
2 68 no solution (integral) integral
2 69/70 has solution not integral
1 26 no solution (integral) integral
3 65519 16 1 27/28 has solution not integral

4 Applications on GMiMC

In Sect. 4.1, we show integral distinguishers for GMiMC-erf using the automatic
search model constructed in Sect. 3. By applying a linear transformation to the
inputs of GMiMC-crf, we can adopt the same model to search for distinguishers.
We also apply the Computation-Traceback-Determine framework to construct
models for GMiMC-nyb and -mrf in Sect. 4.2.

4.1 Integral Distinguishers for GMiMC-erf and -crf

Detailed results of GMiMC-erf and comparisons. Since we focus on the
security of GMiMC used as a block cipher, we only involve integral distinguishers
constructed for this setting here. We show the comparison between the number of
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rounds covered by our new found integral distinguishers and those given by [5,10]
in Figure 1. As results, for variants with large primes, one can use our method to
obtain the best distinguishers that cover more rounds than previous works. For
variants using small primes, although we cannot detect better distinguishers, our
distinguishers need relatively small data and time complexities compared to [10].

Meanwhile, to stress the necessity of taking exact coefficients of monomials
into consideration, we also give the number of rounds covered by distinguishers
that are detected by only focusing on the maximal degree. To be more specific,
these distinguishers are constructed following the way similar with that used
in [5]. We take all possible values for the leftmost s branches, thus, one can add
(n—s) rounds before without any costs.. Since the maximal degree after R rounds
is df* which should be less than s(p—1), we get R = |log,(s(p—1)—1)]. Then one
can add (n — 1) rounds after using the linear relation [5, Proposition 3]. In total,
these distinguishers cover (n — s) + [log;(s(p — 1) — 1)] 4+ (n — 1) rounds. With
the increase of s, the number of rounds covered by these distinguishers will be
decreased, as shown in Figure 1. This confirmed that taking the exact coefficients
of monomials into consideration indeed help to find better distinguishers.

Applying the same model to GMiMC-crf. For GMiMC-crf with n blocks,
denote its whole input as (X1, X, -+, X,,). Let M be a matrix. Denote M i,j s

the element in its ¢-th row and j-th column, where 1 <i,5 <n. Then MZ =0
1fz_],M,J_11f27é] Let (X1, X2, -+, X,) be n values, and

[5(1)2'2---)an}Z[X1X2~~Xn]-J/\/I\.

Here, instead of traversing s blocks of (X7, X, -+, X,,), we consider traversing
s blocks of (X1, Xs,--+,Xn). To add (n — s) rounds before, we traverse the
leftmost s blocks, i.e )Z'Z =ux; when 1 <14 < s, and )Z'j =c¢;whens+1<j5<n.
In this case, the output Z, of S-Box in the r-th round will keep the same form
as that in analyzing GMiMC-erf. One can take GMiMC-crf with n = 4, s = 2
and R = 5 as an example, which is depicted in Figure 8. Since all Z,. obey the
same form, we can adopt the same model constructed for GMiMC-erf to find
distinguishers of GMiMC-crf. As results, integral distinguishers we found for
GMiMC-crf cover the same number of rounds with that of GMiMC-erf under
the same parameters.

4.2 Search for Integral Distinguishers of GMiMC-nyb and -mrf

In this subsection, we follow the three-step framework to build the search model
for GMiMC-nyb and -mrf. Assume that our aim is to find an R-round integral
distinguisher for GMiMC-nyb/-mrf with n = 2b blocks. Then there are b S-Boxes
in each round. Denote these n inputs as (X7, Xo, X3, X4, -+, Xop—1, Xop). For
each 0 <i<b—1and 0 <r < R -1, let rk;py; denote the sum of round key
and round constants used before the i-th S-Box located in the r-th round. We
use Z.p4; to represent the state after the i-th S-Box in the r-th round.
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In Phase I, according to whether X;, 1 < j < 2b, is traversed or not, Wyp4;
is in the form of Z((2i+r) mod 2b)+1 T+ TKyppys OF C((2i+r) mod 2b)+1 ~+ kb4 ;. Besides,
when 7 = 0, we have Z; = W for all 0 < i < b—1. When r > 1, with SageMath,
one can derive the expression of each Z,;;, which follows the form:

d
Zerri = (Werri + Zj1 + ij +o 4+ erb+i) )

where {Z;,,Z;,,++ ,Zj,,.,} is asubset of {Z,p1; |0 <i<b—1,7" <r—1}.
Each output after R rounds can be denoted as the sum of some Z,;4; values. If
all Z,.p4; values involved have the zero-sum integral property, we find an integral
distinguisher covering R rounds. The remaining task here is to follow Phase II to
derive the coefficient A of the monomial [} _, 2E! for each Z,,4;, and derive
conditions to restrict A # 0 (mod p).

According to the form of Z,;,; mentioned above, we find that each Z,p;
also follows the same general form used in Sect. 3.2, which is

Zrpyi = Wypgi + Zo+ -+ - + Zrb+if1)d.

Thus, one can get EQ, € and M@ according to Proposition 3 and 4. Automatic
search model can then be built following Proposition 5. Meanwhile, one can use
Type I/II/III conditions depicted in Phase III to require that A # 0 (mod p).

Notice that the difference between GMiMC-nyb and -mrf is the linear layer.
This only affects the detailed expression of Z,44;, while does not affect the above
mentioned general form. In other words, the same model can be adopted.

As results, we can gain much better distinguishers than [10] for both ciphers.
We list these new found distinguishers in Figure 2, along with previous results.
Our method gives the best integral distinguishers for both ciphers. To gain these
distinguishers, we take all possible values of the leftmost branch, and use our
model to detect the integral property. In this case, an extra round can be added
before without any costs. To show the necessity of taking coefficients into consid-
eration, we also give the trivial distinguisher that is built similarly, except that it
only considers the maximal degree. The total round of such trivial distinguisher

is 1+ [log,(p —2)].

5 Discussion on HADES Design

HADES [19] is a new design strategy proposed by Grassi et al. in EUROCRYPT
2020. Compared with SPN structure, it adopts two different round functions. A
middle layer with PSPN rounds is surrounded by 2 outer layer of SPN rounds.
Meanwhile, every round adopts a random MDS matrix applying on all blocks.
To demonstrate the generality of our proposed framework, we also apply it
to two HADES designs: HadesMiMC and Poseidon2™. Due to space limitations,
detailed information is provided in Appendix F. As a result, we gain multiple
distinguishers for HadesMiMC with 1 < s < n — 1. All of them are better than
the trivial bounds obtained from the maximal degree estimation. However, they
do not outperform the result in [5]. This stems from the exponential growth of
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constraints caused by the MDS matrices used in full rounds, which makes the
search model too large to be solved or even impossible to be built. We have to
adopt a compromised way by limiting the number of full rounds on both sides.
The usage of such full rounds at the beginning and end of HADES prevents the
detection of integral properties covering more rounds. For Poseidon2™, we also
identify many new distinguishers that cover 1 more rounds than the trivial bound
in most cases. Detailed results for these two ciphers are presented in Table 4
and 5, respectively. All these results serve as a supplementary evaluation of the
security of the HADES designs.

6 Conclusion

To detect better integral properties for ciphers defined over F,, we introduce
a new framework that takes exact coefficients of monomials into consideration.
This framework consists of three phases. In the first two phases, the exact co-
efficient A of the target monomial [}, _, 2E! is represented as several sums 8
of multinomial coefficients under specific conditions M Q. If each § = 0 (mod p)
holds for all solutions of M@, we have A =0 (mod p), and thus obtain the inte-
gral property. To achieve this, we construct a condition set BQ in the last phase.
This set is constructed by adding all possible conditions whose opposite leads
to 8 =0 (mod p). In this way, we can construct the automatic search model by
searching a solution that satisfies both M Q and B(Q. If no such solution exists,
it means that for all possible solutions of M@, there is at least one condition in
BQ whose opposite will hold with probability one, thus 8§ = 0 (mod p) holds.
Consequently, we obtain an integral distinguisher. The validity of our model
is confirmed by performing experiments on GMiMC-erf with small primes. To
further demonstrate the generality of the new framework, we also apply it to
GMiIMC-crf/-nyb/-mrf, as well as two HADES designs including HadesMiMC
and Poseidon2”. As a result, we achieve numerous new distinguishers for these
two families of ciphers.
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A Structure of GMiMC-crf, -nyb and -mrf

Fig. 5: Structure of GMiMC-crf

Ty +p—1

yl YZb—Z YZb—l YZb

Fig. 6: Structure of GMiMC-nyb

n v Ypr1 Ypip = Yop

Fig. 7: Structure of GMiMC-mrf. Rotation number s, is different in each round.
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Fig.8: A toy example of GMiMC-crf with n =4, s =2 and R=5

B Lucas Theorem

Let (Z) denote the number of ways to select b elements from a set of a distinct
elements without considering the order, and it equals b,(%ib),. Let [b b } be
i . 1,02, sOh

the following multinomial coefficient, where a = Z?:l b;:

a _aig
bi,bg, -+ ,bn|  bilbo!-- byl

In Combinations and Number Theory, one can use Lucas Theorem and its ex-
tensions [9,28] to compute (7) mod p and [b1 by bh] mod p, which are shown in
Lemma 2 and 3, respectively.

Lemma 2 For binomial coefficients (Z), denote a and b in base p form:

a =ag + a1p + azp® + -+ + anp”
b=bo + bip + bap” + - -+ + bup",
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where 0 < a;,b; <p—1 for 0 <i<n. We have

() =1L o

where (‘;) is defined as 0 when b; > a;.

Lemma 3 For multinomial coefficients [bl bza.__ bh] where a = Z?Zl b;, denote
a and b; in base p form as:

a=ag + a1p+ agp® + - + anp”

bj :bjo + bjlp + bj2p2 + -+ bjnpna V1< J< h7

where 0 < a;,bj; < p—1. Ifa; = Z?:1 bj; holds for any 0 < i < n, we have

[bl b;” b}] # 0 (mod p); otherwise, it equals to 0 mod p.

C Examples of Type II/III Conditions used in Phase III

For the toy GMiMC depicted in Figure 4,

8§ = > e

EQ
Vo<r<d, D(v,)=v,

_ Z [m’ | d 71&43] [Ugd . ?143 } [d- (u32 + u42)] [d- (u21 + us1 + u41) .

va-tual e +tias=d )y, U32 V2, U20, U21 U1, U10
vztuzotusltuzz=d-usz
va+ug0+u21=d-(uza+ug2)
vituio=d-(u21+us1+usr)
vo=d-(u10+u20+us3o)
V0<r<4, D(v.)=v,
Ezxample 3. We focus on the sum:

~ d-(us1 +us1 +u
Cry = Z { (u21 31 41)}

V1, U10
vi+uro=d-(u21+u31+ua1) ’

vo=d-u19+d-(u20+uso)
D (vy)=vr, 7€{0,1}

Notice that the relation between 8 and @171 is

SZZ[ d H d- s Hd.(u32+u42)}@[)17

= V4, Ug1,U4q2,Uq3 ]| | U3, U0, U31, U32 V2, U20, U21
1

where @1 is
Vg + ug1 + ugo + ug3 =d
v3 + uzp + uz1 + uzz =d - u43
v + U + U1 =d - (uzz + Us2)
D(vy) =0, r € {2,3,4}.

So if 6171 =0 (mod p) holds for all solutions of E@l, we get § =0 (mod p).
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Ezample 4. We study this sum:

~ d- _
Cro = Z { (u2 + 142) qu}

V2, U20
vatuz0=(d-(uz2+usz)—uz1) ’

vo=d-u20+d-(u10+us30)
D)2ty ref0,2)

In this case, 8 can be computed as

sox (0 ) 5 6 ).

u
Uz “ EQ,

where

~ { d ] [ d - U4z ] [d~ (ug1 + us1 + u41)]

Uy =
Vg, Uq1,Uq2, Uq3 ]| V3, U30, U31, U32 VU1, U10

and EZ)Q is
Vg + uar + uaz + usg =d
v3 + uz0 + u31 + u3z =d - u43
v1 +u10 =d - (ug1 + u31 + ua1)
D(v,) =v,, 7 € {1,3,4}.
Thus, $ = 0 (mod p) if C;5 =0 (mod p) holds for all u, and EQ,.

Ezample 5. Let’s focus on the sum when r =1 and ¢ = 2.

- d- Ug3 — U331 — U392 d- (U21 + u31 + ’LL41)
Crriz= E ’
3 U3, U30 V1, U10
v3+uzo=d-uqs3—u31 —u32
vituio=d-(u21+usi+ua1)
vo=d-(u10+u30)+d-u20
D(v,)=vy, r€{0,1,3}
Denote EQ as
V4 + ug1 + uge + ugz =d
fD(Ur) :{);"a re {4}
and
G [ d-ugs } [d- (us2 + u42)] [d' (u21 + us1 + u41)
1= .
: : V3, , U2 Va2, U20, U21 U1, U10

vz+uzot+usl+uzz=d-us3
va+uzo+uz1 =d-(uzz+uaz2)
vi+uro=d-(u21+u31+ua1)
vo=d-(u10+uz0+us0)
V0<r<3, D(vr)=vp

One can represent 8 as
d ~
S = E N e:t) .
e ([04,1641, U427U4J
EQ
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Denote E@/ as
Vg + Ugg + u21 =d - (usz + Ua2)
Dlv,) =i, 1 € (2)

Then we can represent él as
~ d- a3 (d-usz — us2 d - (us2 + a2 5
G = E < ) ( . E ( ) ~Crra,2
i U3z2 u31 — Vg, U20, U21
31,U32 EQ

Thus, if /é[I’LQ =0 (mod p) holds for all ugy, uss and E’Z)/, 8§ =0 (mod p).

Ezample 6. Let’s study the sum when r = 2 and ¢ = 1.

~ d-ug3 —u d-(us2 +u
Crron = Z [ 43 32][ (us2 42)].

U3, U30, U31 V2, U20, U21
vz+uzo+uzi=d-usz—us2 ’ ’ ’ ’

va+ugotuzr=d-(uzz+uaz)
vo=d-(uz0+u3z0)+d-u10
D (vr)=v,, r€{0,2,3}
uz1+u21 =us21

Under the same E/@ and él as those in Example 5, we can represent § as

d ~
8= -G ).
Z ([047@641,“4271143} 1)
EQ

Denote EE)I as
v1 + uio =d - (Qz21 + va1)
D(v,) =0, r € {1}

Then we have

~ d - uy3 d- (Ggo1 +uar)| 5
€= Z ( ) . Z ({ V1, U10 Crra
EQ'

~ Uu3z2
u32,U321

If 61172)1 =0 (mod p) holds for all uzs, tiz2; and m,, 8§ =0 (mod p).

D Deriving Equations for Type II/III Conditions

Derive equations for (?31171,,1 # 0 (mod p). Recall that

O e

v u v1,U
S 1+4qs U1+44,0] [ V1, U10

v1tuip=ma
vo=d-(U10+U144,0)+m3
D (vi) =0, i€ {0111 q)
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If Zy doesn’t consist of Z;44, the value ui44, is always 0. Thus, ,C\fn,lﬂ becomes

Z Z L:ij} - Z L};n;w]

Vltq="mM1 v1tuio=ma v1tuio=ma
D(vi4q)=V1+q vo=d-uio+ms vo=d-ui0+ms
D(v;)=v;, i€{0,1} D (vi)=7,, i€{0,1}

when D(mq) = v144. Note that this sum is in the form of 6171, thus can be con-

verted to Ty, To, T3 and T4 under different conditions, as discussed in Sect. 3.3.

Similarly, if Z; is not contained in Z;, we can also convert it to these T; sums.
Let’s see what happens if the above cases don’t occur. According to

Vi4q T Ultq,0 =M1
U1 + U0 =m2
vo =d - (U190 + U144,0) + M3
D(v;) =03, i € {0,1,1 + ¢},

we have vg = d(my +mz) — d(vy + v144) +ms. Since D(vg) = vy, we obtain that

(1) when 7p = 0, we get vy +vi1q = mq +ma + TE.
(2) when vp =p —1,
-(p-1)
d

m:
V1+V14¢ < M1+ma+ 2 and p—1 | d(mi+ma)+mz—d(vi+vi1g).

(3) when 1 <7y <p-—2,

m3 750

U1 + Vi4g = my + mo + p
or

m3*”l70*(p*

1 -
d )7 p—1 | d(mi+ma)+mz—vo—d(vi+viyg).

V1tV < Mmitme+

With a similar way as shown in Sect. 3.3, we can discuss each possible values
of o, U1 and V144, respectively. Detailed results are shown in Table 2. All cases
should fulfill that p — 1 | d(m1 + me) + ms — d(V1 + UV14¢) — Vo. We denote T5,
Ts, Ty and Ty as follows, which are used in this table. Note that one can also
use Proposition 6 to 9 to derive equations for T; # 0 (mod p) when 5 < i < &,
since they obey a similar form as T} to Tj.

724 B
=) (kg(z:l 1))’ To= QZ: (kz(gl 1))’

ka=1

m1=Y14q
p—1

Tr= ) (51+q +n£<p - 1))’ = z,: (%qu +T]:;L;(p a 1)).

ko=0



Table 2: Equivalence of Cr 11, 70 (mod p) used in Type III conditions

Vo 1 Vltq Preconditions Equivalence
0 any any Covered by Type I conditions
>1 0 0 Covered by Type I conditions
dMQ+M3—50>p—1 T5;£O
> _ Yo 2
21 0 p-1 dma +mz — v <p—2 Ts #0
dm2+m3—50>p—1 T77£O
N _ Yo =2
=10 [Lp-2 dms +ms — o < p—2 Ts #0
dm1+m3—§02p—1 T1;£O
> - b
=1 p—1 0 dmi+ms —vo <p—2 To #0
m3—'1702p—1 Tl#OaHdTg,#O
>1 p-1 p—1  msg—0o <p—2, f(mi,ma,01,0114) <p—2" Th#0o0rTs#0
mg—ﬂoﬁp—?, f(m1,77’L2,”171,’171+q)2p—1 leé()andTg);éO
mgfjl\)'ozp*l T17£0andT77é0
>1  p-1 [1,p—2] m3—70 <p—2, f(mi,m2,01,014¢) <p—2 T2#0o0rTs #0
ms —vo < p—2, f(m1,m2,01,014¢q) >p—1 T1 #0and T7 #0
dml—i—mg—%zp—l T37é0
> - b
21 [, p-2 0 dmi +m3 —vo < p—2 Ty #0
mgfjl\)'ozp*l T35£0andT5¢0
>1 [1,p—2] p-1 ms — Vo <p—2, f(mi1,m2,01,0144) <p—2 Ty #0o0r Ts #0
m3—’170§p—2, f(m1,m2,51,§1+q)2p—1 Tg#OandT57§0
mg—’ﬁozp—l T37$OandT7;£0
>1 [lyp_2] [17p_2] m3_50§p_27 f(m17m27’7717‘771+Q)§p_2 T4¢OOI‘TS¢O

ma — Vo < p—2, f(mi,m2,01,014¢) 2 p—1

Tg#OandT77é0

+

f(ma, ma,¥1,0144) = (M1 — V144) (mod (p — 1)) + (m2 — 1) (mod (p — 1)).
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We show more details when v = p — 1, v1 = p — 1 and U144 = p — 1. From

v =ki1(p — 1), k1 > 15 v1 < mg;
Vitg =k2(p — 1), k2 > 1; vi4q < M
mz — (p— 1)_
— g
p—1|d(m1 + ma) +ms — d(vi + vi4g),

V1 + Vigq <M1+ ma +

we obtain that

i g sk ] s [ g
g

1 sz. Since

(1) if mg >p—1, we get k1 + ko < 1

mi + mo > mi n ma 7
p—1 ]~ [p—-1 p—1

we can obtain that k1 + ko < Lml J + L"flJ. Therefore, @11,1’(] equals

p—1 P

R S I B

L<hi<| 2 ] 1<ka<| 52 |

To ensure @H,Lq # 0 (mod p), we have T1 # 0 (mod p) and T5 # 0 (mod p).
(2) if ms <p—2, we get ki + ko < {%J — 1. Notice that

) [ e [ s )+ 72

(2.1) when m; (mod (p—1)) +me (mod (p — 1)) <p— 2, we get
ma | |ma | e
p—1 p—1 p—1

Thus, k1 + k2 < UTIJ + L ny

It can be represented as (To + C4)(Ts + Cp) — C4Cp, where

s ([m ]”(21)) - (mr(;l))'

p—1 p
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If T, =0 (mod p) and Tg = 0 (mod p), we get 61171@ =0 (mod p). Due
to the principle of constructing the condition set BQ), we require that at
least one of Tz # 0 (mod p) and Ts # 0 (mod p) hold.

(2.2) when m; (mod (p—1)) +me (mod (p—1)) >p—1, we get

)l = [

Thus, k1 + ko < UTlJ + U’izlJ. Hence, it equals T3 - T5. So we require

that 71 # 0 (mod p) and T5 # 0 (mod p).

Derive equations for e II,r,q 7 0 (mod p). In real applications, expressions
of Z, and Z,,, are various, which make the discussion here more complicated.
Without loss of generality, we denote

Zr:(Wr+6T'ZO+Za1+Za2+"'+Zajr)d

and
Zr+q = (WrJrq + 5r+q - Zo+ Zbl + Zbg + 4+ ij,r,+q)d7

where 4, and §,14 are defined as:

{1, if Zy is contained in Z, {1, if Zy is contained in Z, 4
r = sy Or4q = .

0, otherwise 0, otherwise

Denote J as {ay,az,--- ,a;, }({b1,b2,--- ,bj. ., }, and denote its length as |J|.

(1) when 6, =1 and 0,44 = 1:

(1.1) when |J| =0, the sum @qu can be represented as

)

|:m1 _ (ur+q,b1 + o+ u,’,Jrq’berrq ):| |:m2 - (ur,lh + -+ Ur,ajr)
50 Ur4q5 Ur+4q,0 U, Ur,0
where EQ is

Vpggq + Urtq,0 =M1 — (Upggpy + 0+ Ur+q,bjr+q)
Uy + Up g =M — (Ur,a1 +-+ Ur,ajr)
vo =d - (Uptq,0 + Ur0) + M3
D(v;) =y, i € {0,7,7 + q}.

In this case, the sum is in a similar form as éH,l,q- Thus, we can follow
Table 2 to get corresponding conditions.
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(1.2) when |J| =1, assume that a1 = by = a. Then we can represent /G\Umq as

)

Z |:m1 _ (ur+q,b2 4+ uT+q7bjT+q ):| |:m2 - (ur,az + .4 Ur,aj7,)
— Ur4-q» Ur+q,05 Ur4-q,a Upy Uy 0y Ur.a

EQ
where EQ is

Uptq T Urtq,0 T Urtga =M1 — (ur+q7b2 4+ -+ Ur+q,b_7»1,+q)

vy + Ur,0 + Up,q =2 — (ur,ag + -+ ur,ajr)
vo =d - (Ur4q,0 + Uro) + M3
fD(”z) ::Jiv (AS {Oa T+ Q}

Urtq,a t Ur,a =Urtq,ra-

We consider two different cases here. The first one is checking each sum
under every possible values of u, 4 and u,., and the second one is checking
that under every possible v, 14 and v,. For the first case, under each 1,14
and u,, we get

Z [ml _ (Ur+q,b2 4+ uT+(I>bj,.+q) - u“rq,a] [m2 - (Ur,az 4+t ur,ajr) — Upq

Ur4-q5 Ur+q,0 Upy Ur,0

ETQ/
—
where EQ is

Urgq + Uryqo =M1 = (Urgqp, + - F ur+q,bjT+q) — Urtq,a
Vp + Up0 =Ma — (Upyay + -+ Ura; ) = Ura
vo =d - (Ursq,0 + Ur0) + M3
D(v;) =y, i € {0,717+ ¢}

This is in a similar form with €7 4. For the second case, under each
Up4q and v, we have

Z |:m1 _ (ur+q,b2 + .-+ uT’-HLbjTJrq) — UT+(1:| |:m2 - (UT,(IQ + -+ Ur,ajr) — Up

Ur+q,05 Ur4-q,a Ur,0y Ur,q

’

EQ
where E\@I is
Uptq,0 + Urtgqa =M1 = (Uriqhy ++ + Ursgd; ) = Uriq
Up,0 + Upg =M2 — (Upay + -+ Upa, ) — Up
vo =d - (Uptq,0 + Ur0) + M3
D(v;) =v;, i € {0}

Uptg,a + Ur,a =Urtq,ra-
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Denote
/I !
my =m1—(Uriqp,+ - FlUrtgby, )=Urtq, My = Ma—(Uray+- - +lra, )=Vr.

We can represent above sum as

> > WG

(7 U
D(d(m! , —da = Tu —m! r+q,a T,a
(m+mb)+ms3 Urtq.ra)=Vo Urtq,0TUrtq,a=Tm
Up,0FUr g =My
Urtq,atUr,a=Urtq,ra

With Vandermonde’s Convolution Formula, it equals

SR )

_ Urtg,ra
D (d(’m’1 +mb)+ms —d-u,,qrq,,,,,a):'uo

One can then use Lucas Theorem to deduce its conditions.

(1.3) when |J| > 2, we consider every subset of J with size 1. For each subset,
we can follow the way shown in (1.2) to derive conditions. Besides, we
consider two other cases. The first one is checking each sum under every
possible 4,440 and u,o, which is discussed in (2) shown below. The
second case is checking each sum under every possible v,, and v,. In
this case, we will finally reach a sum which has a similar form with the
last case in (1.2), and conditions can be derived with Lucas Theorem.

(2) when d, =0o0r 6,4q =0, Uryq,0 O uro Will always be 0, thus be fixed values.
In this case, we can finally reach a sum which can be determined by Lucas
Theorem. We take J = {a, b}, §, = 0 = §,4, as an example, and assume that

a1 = by = a, ax = by = b. In this case, the sum C;7 ., can be represented as

’ /
b
= |Ur+q,a) Ur+q,b] [Ur,as Urpd
EQ

where E\C/;) is
Urygya + Urtgb =M
Ur,a + Ur,b :mIQ
Ur4q,a + Ur,q :ﬁr+q,r,a
Ur4+q,b + Ur,b :ar-l-q,r,b-
and

! !
My = 1= (Urgq,by o H g, )= Vreqy M = Mo (Ura, - Hira, )=y

Under the conditions Uyiqrq > M}, Uriqra > My, Upiqrp > My and
Upgqrp > Mh, the above sum equals

! !/
|: o g o :|
ur+q,r,aa ur+q,r,a

One can then use Lucas Theorem to derive conditions.
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E Proofs of Propositions Claimed in Section 3.3

To show their proofs, we need to introduce the following two lemmas.

Lemma 4 For any m < p“*t' — 1 where L > 1 and p > 3, we have
=d . L+1 ;
= mod p).

> (1) =2 (o) (o

k=1 =1

Here,
m = p" +mp_1-p" 4 g p+ g

and t = Z]L:o mj, as defined in Proposition 6.

L+1

Proof. Since m < p — 1, we can get

m
\‘p—lJ SpL+pL71—|—--~—|—p+1.

Therefore, the left part can be represented as

=d pLtptl phtptl
kz::l </f(pni 1)) - +i+ (k‘(pni 1)> +i+ (k(pni 1)>'

=l SENEE

When k > {ﬁJ + 1, we have k(p — 1) > {ﬁJ (p—1)+ (p—1) > m. Hence,

+i+ (k@m 1>) -

=1
When 1 < k < pf 4 pl~t 4+ ... 4 p+ 1, we can obtain that
p=1<klp-1)<(p-1-p"+@-1-p" "+ +(p-1).

Therefore, k(p — 1) can be represented as ki -pk T pE 4 + & ~p+%0,
where each k; € F, for 1 < j < L, and

ko=p—1,ifkp =k 1= =k = 0;
ko € F,, otherwise.
Meanwhile, since p— 1 | k(p — 1) and
kr-pF +kpo1-pP 4k p Ko
= (ke 0F =Dt 4T (0= 1))+ Er g+ + o,
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we can get p—1 | EL—&—EL_l—im . ~+/k;\0. In other words, 7<Z\L—|—7€\L_1—|—' . -+7€\0 =d(p—1)
with 1 <0 < L+ 1 considering the range of each Ej.

Hence, we can divide 1 < k < pL +---4+p+1into (L + 1) sets according to
different values of the sum EL + EL_l + -4 /150. Therefore,

pr++p+l

> ()

— \k(p-1)
_[il Z (T/fLL-pL-i-’I/?\’LL1'pL_1+"'+7/7\’Ll'p+ﬁlo)
o kL'pL-l-kL,l~pL*1+"'+k1‘P+k0

0=1 % 4+kp _14-+ko=6(p—1)
L+1 L~
s
= Z Z H <Aj) due to Lucas Theorem
— A LA E;
=1k +kr_14-+ho=5(p—1) J=0
L ~ ~ ~ ~
:i <mL+mL1—|—~-~+m1—|—m0)
p o(p—1) ’

which then equals Zﬁill ( 6(;_1)). The last equality comes from Vandermonde’s
Convolution Formula. a

Lemma 5 For any 1 <o <p—2 and m < p“*! — 1 where L > 1 and p > 3,
we have

|2zt
2 (ﬁ+k$—1>)5i<ﬁ+a<;—1>> (mod ).

k=0 6=0

Here, t follows the same definition as Proposition 6.

Proof. The left part can be represented as
L5=] m pE 44t m pE+ 4t m
zzz <5+k‘(p1)) -2 <5+k'(p1))_ 2 1(5+k(p1)>'

k=0 m—=3y
p—1

v=a(p—1)+ 8, where 8 <p—2. Then m = (p— 1)aa+ v+ 5. When

V;:l J + 1, we have

L

et m —
k>

SIS

Ep—1)4+v>ap-1)+pmE-1)+v>ap-1)+8+0=m.

Hence, the second term is always 0. When 0 < k < pX 4 .- 4+ p + 1, we get
k(p—1)+v>7v and

kp-1)+v<m<p"™ —1=(p-1)p"+---+(p-1p+(p—1).
In other words, we can represent k(p — 1) + ¥ as

k(p— 1) +0=kp - pE +kp—y - p" 7 4 4k p ko,
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where Ej €lF,forl1<j<Land

)
=

I
o

{/k\067ifELEL_1"'

ko €F p, otherwise.

Thus, k(p—1) = kr-p" +kr— 1 pk~ 1t +k‘1 p‘i‘(ko— v). Since p—1| k(p—1),
we can obtain that p — 1 | kL + kL 14+ k1 + (kg — ). In other words,
kL+kL—1+ —|—]€1+(k‘0—’l})—(5( )WlthOS&SL Hence,

it 4+l
> (o)
P v+k(p—1)

Z < Lepl+mp o optT +ﬁl1'p+77lo>
kr, - pt k- cpb=l bk o p+ kg

Fr+ko_14-+ki+(ko—7)=5(p—1)
L i
> (%)
+kL 14 +k1+(k0 0)=46(p—1)J= 0

mp +mp_1 + -+ my + Mg
dp—1)+7v

S M M-

)

>
I
o

which equals ZaL:o (6(p_t1)+5) since t = my, + mp_1 + - - - + M1 + Mo. O

L+1 _

Proposition 10. (Rephrase of Proposition 6) For any m < p 1 where

L>1landp>3,ifm>p—1and L <p—1, one can obtain that

(kg ) #0 modt

~
Il
—

if and only if
({;J —|—(tmodp)> modp=p-—1,

Here, t follows the same definition as Proposition 6.

Proof. Due to Lemma 4,

is equivalent to



Since L < p— 1, we know that 6 < L+ 1 < p. Then §(p — 1) can be represented
in base p form: (6 —1)p+ (p—9), where 0 <d—1<Landp—L<p—-§<p-—1.
According to Lucas Theorem depicted in Lemma 2, the left part equals

S-S () - 2 (D)

When ¢ > L + 2, we have § — 1 > L + 1. Meanwhile, since t < (L+1)(p —1) =
Lp+ (p—1) — L where L < p — 1, the maximal value of {%J is L. Thus, the

binomial coefficient ((L ? 4) is always 0 when 6 > L + 2. This leads to

S (UL () =S () () o= (1 e,

Due to Lucas Theorem, only when

(|2] + €t ) motp =1,

the above binomial coefficient is not 0 mod p. a

Proposition 11. (Rephrase of Proposition 7) For any m < p**t! — 1 where
L>1landp>3,ifm>p—1and L <p-—1, one can obtain that

o,
2 (sm1y) #0 (o

if and only if one of following conditions holds:

(1) when ( %J + (t modp)) mod p=p—1, Mg < (¢t mod (p—1)).

(2) when ( %J + (¢ modp)) modp = p—1, (tmod (p—1)) ¢ {Mmo,0}, and
mo > max{(t mod (p — 1)), 2}.

(3) when Q%J + (t mod p)) mod p <p—2, my > (t mod (p — 1)).

Here, t follows the same definition as Proposition 6.

Proof. According to the proof of Proposition 10, we can obtain that

21 L
5 () = (F5077) o
Hence,
[21) 1 L2
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Therefore,
L7211

P (ki(pWi 1)) #0  (mod p)

is equivalent with

(UJ ;(irimd p)) ” (lpmlﬁp B 1)) (mod p).

The left binomial coefficient is 1 when Q%J + (t mod p)) modp =p—1, and
it equals 0 if (EJ + (t mod p)) mod p < p — 2. While for the right binomial

coefficient, let’s first check the term L”_”lJ (p —1). Recall that

m=mp-p“+mp_-p" Ty p g

m ~ — ~ _ ~
{J :mL~(pL 1+"'+p+1)+mL_1-(pL 2—1—-~-—|—p+1)+~-~+m1

{@L+77A”LL1+--~+T7L0J
+ .
p—1

{mJ (p—1) =mp(p" =) +mp (" =)+ +mlp—1)+ LDEJ (p—1)

p—1
~ L Y I t
=mr-p" +---+my-p+|my—t+ r (p—l)
=i -p"+ -+ M1 p+ (Mo — (t mod (p — 1))).

If mo > (t mod (p — 1)), we obtain that

(Lﬁflﬁp - 1>> B <m (i o (v - 1)))'

If mo < (t mod (p — 1)), there is at least one m; > 1 where 1 < j < L, since in
this case mgy # p — 1. Without loss of generality, we assume that there is only

one m; > 1. In this case,
< ’ﬁlj > < TATLO >
m; —1) \p+mo— (t mod (p—1))/°

([ to-n)

Notice that 2 + mg < p+ My — (t mod (p — 1)) < p — 1. Thus,

(w%(zfmd <p1>>> B
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will always hold.
Now, we can discuss each case one-by-one.

(1) when (EJ + (t mod p)) mod p = p—1 and my < (¢ mod (p — 1)), the left
binomial coefficient equals 1 while the right one is 0, thus the target sum

Z < )7&0 (mod p).

(2) when QPJ + (t mod p)) mod p = p—1 and Mg > (¢t mod (p — 1)), the target

sum equals
1 o
mo — (t mod (p—1))/°

When mg < 1, it equals 0. When g > 2, if (¢t mod (p — 1)) € {0, g}, it is 0;
otherwise, it is not. In other words, only when my > 2 and (t mod (p — 1)) ¢
{0,M0}, the target sum is not 0.

(3) when Q%J + (t mod p)) mod p < p— 2, the left binomial coefficient is 0. So

only if mg > (t mod (p — 1)), the target sum is not 0. O

Proposition 12. (Rephrase of Proposition 8) For any 1 <v¥ <p—2 and m <
pltt — 1 where L>1andp >3, ifm>p—1and L <p—1,

5=
];) <%+k7(7;—1))7é0 (mod p)

if and only if one of the following conditions holds:
(1) when L <7, ({%J +(t modp)) mod p > 7.

(2) when L >0+ 1 and {WJ =0,

(|E] o) w2

p

((U?J + modp)> modp> L1

Here, t follows the same definition as Proposition 6.

(3) when L>v+1 and {WmOdP)J =1,
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Proof. Due to Lemma 5,

is equivalent to
L t
2 (5 stp-n) #0 (moan.

(1) Let’s first focus on the case when L < .
Sincev—0>v—L>0and v -0 <v<p-—2

(o) =S o) =B () (20)

il (et

according to Lucas Theorem. Thus,

(U () - Em) - 5.
(L) s

v

When § > L + 1, to ensure that the second term in above not be 0, we have
to require that L%J > L+1. However, the maximal value of ¢ is (L+1)(p—1),

which leads to L%J < L. Hence, the second term in the above is always 0.
In this case, the target sum equals

(m + (t mod p))7

v

which is not 0 mod p if and only if (L%J + (t mod p)) mod p > 7.

(2) Now, we check the case when L > v+ 1.

i(m&tp—m) é<5+5(;‘”> ﬂ; v -)
> (i) Z (- -0)
SENC) 5 )
( d Fltmedn) +5i (5 sto-1)
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For the second term in the above sum, we can represent it as

i (maéol)): Z ((61>p+t<p+66>>’

6=v+1 6=v+1
where 1 <Jd—1<L—-1<p-—2and

P+T—0<p+i—([F+1)=p—1,
p+U—6>p+0-L>p+1-L>p+1—(p—1)=2.

Thus, one can use Lucas Theorem and get

> (oat) = 3 () ().

§=v+1 6=v+1
which then equals
iy FJ t mod p v VJ t mod p sy VJ t mod p
> (7)) 2 () Grt)- 2, (1) 6

6=1 6=1 S=L+1

The first term in the above expression is

<UJ + (t mod ))
p—147v

When ¢ < v, we get p+ v — § > p, thus the second term is always 0.

When § > L+ 1, to ensure (gﬂ) # 0, we have BJ > 66— 1> L. Recall that

the maximal value of t is (L+1)(p—1), which equals Lp+(p—1—L). Thus, we

only need to consider the case when L%J = L. In this case, t mod p < p—1—L.

Since p+0—06=p+0—L>p+1—L, we get (;ng_g’) = 0, which indicates
that the third term is always 0. Therefore, when L > v + 1,

5 (rayon) = (75 o (B )

t| 4 (t mod p Llxtmodp) t| 4 (t mod p)) mod p
(i) >)+<{ ; J)((M () o)

v 1 v—1

+(t mod p)

(2.1) when ““ p J — 0, we have

(m 5<tp - 1>> B <m ' (;mOd p>>'
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Hence, if and only if

(|2] + ot ) mon =

one can see the target sum is not 0.
(2.2) when “PJH;mOdP)J = 1, we have

D

6=0

L
_ v

( ¢ )_(Q;Jﬂtmodp)) modp+1)
v+op—-1)) '
Thus, under the condition

Q;J +(tmodp)> mod p +1 > 7,

the target sum is not 0. ad

Proposition 13. (Rephrase of Proposition 9) For any 1 <v <p—2 and m <
pltt —1 where L>1andp >3, m>p—1 and L < p—1, to require

B,
> (14 ko)) #0 (o)

we add following conditions to the condition set BQ:

(1) (B V By v Bs v Bg) A By

(2) ('Bl V By V 37) A Bg

(8) (B1V B2) ABgA(BioV Bi1) A(Bi7V Big)

(4) (‘Bl \Y BQ) A Bg A (312 V 313) N (314 V By V BIG) R

(5) ('Bl \Y Bg) A Bg A (Blg V Bm,) AN (317 Vv Blg> AN {T/flo #* (t mod p)}
(5) Bz A Bg A ('Blg V BQO) A\ (‘317 V 318)

(7) ‘B7/\Bg/\(‘321\/322)/\(‘314\/'315\/‘316) N

(8) B7 ABg A (Ba1 V Baz) A (Bir V Big) V{mo # (t mod p + 1)},

where conditions B; are depicted in Table 3, t = EJ + (t mod p), and t follows

the same definition as Proposition 6.

Proof. We only need to show what we claimed in Table 3 is correct.
Due to Lemma 5, we have

|2=p]-1 .
2 <a+k<p—1>> B

=0




Table 3: Condition B; used in Proposition 9 (13)

Detailed Conditions Under B;, we obtain

B l/<:l\)’7 ?mod 25 % mo
1 _Lsb tmodp . Cpoge = (F7o07)
Bo L>v+1, [;J:O,tmodpzv
Bs L<?7,tmodp<v-—-1
~ Tl ~

By L>v+1, 5 =0,tmodp<v—1 CLese =0
Bs L>v+1, % =1,f{modp<¥—2
Bs L>v+1, % =1,tmodp=p—1
Brs L>v+41, BTJ =1,7—-1<tmodp<p—2 cLeft:(tAmo%p+1)
Bsg Mo < ((t —0) mod (p — 1)) CRright =0
By mo > ((t —v) mod (p — 1)) Cright = ((1—3) mod (p—1))
Bio tmodp=1,tmodp>70 Tmodpy _ 4
B11 tmodp>2 tmodp=7 (") =
Bz tmodp>2,v=1 Tmodpy _ T
Bis fmodp>2 7=¢tmodp—1 ( v )—tmodp
314 Ao Z ((t — 5) mod (p— 1)), ’fl\’),o S 1 _
Bis o >2, (t—v) mod (p—1) =0 ((t—5) men (p_1)) =1
316 T?L()ZQ, (tff'lj) mOd(pfl):ﬁ’Lo
Bz 7/7\10227(t_5)m0d(p_1):1 ( mo ):m
Bis o > 2, (t—v) mod (p— 1) =g — 1 (t=2) mod (p—1) 0
Bio tmodp=0,tmodp+1>7 Tmod p+1) _ 1
Bao fmodp>1,tmodp+1=79 ( g )_
Boy tmodp>1,v=1 Tmod p+1y _ 7
Bao fmodp>1,tmodp=7 ( v )—tmoderl
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Hence, it’s equivalent to check under what condition

é(ﬁH 5(2;— 1)) 7 <5+ Mj_*lJ (p— 1)) (mod p).

From the proof of Proposition 12, we can derive following results:

3

S

— if By or By holds, the left term will be (tAmgd p);
— if B3 or B4 or By or Bg holds, the left term is 0;

— if B holds, the left term equals (tAmO%I’H).

For the right term, we denote m —v = a3 (p — 1) + ag with ag < p— 2. Thus,

B__ﬂ (p—D+v=a1(p—1)+0=m—as.

In this case, we obtain that

e 2] 6-0) = (") = (2

Notice that ap = (m—7v) mod (p — 1), and (t—v) = (m—v) mod (p — 1). Hence,
ag = (t—v) mod (p — 1). Since m mod p = Mg, we obtain that the right term is

((t — ) niod (p— 1))'

In other words, if Bg holds, it equals 0; if By holds, it’s a non-zero value.

It’s easy to check that if only the left term or the right term equals 0, we
can reach the conclusion that the target sum is not 0 mod p. When both terms
are non-zero values, we cannot derive equivalent conditions, but we still can give
some special cases here, which are B1g to Bos in Table 3. All these cases can be
verified easily. ad

F Find Integral Distinguishers for HADES Design

In this subsection, we show that the Computation-Traceback-Determine frame-
work proposed in Sect. 3.2 can also apply to HADES structure.

HADES [19] is a new strategy in designing symmetric primitives proposed
by Grassi et al. in EUROCRYPT 2020. Its full structure is shown in Figure 9.
Each round function consists of three parts: Add Round Key ARK (-), SubWords
S(-) and MixLayer M (-). The last M(-) can be omitted and there is one extra
ARK(-) in the end. Compared with SPN structure, crucial property of HADES
is that each round adopts different number of S-Boxes. Specifically, the first Ry
and last R3 rounds use full S-Box layers, while the middle R, rounds only use
one S-Box.
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ARK (-

Ry

[ \RK |
l M (

| | 1 ! | I
| ARK(-)

By

I T+
He=H
H=H
“H=H
H=H
4 F ‘___'__*

Fig. 9: Structure of HADES [19] (the final matrix multiplication can be omitted).

HadesMiMC is a keyed permutation obtained by applying HADES to the
cipher SHARK [30]. It has n inputs with each lies in F,, where p is a prime
larger than 8. Non-linear S-Box adopts the power mapping S(z) = 2% mod p.
The power d > 3 is required to be the smallest integer s.t. ged(p —1,d) = 1. The
Mixlayer is defined by a multiplication with fixed n x n MDS matrix satisfying
some conditions [19,21]. Since our method can deal with any n x n matrix whose
elements are all non-zeros and lies in I, details of these conditions and the way
to construct such matrix are omitted.

Assume that we aim to find distinguishers covering (R; + Rz + Rj3) rounds
for HADES with n blocks. Let (1,2, -+ ,2s) denote the s inputs traversed,
while the others are random constants Is41, Is42, -, I,. Denote the master key
as (rko1,rko2, -+ ,Tkon). For 1 <w < s, we introduce W, = .y, + rkow.

Phase I Computation. Let Vg,; be the j-th output after the first R; full
rounds. Denote S as the set {H = (b,e1,e2, - ,e5) | b+ >0 _ e, = d—1}
and its size is L. We use H; = (bi, €1, €i2, -+ ,€;5) to denote the i-th value in S.
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In Appendix F.1, we proved that algebraic form of each Vg, ; is equivalent to

L s

E d-eiw
Flj = lei H Ww

i=1 w=1

if d®1~1 < p — 1, where X;; are random constants. In other words, they are
composed of same set of monomials. One can refer to Definition 1 for a clear
understanding. In practice, one can adopt SageMath to obtain the exact algebraic
representation of F;.

Denote Z,; as the j-th output after r partial rounds, where 1 <7 < Ry. In
Appendix F.2, we can obtain that

Z Y, j0Ffh + Foy1)j, when r = 1;
h YTj(T*l)Z(drfl)l + o+ Y1 28 + Yo Py + Fpqayy, when 2 <7 < Ry,

Here, X, j;, Y, ;. involved are unknown constants. All F;.; obey the same form:

S

L
Frj=> X [ wier.
i=1

w=1

For next R3 full rounds, when d® < p — 1, the algebraic form of the j-th
output Ug,; after (R1 + R2 + R3) rounds is equivalent to the union of all Zﬁil
where m/ < df2. In other words, only when the monomial [} _, 22! doesn’t
contained in any of Zz%lp one can ensure that it is not composed of Ug,;. That
is, we found an integral distinguisher covering (R; + R + R3) rounds. We proved
this in Appendix F.3.

Phase II Traceback and Phase III Determine. In these two phases, we
first expand each Z}gl to get the coefficient A of the monomial ]} _, 227!, then
derive conditions to restrict A # 0 (mod p). In Appendix F.4, we show these
two phases in more details.

New Found Integral Distinguishers for HadesMiMC. With the search
model, we can obtain a lot of integral distinguishers varying from s = 1 to
n — 1. In [5], integral distinguishers with data complexity p are constructed by
making perfect use of the property of partial rounds. These distinguishers cover
more rounds than ours. This arises from the exponential growth of constraints
induced by MDS matrices used in full rounds, which make the search model
too large to solve or even impossible to construct. To avoid this, we adopt a
compromise approach by restricting the number of full rounds at both ends.
The use of these full rounds at the beginning and end of HADES effectively
prevents the detection of integral properties covering more rounds. To serve as a
complementary component to integral cryptanalysis for HadesMiMC, we show
all found distinguishers when s > 2 for p = 251 and p = 65519 in Table 4.
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Compared with those predicted using the maximal degree, our distinguishers
can cover at least 1 more round, which shows the necessity of considering exact
coefficients of monomials when finding integral distinguishers over F,. We also
applied this model for other prime numbers. Results are depicted in Appendix G.

New Found Integral Distinguishers for Poseidon2™. Poseidon2™ is the
inner permutation of Poseidon2 hash function [17] proposed by Grassi et al. in
AFRICACRYPT 2023. It follows the HADES structure, but has some differ-
ences. In the ARK (-) operation, Poseidon2™ adds round constants rather than
round keys. There is only one round constant added before the single S(-) opera-
tion in these partial rounds. Besides, matrices used in the full round and partial
round are different here. An extra linear layer is applied at its input, however,
it can be omitted when analyzing the security of Poseidon2™. These differences
will not affect the deduction of equivalent algebraic forms we used. Hence, one
can directly use the model built for HadesMiMC here. In the specification of
Poseidon2™ [17], some instances focusing on 2-to-1 compressions are given. We
searched integral distinguishers for all parameter sets depicted in its ePrint ver-
sion [18, Table 1]. Here, we only show some of these distinguishers in Table 5,
compared with the trivial bound.

F.1 Equivalent Algebraic Form in First R; Full Rounds

Let A;; be the element lying in the i-th row and j-th column (1 <4,j < n) of
the matrix used in MixLayer. After the first full round and the next ARK(-)
operation, the j-th output is

Vlj = A]—lWld + AjQWQd +---+ AjsWSd + ( Z Ajz(Iz + T‘koi)d + T]Clj) .
1=s+1

Denote the last constant part as B;. Similarly, after the r-th full round (r > 2)
and the next ARK(+), its j-th output is

Viej = A Vi1 + AV _ia + o+ AV, + ke,

where rk,; is the j-th block of round key rk,. To make the following deduction
more clear, we introduce Definition 1.

Definition 1 Assume that function G has s inputs y1,y2,- - ,Yys. Denote @ as
(ug,usg, -+ ,us). Its algebraic form can be denoted as
S
Z (Gﬁ'f}fa' H Wfﬁ’“) ;
u w=1

where Cz is only related with multinomial coefficients.

Denote M[G] as the set of monomials [[} _, Wi where Cz # 0 (mod p).
Given two functions G1 and Go sharing same s inputs, if M[G1] = M[G3], we
say their algebraic forms are equivalent.
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Table 4: New Found Integral distinguishers for HadesMiMC.

P blocks st Trivial Bound? Ours
: S R
: o
; S
251 16 5 6 6 10=1+4+5
’ 8=2+4+2
9,10,---,15 7 190:21144++35
e b
9 10 1121:: 12++ 180 —:rll
65519 8 3.4 1 1142::121190:—13
5,67 L 3o

T Number of blocks traversed. Data complexity is then p°.
¥ Trivial bound is evaluated as [log,(s(p — 1) —1)].

With Definition 1, we introduce the following two lemmas, which can lead
to our final conclusion (Theorem 1) for the first R; full rounds by mathematical
induction.

Lemma 6 M| []"1] = M] 7,7]”2] holds for any 1 < 71,52 < n, 1 <r < R; and
m > 0.

Proof. When r =1, for each V{7, it’s algebraic representation form is

=(ApWi + ApWi + -+ A; W+ B;)™

_ mi T gt ) TT e
- 5 i () e

45521 hw=m w=t

m
Vlj

o7



Table 5: New Found Integral distinguishers for Poseidon2™.

P d blocks st Trivial Bound? Ours
2,3 13 13=1+11+1
16 / 24 4,5,6,7 14 4=1+12+1
0278000001 5 8,9,---,15 14 15=1+13+1
24 16,17, - ,23 15 16=1+14+1
2 2 25 =1+22+2
8 3,4,5,6,7 24 26 =1+22+3
DGoldilocks T 9 2 25 =1+22+2
12 3,4,---,10 24 2% —=1+22+3
11 25 26 =1+22+3

— PGoldilocks — Oxff££££££00000001
T Number of blocks traversed. Data complexity is then p®.
¥ Trivial bound is evaluated as |log,(s(p — 1) — 1)].

Since for each j, (? are the same one, M| m] is the same for all j. When r > 2,

for each V7, we have

Vi =(Ap Vi i+ AV e+ + AjnV(qu)n + k)™

!

7 b= i=1

Similarly, we can obtain that M[V,?] is same for all j and 7. O

Lemma 7 Whend-m <p—1, MV, = M[V(‘f,'f"”l)a] holds for any 1 < j,a <n
and 2 <r < Rj.

Proof. Since M[ el = M[V(‘i "1y1] holds for any a due to Lemma 6, we only

have to consider the case a = 1 here. Recall that

|45 :(Ajlv(iq)l + Aj?V((vi«f1)2 +-t Ajnv(iq) + ki)™

rj
m! l h d-h
= n— | k2 A 2i ). e
Sy () T,
— When r = 2, V(ifi)l equals

d- o)t 1T e ) T .
> X (H 2()zmw!)'<35 IT A% )T[Wﬁh -

ly;!-
hiit325 =1 hriw=d-ha; L w=1 w=1 w=1
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d-ha;
V(r 1)s is

>

lii+>25 1 hitw=d-ha =1
li+375 1 hizw=d-hoa

lin+>0 1 hinw=d-han

Hence, []1,

n

17,

d h2z

s
w 1

hlzw

S
. H Wd'Z?:1 htia
w .

w=1

Since d-ho; < d-m < p—1 hold, all multinomial coefficients are not 0 mod p.
Hence, V,7" contains monomials [];,_, Wdte where

Zuw_ZZhhw<th2z<d m.

i=1 w=1

Note that V((f,'inl)l equals to

(d-m)!

>

R l11!
I+ 5 —1 h11w=dm

1lop=1(P11w!)

In other words, it is composed of monomials [
d-m due to d-m < p— 1, which are the same as those in V,fjn

— When r > 3, V(‘ifif)l equals to

(d - ha;)!

>

L1420y hiia=d-ha;

Thus, [[7_, V%"

(rl

>

s

li1+30_ hi1a=d-ha =1

liz+> 60— hi2a=d-ha2
lin+>0_1 hina=d-han

Since d-ho; <d-m<p-—1, ij is composed of monomials H

li! -

[T,—1(Piia!)

n

l1i
. (rk(;

d hgz

H llz

a 1 hlza

w=1

1)s

n

11

i=1

—-

9
Il

(Blu H Ahuw) . ﬁ W/j}'hllw.
w=1

d-hitw s
Wohe where Y 0 hiiw <

H A) : f[lVﬁifééz-

(Tklr b HA?ah'a>
a=1
d-377_ ) hiia
‘/(r—2)a1 :
1
d-ug
Vr(r 2)a

where "' u, < d-m. Similarly, we can obtain that VT 1 equals to

(d-m)!

>

111!
lii4+>0 1 hita=d-m

. . . n
Hence, it contains monomials J], V(PZ)G

P TTozy (P11a)

are the same as those in V/’}".

99

( kln ' HAh11a>

d-hi1q

with >0,

n

11

a=1

d- hlla
V “o)ar

hlla § d- m, which
O



Theorem 1. When df1=! < p—1, M[Vg, ;] = M[VE ™ holds for1 < j,a < n.

Proof. Due to Lemma 6, we only need to consider a = 1. According to Lemma 7,

2

R 1
M[Vle] = M[V(%-‘zlfl)ﬂ = M[V(UJI%ﬁz)ﬂ = = M[Vd . ]
sinced” <p—1forany 1 <r <Ry —1. O
According to Theorem 1, Vg, ; is composed of monomials contained in

Vde 1 (Aalwfl+Aa2W20l+...+Aagwd+B )dR1—1

_ —(de ) B Y Ass ) - T wee-
o Z b'H —l(ew H .ul_:[l v ’

b+375 1 ew=dR1 1

Wdew where Y0 _ e, +b=dH1.

In other words, it contains monomials []° _, W
With these notations, one can obtain the equivalent algebraic form of Vg, ;:

L s
d-e;qy
Fl] = E lei H Ww ",
i=1 w=1

F.2 Equivalent Algebraic Form in Next R, Partial Rounds

Now, let’s see how to construct the equivalent algebraic form after going through
the next Ry partial rounds based on Fy;. After the 1-st partial round and the
next ARK(-), the j-th output

Zy; =AjF{ + AjpFry + AjsFig + -+ Ajn Fip + Tk(R,+1)j

L s L s
:Aleldl —|— Aj2 Z Xlgi H ngeiw + et + A_jn Z Xlni H W,ﬁheiw + lrk(RlJrl)j
i=1 w=1 =1 w=1
L n s
it 3 (3 bt T v,
i=1 \a=2 w=1

Let F5; be the sum of last two items, which is
L n s
=1 a=2 w=1

Note that among these L values ﬁz, there is one equals to (d*=1,0,---,0),
which is a constant. Hence, we can add rk(g, 4+1); to this term. Now one can see
that M[Fy;] = M[Fy,], and hence Z;; can be represented as Z1; = A1 F + Fy;.
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After the 2-nd partial round and the next ARK(-), the j-th output Z; is

Zaj = ApZih+AjaZis + AjsZag + -+ + AjnZin + TE(R, 12
= AjZ{i+Aja (A1 FYYy + Fag) + Ajs(Asi FY + Fas)
R Ajn(AmFldl + Foy) + Tk(R, +2);

= Aleldﬁ- (Z Aju,Aa1> Fldl

a=2

+Aj2F2e + AjsFoz + - + AjnFon + Tk(R, 12);5-

Denote F3j as Aj2F22+Aj3F23+' . '+AjnF2n+rk(R1+2)j' Since M[FQJ] = M[Flj],
we can also represent each Fy; as

L s
d-ejy
Py = Xoji [[ wiker.
i=1 w=1

Thus,

F3j =AjoFos + AjsFoz + -+« + AjnFon + 7k(R, 42);

L s L s
=42 ZXzzz H Waeiw 4+ Ajp Zsz' H W + kg, 12);
i=1 w=1

=1 w=1
(Z Ajaxzm-> [T Wi + rkcryra;e
1 a=2 w=1

Similar with before, one can see that M[F3;] = M[Fy;] = M[Fy;]. Meanwhile,
we have Zgj = A]'1Z£i1 + (EZ:Q AjaAal) Fldl + F3j.

For any r > 3, one can do the same as what we did in deriving the form
of Zy;. Finally, using mathematical induction, one can achieve the following
theorem, which leads to the equivalent algebraic form Zg,; of the j-th output
after (R1 + R») rounds based on that of Vg, ;.

L

2

Theorem 2. The j-th output after v partial rounds is in the form:

- r=1:
Zpj = YrjoF{y + Firg);

—ZST‘SRQ.‘

Zrj =Yoo Zrys + o YejpZsy + Yo Z8 + YejoFy + Fepy

where Fyj = Zle X 11—y Wdeww . Here, all Xyjis Yrjs are unknown constants
related with A;j, rky; and Isyq1, Isyo, -+ Ip.
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F.3 Equivalent Algebraic Form in Last R3 Full Rounds

For next Rj3 full rounds, we adopt a similar analysis with above. After the 1-st
full round (only counting the full round in the end) and the next ARK(-), the
J-th output can be represented with Zg,; as

Urj = AjZjgs + AppZis + + AjnZjgyn + 1h(Ry 4 Ra1)5
Similarly, after r-th round (2 < r < R3) and the next ARK(-), we have
Urj = ApUG 11 + AUl _yyo + -+ + AnUf 1y + Th(Ry Ryt

Now, we show which monomials are contained in the equivalent algebraic form
Ur,; of the j-th output after (Ry + R + R3) rounds, with the help of following
two lemmas.

Lemma 8 When d-m < p—1, MUT2] = U,v<gm Ml 321] holds for any
1 <a <mn, where Zg,1 is given in Theorem 2. B

Proof. Let’s firstly check which monomial lies in U7. Without loss of generality,
we assume that rk(g, 4 r,+1)e mod p # 0.

Ule = (A1 Zie + AwZito + -+ AanZfpyn + Th(Ri 4 Rat1)a)

| n
m: vy ula] d-U1q;
) vl 11 "R (R + RatDa H A 1T 2™

U1
Via 3 Ulej=m 7 1( aJ)

It’s obvious that M[U%] = M[UJ}] for any 1 < a,b < n, since they only different
at these random non-zero coefficients 7k(r, + r,+1)a and A,;. Hence, we can take
a =1 as an example in the following

With Theorem 2, for any 7, Z “” equals to

Ry—1

Z (d Ull] H Y H Zdhjt. thO
l | Ro— 1 R2]t (R2+1
. 2 t -
I+ZR2 1 hji=d-uiy; J t=0 .7 =
Hence,
n
11 — | n | Ro—1
V11 * : Uq14° . 2 |
o143 warg=m whe Il (o) 5 0 TL20 (i)
11+Et o hu d-uiin
l2+2t 0 h2t—du112
l7l+ZR2 Y hpr=d-uiny,
n Ro—1
V11 u1lj hjt
k(R1+R2+1 HA H H YRth
j=1 t=0
Rz 1

HFR2+1 H Ztl Eiah 'Fl(iiZ;:1hjo-
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Next, we show M [H (R +1)j} -M {FZJ 1l

(R +1)1} According to Theorem 2,

L s lj
lj _ d‘eiw
Pl = (3 S T i
=1 w=1

L s
lj! Cii d-F | eiweij
= > o X [T,
Sk cii=ly Hi:l(Cij.) =t w=t
Hence, []}_ ( Rat1); €quals to

Z H HH X(fsnyji H dzl 1 Zj (emwen)

Z llljlnzl Z] j=1li=1
Z{;l ciz=l2
S Cin=ln

Since all I; < Z 1L <d- Z _jui; < d-m < p—1, it contains monomials
[, Wiuw Where

L n L n
Uy = E E (€iwCij) = E Ciw - E Cij
i=1 j=1

i=1 j=1

and 377, ¢;; fulfills that S > i1 Cij = >_j—1 lj. Similarly, since

n L
>l (Zj:l lj)! - d-3o1 ) eiwc]
=Y S X [ g

pOFAN =271 Hi:l(cil') =1

w=1

one can see that it is composed of ]} _, W2 where uw = 25—1 €iw - C5; and
¢;; fulfills that Zle = Z 1 ;. Hence, M [HJ 1 (R +1)J} M {F(%;fl;;]

In this case, U]} contains monomlals

Ro—1
e 43 ho
(R+1>1 HZ g

where
Ro—1 n

Zl + Z Zhﬂ =d- Zuu]<d m

sincem <p-—1 and d - uq1; gd-mgp—l.
Now, let’s check which monomials are contained in Zg’;l, where m’ < d - m.
With the definition of Zg,1 depicted in Theorem 2, we have

Ro—1 Ro—1
m’ (m')! h 1 d-h d-h
ZRQ1 = Z noTTR2=17 1y H YR;lt 'F(Rz+1)1‘ H Zy - F
- Ht:O (ht~) t=0 t=1

l+ZR2 Y h,=m!
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Since m’ < p—1, it contains F, (R D1 TIE Z5he - Bt where 1+ Y120 hy =

m’. Thus, the union of M[Z}, m' | for m’ < d-m equals to M[UJ?] as clalmed O

Lemma 9 Whend-m <p—1, M[U]} ] = Um’<d~mM[U(7:/—1)a2] holds for any
1<aj,as <nandr>2. -

Proof. Let’s take U} as an example since M[U] = M[U? | holds for any a;.

rai

o= <A11U(dr_1)1 + A12U(dr_1)2 NI Aan(dT_l)n + rk(RlJrRerT)l)

m/! . Urtn
Z [UTI! . H” (urla') k( 3 +R2+T)1 H Alal

. _ a=1
Vri D)0y Urla=m

n

g | i

a=1

Now we show that when d-m < p—1, M [H U(druql)‘;} =M [U{i_zl%zi u”“}

holds for any 1 < ay < n.
(1) For r = 2,

n

d a) .
H Upe = Z H 1 u21 H k(R Rot1)a

'Ufla
i1+ ui1j=d-uz1y a=1 j 1 ] a=1
U12+E;L:1 uy2;=d-u212

n
Vin 307 Ulnj=d-U21n

LAz Tz
j=1

a=1j=1

Since d-ug1q < d-Y 0 juse <d-m<p-—11T["_, Ud “21a contains monomials

d- a
H?:l ZRE ="' where Zj:l Dam1Uiaj < d 3 g g Uzia-

d-3> 0 1 u21a

Similarly, Uy ; can be represented as

(d i Z -1 u21a) kY A - Zd-u]-

Z ! - Hn (U ) (R1+R2+1)a2 H asj | H Roj *
v+ uy=d- 30 uzia J=L j=1

Due that dZZ 1 U21q < d-m < p—1, it is composed of monomials H Zd i

Raj
where >0 u; < d- Y70 ugi,, which are the same as [[;_, Uiuza,
(2) When 7 > 3,

n n

(d - ur1a)!
Ud Urla — !
H (r—=1)a Z H a H] 1(“’(7"71)(1]'!))

a=1 Vir—1)1 2 g U(r—1)1;=d Uur1y @=1
Vr—1)2 2 1 U 1)2;=d-Ur12

Vr—1)nt2 i U(r—1)nj=dUrin

n
V(r—1)a U(r—1)a; d-3 a1 U(r—1)aj
H k(R1+R2+T 1a HHA HU(T—2)j ’
j=1

a=1j=1
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Let u}; = > v U(r—1)aj- Then it is composed of monomials H (T 2) where
22:1 u; = ZJ 1Y om 1 Ur—1)ay < d-D o0 Uriq, since each d-uy1q S d-m < p—1.

Similarly, U(TZI‘S L4 equals to

(d- 22:1 Ur1a)! v s d-u;
Z V! Hn 1(’LL]') Tk(R1+R2+T 1a H CLQ_] HU(r ]2)]

v+ u=d- 300 Urla ' J= Jj=1

. . C o1l d-uj
Hence, it contains monomials H 1 U(p_5); where ZJ LU <d- >0 upg due

tod->"_ uriq < d-m < p— 1. Therefore, they are composed of the same set
of monomials.

Given M [H Ut “”“} =M [Ud'z‘?:l u”“}, one can see that U} contains

(r—1)a (r—1)az
d- Urla . m m’
all U(rzl‘l LU that Yot upe < m. That is, MU = Ui <am M [U(T 1)a2]
as clalmed O

Given Lemma 8 and 9, one can deduce the following theorem through math-
ematical induction, which shows the set of monomials consists of the equivalent
algebraic form Ug,; of the j-th output after (R; + Rz + R3) rounds.

Theorem 3. When d® < p—1, M[Ug,;] = U, <yrs M[Z}.gl] holds for any
1<j<n. N

Proof. By definition of Ug, ;, M[Ur,;] = U, _, M[U(der)a}. Expanding U(ngfl)a,
we can see that M[U(der)l] = M[U(der)a] holds for any a. Therefore, we have

M[Ug,;] =M {U(dRS_l)l}. With Lemma 8 and 9, we have

M{U(der)l} = U M{ (Rs— 2)1}

/<d2

= U M{ (Rs— 3)1}

m’ <d3

-y

m/<dRs—1
— ’H’Ll
= U w|zz].
m/<dFs

Hence, M[Ur,;] = U,/ <ars M[Zggl] holds as claimed. O
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F.4 Detailed Phase II/III for HADES

Let’s firstly see which [}, _, W» consists of Ug,;. Due to Theorem 3, it’s equiv-
alent to check Z}%l for each m/ < dfs. By Theorem 2, Z;;g’l equals to

(YRzl(RQ—l)Zéinm o+ Yrp12 28 + Yro11 28 + Y10 F + F(R2+1)1) l

" Ry—1

— m: vo UQr
- Z 1ha! Ro—1 | Ysz' H YRglr
_, Lvotho! TT 2, (uoy!)

Ro—1 = =
vo+ho+>,2;  uor=m r=1

Ro—2 J
. d-vgo ho d‘uoy‘. “UO(Rg —1)
i F(R +1)1° H Z Z(R2—1)1 .
r=1

Expanding Z(g,_1)1 using Theorem 2, we get

4l

Zm, o m . (d . UO(RQ 1))!
Ro1l — Ro—
> oo T2 T !
Vo- . _ U v Uty
vothot SRz ugp=m’ 00 T2 (orl) wrta TL21 )
ﬂ1+h1+2f2f2 u1r=d-ug(Ry—1)

Ro—1 Ro—2
Uy UQr v ULr
'YRim' H YR;Jlr Y(éz 1)10 H Y(ng 1)1r
r=1 r=1
(vo-n) T ) + )
vo+v h h d-(uor+uir UQ(Rg—2) TUL(Ry—2)
'F11 o F(R02+1)1 FR;l H Zrl 0 ' 'Z(R2 2)2 2
r=1
After expanding Z(r,_2)1, Z(R,—3)1, - **, and Z1; step-by-step, we can obtain
dz; ot
’ ’U 1—
A > C1CyCy - By &t=0 H F 2

ﬂ0+h0+2f2;1 uopr=m’
U1+h1+2f:21_2 U1r=d-Ug(Ry—1)
Ro—3
vatha+3 021 uzr=d-(uo(Rry—2)TU1(Ry—2))

Ro—2
VRy—1+hRy—1=d-37 27 " un

where
m'! el (d 300wy —n)!

= 62 =
volho! TIE2 1 (uor!) s opth T2 0 ()

and
Ro—1 Ro—1—t
Cs = H ( (R2—)10 " H Y%;t)1r> .
t=0
Since we aim to find integral distinguishers hold for all keys and constants, it’s
reasonable to assume that all Y., are non-zero mod p, which leads to C3 # 0

(mod p). Due to m’ < dfs <p—1,€; #0 (mod p). Hence, in this step, only Cy
needs to be considered.

66



Now, let’s take a step further by express these F, with Wy, Ws, .- W;. For
each d - Zi"o_l v and hg,—1-¢ (0 <t < Ry — 1), we have

R2 1 n
Ro—1—t
e

R21

L s L5 DHC ) Ro—1 s hry—1-+
= (Z X H Wg.eiw> H (ZX t+2)14 H Wg'em>
i=1 i=1

t=0 w=1

ST e [T,

Ro—1
POFIRTET D DAL w=l
S, th—hR2 1
S L gsi=hry—2

> 9(Ry+1)i=ho

where n
+1
(d- 320 o)l T haymige!

[Ty (9u) =TIy (on)

L Ro+1 L Ro+1 L
Cs = (HX%;%) : ( 11 HXEi;) = I TIx%:
=1

Cy =

and

r=2 1=1 r=1 1=1
Due to the similar reason, all X, are assumed to be not 0 mod p, C5 mod p is
not zero. Hence, we only need to check whether €4 # 0 (mod p) or not.
From above analysis, for each m’ < d"s, one can represent Zp | as:

Z}%lgll = Z C1C2C3 - Z <G4e5 . H ng) ’

EQI EQz w=1

where

(g

=1 =
Ro—1
vo + ho + Z ugr = m’
r=1
Ro—2
vi+h+ Y uie =d-ug(r,-1)
r=1
EQ; : Ha"3
vg + ha + Z Ugyr = d - (Uo(Ry—2) + U1(Ry—2))
r=1
Ro—2
URy—1+hp,—1=d- Z U1
t=0
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L Ro—1 L
EQy: Y gri=d- Y wviand Y gri=hp,11r,2<r<Ry+1.

=1 t=0 =1

In this case, if for all m’ < dfs, monomial [];,_, £ doesn’t consists of Z}ZD
one can find an integral distinguisher covering (R; 4+ R2 + R3) rounds. To achieve
this, we consider the following conditions.

— C3 #0 (mod p) and €4 # 0 (mod p).
— My >p—1forany 1 <w < s.
— To ensure that 221 is contained in W™ = (2., + rko,)™>, we have

May

> (bp 1)) #0 (o)

k=1

This can be converted to equations that can be recognized by automatic
search tools using Proposition 6. That’s the condition set BQ here.

G Integral Distinguishers of HadesMiMC under Other
Prime Numbers

According to the specification of HadesMiMC [19], all primes such that [log, p] =
t and log, p ~ t where t € {8,16} can be used. Here, degree of S-Box is fixed as
d = 3. So only those fulfill that ged(3,p — 1) =1 is kept.

When t = 8, there are 5 other primes {239,233,227,197,191}. Table 6 lists
TRy — TRs. Here, TRy is the number of rounds covered by the integral distin-
guisher found by our model, while TR, is that predicted only considering the
maximal degree. For ¢t = 16, there are 872 other primes. We list some of their
distinguishers in Table 7 by means of TRy — T'Rs.

Table 6: Integral distinguishers for HadesMiMC where log, p ~ 8 and n = 16.

p Ry s=1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
939 1 +1 +2 +4 43 +3 +3 +3 +3 +3 +2 +2 +2 +2 +2 +2
2 +1 +1 +1 +1 +1 +2 +2 +2 +2 +1 +1 +1 +1 +1 +1

933 237 1 +1 +2 43 43 +3 +3 +3 +3 +3 +2 +2 +2 +2 +2 42
’ 2 41 +1 +1 +1 +1 +2 +2 +2 +2 +1 +1 +1 +1 +1 +1
197. 191 1 +1 +2 43 43 +3 +3 +3 +3 +3 +3 +3 +2 +2 +2 42
’ 2 41 +1 41 +1 41 +2 +2 42 +2 42 +2 +1 +1 +1 +1
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Table 7: Integral distinguishers for HadesMiMC where log, p ~ 16 and n = 8.

p Ry s=1 2 3 4 5 6 7

1 +1 +2 +3 +3 +3 +3 +3

65447, 65423, 65393, 65381, 65357, 65327, 65309 9 41 41 41 41 42 42 49
50051 1 +2 +2 +3 +3 +3 +3 +3

2 42 +1 +1 +1 +2 +2 +2

1 +1 +2 +3 +2 +2 +2 +2

59021, 59009, 58997, 58991, 58979, 58967, 58943 9 41 41 41 41 41 41 41
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