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Abstract

The recent study of fixed-key differential probabilities mainly follows two comple-
mentary approaches. The first derives key-dependent constraints from the internal
structure of the primitive. This approach is intuitive, but a complete theory is difficult
to build. The second approach is based on quasidifferentials. It is complete in theory
when all quasidifferentials are considered, but exhaustive enumeration is usually
infeasible in practice.

In this paper, we relate quasidifferentials to concrete key-dependent constraints.
This gives new insights into quasidifferentials. Each quasidifferential with a nonzero
mask carries one relation, equating a linear parity of the involved key bits to a generally
nonlinear Boolean function of the intermediate-state bits, and the relations that share
these bits together constrain the key. Under the common threshold-based treatment,
where only quasidifferential trails with sufficiently large absolute correlation are
kept, some constraints on intermediate-state bits may be lost. This can produce an
incomplete quasidifferential trail set with respect to the induced intermediate-state
constraints. This, for example, can result in the fixed-key differential probabilities
computed by quasidifferential aggregation to become negative on some key subspaces.

To obtain a more precise distribution of fixed-key differential probabilities over the
key space, we decouple quasidifferential trails according to their induced constraints.
After decoupling, each resulting quasidifferential trail set is locally complete, so the
derived probability distribution for the particular subspace is always valid. The
decoupling also reduces the number of trails in each set, improving the efficiency of
the quasidifferential method. As a result, our method yields a finer-grained key-space
partition that could allow us to better approximate the true distribution under the
quasidifferential framework.

We instantiate this decoupling strategy in the threshold-based setting and apply it
to differential trails of GIFT-64, GIFT-128, SKINNY-64, SKINNY-128, and RECTANGLE.
The resulting locally complete trail sets always give valid fixed-key differential proba-
bility distributions and are no coarser than direct threshold-based quasidifferential
aggregation. They coincide with direct aggregation when the retained trails are
already locally complete. In our experiments, using our decoupling method is actually
better for many evaluated trails and refines the key-space restrictions reported by
prior constraint-detection frameworks. As each quasidifferential is a constraint, the
same insight also lets us write the induced linear and nonlinear key constraints
explicitly for the bit-wise ciphers GIFT-64, GIFT-128 and RECTANGLE, addressing a
limitation of the Trail-Estimator constraint detector described in [PTZZ25].
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2 Fixed-Key Differential Probability Distributions
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1 Introduction

Differential cryptanalysis, introduced by Biham and Shamir [BS90], studies how an input
difference propagates through a symmetric-key primitive. The probability of a differential
characteristic (DC) is usually estimated by multiplying the local transition probabilities
along it. The Markov cipher assumption justifies this for the key-averaged probability,
and stochastic equivalence assumes that the fixed-key probability stays close to this
average [LMMO91]. These assumptions make DC search tractable. They also replace the
fixed key by an average over keys, although the key is fixed throughout an attack and
the fixed-key probability can lie far from the average. Peyrin and Tan found that 21 of
43 published SKINNY DCs and 1 of 15 GIFT-64 DCs are impossible, and that most of the
rest hold only on a small part of the key space [PT22]. Plateau DCs are the classical case,
constant on a set of weak keys and zero elsewhere [DRO7], and such behaviour is common
in lightweight ciphers, whose simple round functions and key schedules tie state and key
bits together [CF25, PT22]. This has a direct impact on attacks. When the DCs of a
differential are valid on different weak-key sets, adding their probabilities overestimates
the differential because no clustering takes place [CF25], and an average can hide weak
keys whose probability is far above the mean [BR22]. The fixed-key probability decides
which keys support a DC and how the attack complexity is spread over the key space.

One line of work exposes this key dependence by tracing value restrictions through the
cipher [PT22, Sun26, PTZZ25, NGJE25]. Peyrin and Tan follow the input and output
values that allow each S-box transition and derive the conditions on the round keys that
a DC requires [PT22]. Read directly from the internal equations, these conditions are
interpretable, and they let the method invalidate published DCs or restrict them to a key
subspace. Sun observed that in the case of GIFT-64, the mapping of right values through
active S-boxes is affine, leading to what is known as the linearized constraints. This allows
them to detect additional constraints [Sun26], and the Trail-Estimator automates the
detection of such conditions [PTZZ25]. The approach is intuitive, but it has not been shown
to capture every condition. Trail-Estimator and [BDG25] note that the earlier detector
does not consider all relations among the variables and misses some of them [PTZZ25].
The analysis is also organized around cells, which limits its reach on ciphers whose linear
layer and key schedule act on single bits, such as GIFT-64 and RECTANGLE.

The geometric approach of Beyne gives a unified algebraic account of linear cryptanalysis,
in which each cryptanalytic property of a primitive is evaluated through a single linear
map, the transition matrix, on the space of functions over its state, and the usual variants
of linear cryptanalysis appear as instances of one construction [Bey21]. Carrying this
viewpoint to differential cryptanalysis in the fixed-key model yields the quasidifferential
framework of Beyne and Rijmen, which describes the same key dependence in a single
language [BR22]. A quasidifferential characteristic (QDC) attaches a mask to the values
that satisfy each transition of a DC, so it records a probabilistic linear relation among
those values, and its correlation carries the involved key bits through the key additions.
The quasidifferential transition matrices are the differential counterpart of the correlation
matrices of linear cryptanalysis, which puts the two theories on the same footing. Summing
the correlations of all QDCs of a DC gives its exact fixed-key probability, with no further
hypothesis [BR22, BDG25]. In this sense the framework is complete and partitions the
key space precisely [BDG25]. It also covers the constraint viewpoint. Sun also observes
that the conditions her method found can equivalently be obtained from QDCs [Sun26].
However, this completeness comes at high computational cost. In practice, for the search
of QDCs without a fixed DC, we will have to use the full quasidifferential transition matrix,



K. Hu, T. Peyrin, Quan Q. Tan, H. Zhang and C. Zhou 3

which is much larger than the difference distribution table. To the best of our knowledge,
no one has attempted such a search. If a DC is fixed during the search process, the required
parts of a quasidifferential transition matrix reduces to a size similar to that of a difference
distribution table and the search is reduced to a level comparable to that of searching for
(all) DCs. However, this is by no means an easy task. A practical search done by [BDG25]
further only keeps the QDCs whose absolute correlation exceeds a certain bound.

This bound sacrifices the exactness that the full family of QDCs guarantees. The exact
probability is a signed sum over the complete family of QDCs, and a thresholded search
replaces it by a partial sum. Boura, Derbez and Germon report that on SKINNY-128
DCs this partial sum takes negative values for some key bits, so it cannot be a fixed-key
probability [BDG25]. They show that the effect is intrinsic to QDCs rather than an artifact
of their model, and that the assumption that low-correlation QDCs are negligible can fail.
Boura, Derbez and Germon explicitly leave this as an open problem, namely identifying
“a criterion for quasidifferential trails that ensures a reliable formula” [BDG25].

Contributions. We resolve this open problem by connecting the two lines of work above.
In Section 3 we show that each QDC carries one relation on the round-key bits, so the
QDCs that share a set of masked state bits all constrain those bits. This correspondence
explains the negative probabilities of Boura, Derbez and Germon. Such a set of bits
is evaluated correctly only when every QDC that constrains it is kept; we call such a
set of QDCs complete on those bits. A correlation threshold keeps some of these QDCs
and drops others, so the constraints on those bits are left incomplete, and the resulting
partial sum is no longer a probability. The negative values are the visible symptom of this
incompleteness.

In Section 4, we turn this diagnosis into a method, namely Decoupling QuasiDifferential
(Decoupling-QD). Muting some intermediate-state bits isolates the masks of different QDCs
from one another, so the constraints they support become independent and the QDCs
decouple into separate groups. Within each group the QDCs are enumerated exhaustively,
so each group is locally complete by construction, and the distribution it induces is a
genuine probability distribution. This removes the negative values on every DC we test,
and it is the criterion left open by Boura, Derbez and Germon. The remaining cost is
resolution, since the fineness of the distribution depends on the search budget. Decoupling
helps as the groups are independent, each local QDC in one group combines with a local
QDC in every other group into a distinct global QDC, so the per-group QDC counts
multiply. At a fixed budget the decoupled search therefore covers far more QDCs than a
direct enumeration, and on many DCs it yields a strictly finer key-space distribution than
prior work, as shown in Table 1 and Figure 2 (Section 5).

In Section 5, we apply the method to DCs of GIFT-64, GIFT-128, SKINNY-64, SKINNY-128
and RECTANGLE, and collect the results in Table 1 and 2. It returns a valid distribution
on every DC, including the SKINNY DCs on which a direct thresholded quasidifferential
computation gives negative probabilities. It recovers the key-space restrictions reported by
prior constraint-detection work [PT22, Sun26, PTZZ25, NGJE25], and on 9 DCs it refines
them into a finer key-space distribution than any previous framework. Reading each QDC
as a constraint also makes the induced key constraints explicit, linear and nonlinear, at
the bit level. This answers a second open problem: the constraint detector in [PTZZ25] is
built for word-oriented ciphers and its applicability declines for bit-wise ciphers, whereas
our reading gives the bit-wise constraints directly for GIFT-64, GIFT-128 and RECTANGLE.

Outline. The remainder of the paper is organized as follows. Section 2 provides an
overview of the background and related works. Section 3 establishes the correspondence
between QDCs and key constraints. Section 4 presents the decoupling method. Sec-
tion 5 reports the experimental results on GIFT-64, GIFT-128, SKINNY-64, SKINNY-128,
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Table 1: Results comparison between Decoupling-QD and threshold-based QD. Values
highlighted in blue indicate cases where Decoupling-QD achieves a strictly more precise
probability estimation than all previous work. The Decoupling-QD and threshold-based
QD always use the same correlation bound in experiments. With an appropriate choice of
correlation-weight threshold (Definition 8), Decoupling-QD covers at least as many trails
as the threshold-based quasidifferential method.

Cipher Stated | # Covered QDCs | Cor. | cw,,,.. |  Distribution |  Distribution | Teail Source
Prob. ‘ Decoupling-QD QD ‘ Bound ‘ (X Paug) ‘ by Decoupling-QD ‘ by Thresholded QD ‘
9 2% 11312 11312 | 2758 1 97381 _ =379 Table 2 [LWZZ19)]
10 277 8448 5088 2764 0.5 27535 _ 9=50.94 Table 5 [JYSYZ*18]
12 2% 17440 1088 2770 1 27562 _ 9658 Table 3 [CZD20]
12 27% 4000 416 2765 1 27533 _ =527 Table 7 [LWZZ19]
12 27% 3048 1160 2768 0.5 2756:9 _ =553 Table 4 [ZDY19)
GIFT-64 12 279 1 1 2768 1 260 Table 6 [ZDY19)
13 27% 8000 832 2768 1 2756:3 _ 9=559[F] Table 8 [LWZZ19]
13 2% 2 2 2770 1 2763 Table 8-1 [SWW21b]
13 2% 64 64 2770 1 279 Table 8-2 [SWW21b]
13 2% 552 552 2770 1 27612 _ 9608 27012 _ 9-60.8 Table 8-3 [SWW21b]
18 2798 11520 11520 2764 1 2752 9489 2751 _ p-19.42 Figure 8 [SWW21a]
12 27624 4 4 277 0.01 270141 _ 96139 276141 _ 9=61.39 Table 13 [ZDY19]
18 2710 Invalid Invalid | 27112 1 - - Table 10 [ZDY19]
crFT-128 20 27 64 64 21274 1 271154 2~ 1154 Trail 1 [JZZD21, Tab. 12]
20 271224 1280 1280 | 271824 1 2-lidl_ o-litdrp 2~ 1dl _ o= 114 | Tyai] 2 [JZZD21, Tab. 12]
20 271224 1280 1280 | 271824 1 P e 10} 2 LAl p—114d | Tyai] 3 [JZZD21, Tab. 12]
20 271234 2560 2560 | 271834 1 242 _ 9SS () | p—1l44l _ 9—1144 | Tyaj] 4 [JZZD21, Tab. 12]
5 oM 4608 4608 2790 1 27393 _ 9358 2739 354 Table 4 [PT22]
7 2782 4.3 x 108 83840 | 27%% 1 27474 _ 9-127( ] x Table 6 [DDH*21]
SKINNY-64 10 2716 Invalid Invalid | 2748 1 Table 7 [DDH*21]
13 27% 16 16 2760 1 2751 2751 Table 8 [DDH"21]
15 27 224 224 2798 1 2748 947 2748 _ 947 Table 9 [DDH*21]
13 271 Invalid Invalid | 2712° 1 - - Table 11 [AST*17]
SKINNY-128 14 27120 1.3 x 107 7168 2122 1 271207 _ o~ 1078y x Table 10 [DDH*21]
16 2712766 1.4 x 10° 88624 | 2713t 0.25 271342 _ o~ 11LI[E) x Table 11 [DDH*21]
14 2% 24576 444 2708 1 27087 _ 95811 x [ZBL*14, Appendix E]
RECTANGLE 1, g-e0 1% 10° 516 ‘ 2770 ‘ 1 ‘ 27699 _ 2=602[F) x [ZBL*14, Appendix E|

R: the round number of the differential trail; Stated Prob.: the probability reported by the original authors;
# Covered QDCs: the number of covered QDCs of both methods under same correlation bound;

The Distribution columns detail the range of conditional probabilities across the valid key space, contrasting
Decoupling-QD against the threshold-based QD framework; CWypres: the threshold of correlation weight to filter
bits, for example, the value 0.5 means CWipres = 0.5 X Pgyg; [E]: results are estimated based on sampled
master keys; X: there is negative probability within estimated distribution.

and RECTANGLE. Section 6 compares the Decoupling-QD with previous work. Section 7
concludes the paper.

2 Preliminaries

2.1 Differential Characteristics and the Markov Assumption

Differential cryptanalysis [BS90] studies the propagation of input differences through a
block cipher to the corresponding output differences. The central object of this analysis is
the differential characteristic, which we define below.

Definition 1 (One-round differential characteristic [BS90]). Let F' : F} — F% be a vectorial
Boolean function. A one-round differential characteristic of F is a pair (A, Aout) € Fy xF}
of input and output differences. Its probability, taken over a uniformly random x € Fg, is
eFy: F F Ain) = Agy
P8y = Bgg) = P EFE @S Bn) = Bou),
Definition 2 (r-round differential characteristic [BS90]). Let F = F. o F._j0---0 F} be
the composition of r vectorial Boolean functions F; : Fy — F3. An r-round differential
characteristic (DC) of F is a tuple T = (A = Ao, A1, ..., A = Ayyut), where A; is the
n-bit output difference of F;o---0 Fy (0 <i <7).

Computing the exact probability of an r-round DC is usually intractable, so cryptogra-
phers rely on the Markov cipher assumption.
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Table 2: Results comparison between Decoupling-QD and previous constraint-detection
work for GIFT, SKINNY and RECTANGLE. Notably, Decoupling-QD is the first to identify bit-
wise probabilistic constraints, which introduce non-uniformity into probability distribution.
Meanwhile, Decoupling-QD recovers all linear constraints on keys.

Cipher R Stated ‘ Reduction on Kevapace (log,) ‘ # New ‘ Trail Source
Prob. | [PTZZ25] [Sun26] [PT22] [NGJE25] Decoupling-QD | Cons. |
9 o _ - 4 4 4 1 Table 2 [LWZZ19)]
10 257 5 5.02(F] 2 Table 5 [JYSYZ*18]
12 960 3 (4°) 3.03(F] 1 Table 3 [CZD20]
12 2798 4 4 4 1 Table 7 [LWZZ19]
19 959 _ _ 3 3 3 2 Table 4 [ZDY19]
GIFT-64 12 276 - - 0 0 0 0 Table 6 [ZDY19)
13 o-62 - - 4 4 4 1 Table 8 [LWZZ19]
13 27¢4 1 1 0 Table 8-1 [SWW21b]
13 9—64 . - 5 5 5 0 Table 8-2 [SWW21b]
13 2% - - 3 3 3 0 Table 8-3 [SWW21b]
18 9-58 . 8 - — 8 2 Figure 8 [SWW21a]
12 27624 - 1 1 1 1 1 Table 13 [ZDY19)
18 27109 - Invalid  Invalid Invalid Invalid 1 Table 10 [ZDY19]
20 271214 - - - - 5 0 Trail 1 [JZZD21, Tab. 12]
GIFT-128 oy go1224 - 7 - - 7.05!%) 2 Trail 2 [JZZD21, Tab. 12]
20 2714 - 7 - - 717 2 Trail 3 [JZZD21, Tab. 12]
90 -1234 - 9 - - 9.01% 2 Trail 4 [JZZD21, Tab. 12]
5 o4 B _ _ _ 6.9 2 Table 4 [PT22]
7 2% 7.3 6 6 - 7.1E 2 Table 6 [DDH*21]
SKINNY-64 10 2746 Invalid  Invalid Invalid - Invalid 1 Table 7 [DDHT21]
13 279 4 4 4 4 0 Table 8 [DDH*21]
15 275 6.2 6.2 6.2 [6.11, 6.48] 6.2 1 Table 9 [DDH*21]
13 27128 Invalid - Invalid  Invalid Invalid 0 Table 11 [AST*17]
SKINNY-128 14 27120 8.1 - 7.66 - 7.65[El 4 Table 10 [DDH*21]
16 2712766 | 7.9(11.11) - 6.1 - 6.4171 3 Table 11 [DDH*21]
14 2763 1 1 12 [ZBL*14, Appendix E]
RECTANGLE 14 9-66 2 2151 ‘ 11 ‘ [ZBL*14, Appendix E]

R: the round number of the differential trail; Stated Prob.: the probability reported by the original authors;
Reduction on Key Space: the log, reduction factor of the valid key space; #New Cons.: the number of
newly identified bit-wise probabilistic nonlinear constraints; [F]: results are estimated via sampling method;
Dash (“~”): indicates the method was not applied to the given trail; ¢ The value 4 reported in [Sun26] is a typo,

and we verify the corrected value is 3; The value 11.17 reported in [PTZZ25] is a typo, and we verified the
corrected value is 7.1 based on their codes.

Definition 3 (Markov cipher [LMM91]). An iterated cipher with one-round map ¥ =
C(X, k), where C encrypts state X under subkey k, is said to be a Markov cipher if there
exists a group operation ® for defining differences such that, for any nonzero choices of
Ain and Agyg, the probability

P(AY = Aout ‘ AX = AiIl’X = 7) = P(AY = Aout ‘ AX = Ain)
holds when the subkey k is uniformly random.

Under the Markov assumption, the probability of a difference transition from A;, to Ayus
is independent of the value of X.

We also use the hypothesis of stochastic equivalence, which assumes the probability of
a DC stays approximately the same across all key values.

Definition 4 (Hypothesis of stochastic equivalence [LMM91]). For an r-round DC (A;, =
AO’ A17 sy A’r‘ = Aout)7

P(Ay=01,...,0, =0, | Ag =) ® P(Ay = 01,...,Ar =0, | Ag = b0, k1 = Pr, - kr = 5r)

for almost all subkey values (k1 = (1, -,k = ), where k; is the subkey of round 1,
1< <.
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Under these assumptions, the probability of a DC T = (Ag, Ay, ..., A,) is estimated
as the product of the per-round S-box transition probabilities,

Pr[T] =~ l_IPr[aS 5, b,

where s ranges over the active S-boxes with prescribed input and output differences as, bs.
Note that this estimate is key-averaged, the fixed-key probability Pr[7T | k], however, can
deviate substantially from it, as the prescribed differences fix value restrictions at the
active S-boxes whose consistency with a given key is determined by the key schedule and
the linear layer.

2.2 Quasidifferential Characteristics

The quasidifferential technique [BR22] applies the geometric approach [Bey21] to differential
cryptanalysis. The geometric approach is a unified language for cryptanalytic techniques,
and has been applied to linear [Bey21], differential [BR22], integral [BV23, BV24, BV25],
differential-linear [HZCT25, HNW26], and boomerang [CHH 25| cryptanalysis.

In the language of the geometric approach, statements about a function F': X — Y
between finite sets become statements about a linear map T : K[X] — K[Y] between
vector spaces over a field K. The free vector space K[X] on a finite set X consists of all linear
combinations ) .y u[z]d,, with coordinates u[z] € K and formal basis vectors d,; an
element of K[X] assigns a weight to each state. For F': X — Y, the map T¥: K[X] — K[Y]
is defined by T¥ 6, =6 F(z)- The dual space KX consists of the K-valued functions on X,
which probe states. A cryptanalytic property of F' is then a pair (u,v) with u € K[X] and
v € KY, evaluated as v(T*u).

For differential cryptanalysis, X = G x G for a finite Abelian group G, and F is
extended to pairs by (z,y) — (F(x), F(y)). The associated basis is the quasidifferential
basis [BR22]. We take X = F} x F} and K = R, for which the quasidifferential basis of
the function space K¥ on pairs has vectors

gD (z,y) = (=1)* * b, (z + ).

Definition 5 (Quasidifferential transition matrix (QDTM)). Under the quasidifferential
basis, the matrix corresponding to F': Fy — F3 is the matrix representation of the pair
map TF @ TF. This quasidifferential transition matrix has entries

- T /UT
Dby (uay =27" Z (—1)u ot F@),

z€Fy
F(z+a)=F(z)+b

Setting u = v = 0 recovers the differential probability of F' for input and output
differences a and b,

F —-n F
Dio.b).0.0) = 2 > 1 =Prla = b].
z€Fy
F(z+a)=F(z)+b

For a composite F' = F, o F,_; o--- o F, the transition matrix factorises as D¥ =
DFrDFr—1... DF1 50 a single entry is a sum over intermediate indices,

Df = DEr  pFra ...DE
Wy ,Wo Wr,Wr—1"" Wr—1,Wr—2 wi,wo?
Wi —1yeeny w1

where w; = (u;, a;) pairs a mask u; with a difference a;. The sequence (wo,w1,...,w,) is
a quasidifferential characteristic (QDC), and the corresponding product of entries is its
correlation.
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When all the masks are zero, the QDC reduces to the sequence of differences (ag, a1, - . . , a,),
which is the underlying DC. The probability of a DC is the sum of the correlations of all
QDCs with that difference sequence:

_ F, Fr_s I
Pr[(a’O) Aiy..., a’r)] - Z D(O,a7.)7(u,,~,1,a,,a,l)D(u¢,1,a7.,1),(ur,2,a7<,2) o D(J17a1)7(07a0).
UL, Uy e ey U — 1
The two end masks are zero, hence, such a QDC is written as (0, u1, ug, ..., ur—1,0). These

intermediate masks are found by an automated trail search, using an SMT model [BR22]
or a MILP model [BDG25].

2.3 Constraints on the Key Bits

A fixed DC pins value restrictions on the intermediate states, and through the round-key
additions these restrictions become relations on the key. We write such a relation in a
single form. A constraint of a DC is an equation

vk @ Mz) = ¢

where k collects the round-key bits, v selects an Fs-linear combination of them, A is
a Boolean function of the intermediate-state values x along the DC, and ¢ € Fs is a
constant. Such constraints are what the constraint-detection line extracts from the cipher
equations [PT22, Sun26, PTZZ25]; Section 3 shows that they are exactly the relations
carried by quasidifferential characteristics.

3 From Quasidifferential Characteristics to Key Constraints

Section 2 wrote a key constraint as v’k @ A(x) = c¢. We show that each QDC of a DC
carries one such relation: its key masks give the key side vk, and its S-box masks give the
non-key side A\. The QDCs that act on a common set of bits each constrain those bits, and
the fixed-key probability is recovered correctly only when the whole set of them is kept. In
Section 3.1 we read this off a toy cipher. We also point out the problem of the so-called
incompleteness in current methods in generating quasidifferential trails that is the cause
of an open problem mentioned by Boura, Derbez and Germon [BDG25]. In Section 3.2,
we show how we can derive the key constraints, which puts it on the same level (in terms
of intuitiveness) with the various value restriction methods. In Section 3.3, we define
completeness which can be used to decide if a set of QDCs gives a reliable probability.
This will be the criterion to solve the open problem aforementioned.

3.1 A Toy Example

The cipher of Figure 1 has two 4-bit nibbles and three rounds; each round applies the
GIFT-64 S-box to both nibbles, a bit permutation, and a round-key XOR on every wire.
We study the DC *

T: (2,0)—= (50)— (0,5) = (0,15) — (13,8) — (4, %),

which activates S4, Sc, Sp with transitions 2 — 5, 5 — 15, 13 — 4 of probability %, SO
its average probability is 27%; the S-box Sp on the bridge carries no difference and stays
inactive.

By the expansion of Section 2, a QDC ¢ contributes (—1)“qu cor(g), where g collects
the masks ¢ places on the keyed wires; a key XOR = — = & k has QDTM entries

4This is actually a truncated DC, but the truncation does not influence our analysis.
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(2,0

(5,0)

(13,8)

v
(4,%)

Figure 1: The three-round toy cipher. The red (resp. gray) boxes are the active (resp.
inactive) S-boxes. Each & adds the round-key bit drawn to its right.

(—1)“Tk6u7v(5a7b, so a mask crossing a key addition only picks up the sign (—1)“Tk. Exactly
four QDCs of T are non-zero, written by their nibble masks (I'Y,T'!) at the inputs of
rounds 1,2, 3:

quasidifferential characteristic cor(q) key sign

0 (0,0) — (0,0) — (0,0) 276 +1

@ (0,0) — (0,5) — (0,0) 276 (—1)ki®ks

%@ (0,0) = (1,0) — (2,0) 277 (=1)ko®ki

e (0,0) — (1,5) — (2,0) —27T (—1)ki®ksOkoOkT

We read each QDC as a relation on the key. Its key masks give a key parity, and the
S-box masks it carries give a parity of intermediate bits; the bits it acts on are where its
masks are non-zero, not where the difference is, so gs reaches the inactive Sp. The four
read off as

e qo carries no mask, so it adds no relation; it is the average-probability term 276.

e carries the parity y3' @ y3' of S4 and the key mask k} @ k¢, the relation kj @k} @
(vo @y3)©1=0.

e o carries the parity o8 @ y of the inactive Sp and the key mask k{ & k?, the
relation k{ @ k? & (2 @ yP)e1=0.

e g3 carries both parities and both key masks, the relation k} @ k¢ @ ki @ k? @ (y5' @
y) @ (zf ®y5) =0.

These relations are of two kinds. A relation is of the first kind when the parity is
constant on the right pairs of the DC, so the carrying QDC has |cor(¢)| = Pgug (the
probability of the studied DC, i.e., 276 for this example). It is a hard key condition that
removes part of the key space, and we call it a deterministic constraint. The S, parity
yé“ P yé“ is constant, equal to 1, on the pairs that take 2 — 5, so ¢; pins the hard key
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condition kj @ ki = 0. A relation is of the second kind when the parity is not constant,
so the QDC has 0 < |cor(q)| < Payg. It holds only for a fraction of the values, which
makes the fixed-key probability non-uniform over the surviving keys rather than removing
them; we call it a probabilistic constraint. The Sp parity xf @ y% is not constant: it has
correlation % over the bridge, so go holds only with probability % when k} @ k¥ =1 and
contributes a biased term, not a fixed condition. Which kind a parity gives is set by its
correlation, not by whether its S-box is active.

No QDC is a fixed-key probability on its own; the probability is their signed sum. With

a=ki®kiand b=k} ® k2,

Pr{T | k] = > (=1)"sF cor(gi) = (1+ (—1)) (270 —277(=1)"),

i

which is 0 when @ = 1, and 276 or 3-27% when a = 0, according to b. The hard
condition a = 0 from ¢; halves the key space; the biased pair go, g3 splits the surviving
half. The four must be summed together: dropping g3, the set {qo,q1,¢2} sums to
276(1 + (=1)*) — 277(—1)", which on the keys with a = 1,b = 0 reads —2~7, no longer a
probability. This is a toy example illustrating the reason behind negative probabilities
reported on SKINNY-128 by [BDG25].

3.2 The Correspondence

The toy shows the general pattern. Every QDC of a DC carries one relation on the key,

and the fixed-key probability is the signed sum of their contributions (—1)”0T ¥ cor(q) over
a set of QDCs.

Definition 6 (Masked bits of a QDC). The masked bits mb(q) of a QDC ¢ are the
intermediate-state bits on which ¢ places a non-zero mask.

At each S-box in mb(q) the QDC selects a parity u'z@v ' S(x) of the input and output
bits. The bits it acts on are where its masks are non-zero, not where the difference is
which is why g2 reaches the inactive Sp.

)

Proposition 1 (Each QDC carries a relation). Every QDC q of a DC T carries one
relation
N;—k = Ag() ® ¢,

an equation of the form of Section 2, where u;'—k is the parity of the round-key bits that
q masks, A, is the XOR of the masked S-box parities u'x & v’ S(z) that q selects, and

cq € Fy is a constant. Its contribution to Pr[T | k] is the signed term (—1)“7% cor(q).

Proof. A QDC is a linear characteristic on the right values (one value of the right pairs)
that are restricted by the DC, thus its behavior is the same as a normal linear characteristic.
The masks of g are propagated by the transpose of each linear layer, so across a linear
map L the incoming and outgoing masks satisfy ui, = L uey. Each masked internal
bit then appears in exactly two of the affine relations that ¢ selects, on the output side
of one map and the input side of the next, and cancels when these relations are added.
What remains is the round-key parity ,unk on one side, and the XOR of the masked S-box
parities v @ v S(x) with the affine constants on the other (assume we do not cancel
variables), that is A4(x) & ¢,. O

A single QDC gives one relation and one signed term, not a probability. The relation is
a deterministic constraint when |cor(q)| = P,.g, fixing a condition that removes part of the
key space, and a probabilistic constraint when 0 < |cor(q)| < Pa.g, biasing the fixed-key
probability over the surviving keys. The masked S-box parity u'z @ v’ S(x) is affine in
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the wire variables, but eliminating the internal wires writes A, as a Boolean function of
the free variables that is in general nonlinear; the parity = @ y2 of g5 is such a case. The
fixed-key probability is recovered only by summing the terms of all QDCs that act on the
same bits, as the toy showed. We therefore pass from a single QDC to the set of QDCs
acting on a given set of bits.

Remark 1. Proposition 1 says that the relationship between a QDC with its corresponding
DC (which can be seen as a function for which the right pairs are the only solutions) is
equivalent to the relationship between linear cryptanalysis with its corresponding function.
A hint of this is reported by [Sun26] where they observed that the linear constraints are
specific cases of deterministic linear relations which are the same as the strong QDCs.
Thus, if we can find the full linear hull of a subspace, then, we can guarantee that the sum
of the correlations will be the exact probability. This motivates Definition 7 in Section 3.3.

Remark 2. When tracing the same toy example by hand (similar to value-restriction
methods), we can clearly derive the same constraints as the quasidifferential framework
(we show this derivation in Appendix A). However, a major challenge is when a (nonlinear)
S-box is included among the constraints. At this point, in the case of value-restriction, one
has two choices: treat certain bits as independent and exclude them from the computation,
at the cost of ignoring potentially useful dependencies. Conversely, explicitly modeling
these bits increases the number of involved variables substantially, often making the
resulting system way too expensive to evaluate. The quasidifferential trail framework
circumvents this difficulty by decomposing the constraint set into multiple QDC (splitting
precisely at each nonlinear parts), each representing a particular linear correlation. As
a result, the nonlinear behavior can be analyzed while keeping the complexity of each
individual computation manageable.

3.3 Completeness

By Section 2, Pr[T | k] is the sum of the signed terms of all QDCs of T, exact only when
every QDC is included. Enumerating all of them is usually intractable, so a search keeps a
set @ of QDCs, for instance those above an absolute correlation threshold [BDG25], and
sums over Q. Whether this partial sum is still a probability is a property of Q. The toy
already shows that an arbitrary @ can fail: the set {qo, q1, g2} omits g3 and sums to —277
on the keys with k} @& ki =1 and k} ® k? = 0.

Definition 7 ((Locally) complete QDC set). Let M be a set of intermediate-state bits
and @ a set of QDCs of 7. Then Q is complete on M if it contains every QDC ¢ of T
with mb(q) C M. When M is all internal bits, @ is the full set of QDCs of 7 and its sum
is the exact Pr[T | k]; we then call Q complete. When M is only a part of the internal
bits, we call @Q locally complete.

A QDC with mb(q) € M depends only on the bits in M, because the transposed
mask maps keep every mask of such a ¢ inside M, so the QDCs over M are exactly the
quasidifferential terms of the marginal distribution of the bits in M. If @ is complete on
M, summing the signed terms of the QDCs over M gives that marginal, hence for each
key a value in [0, 1]. If @ is incomplete, some terms are missing, so the partial sum need
not be a probability and can turn negative, as with {qo, ¢1,¢2} above. Completeness on
M is the condition under which the QDCs over M give a valid distribution.

This is the criterion that Boura, Derbez and Germon ask for, “a criterion for quasidif-
ferential trails that ensures a reliable formula” [BDG25]. A correlation threshold does not
meet it. It ranks QDCs by absolute correlation, so it can drop a small-correlation QDC ¢
even though mb(q) € M; by Definition 7 the kept set is then incomplete on M, and its
partial signed sum is what turns negative, the behaviour they report on SKINNY-128 DCs.

Completeness is a criterion, not yet a method: a threshold-based search keeps a single,
generally incomplete set. Section 4 turns the criterion into a construction.
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Algorithm 1: Quasidifferential Decoupling (Decoupling-QD)

Input :DC T; correlation bound 6; weight threshold CWipyes
Output : fixed-key probability Pr[T | k]

// Stage 1: collect (QDCs (Trail-Collector)
1 Q + QDCs q of T with |cor(q)| > 6 ; // baseline search

// Stage 2: mute weak bits and decouple (Bit-Extractor)

foreach b € M do

‘ CW(b) — ZqEQ:meb(q) |C0r(q)|;

end

My~ {be M :CW() > CWihres } ; // mute weak bits
{My,...,My,} < Decouple(Ms,Q); // Union-Find on the QDC relations,
more details can be found in Alg. 2

N

N 0 a0 N W

// Stage 3: solve each block and combine (Cons-Solver)
8 foreach j=1,...,N; do
9 Q; < all QDCs ¢ of T with mb(q) C M;, no correlation bound ; // locally

complete
T .
10 Pr;[T | kj] + quQj(fl)“q kicor(q);
11 end
12 Pr[T | k] + vazdl Pr;[T | kj] ; // map each k; to the master key

13 return Pr[7T | k]

4 Quasidifferential Decoupling

We introduce Decoupling-QD, a method that builds a locally complete QDC set and so
turns the criterion of Section 3.3 into a fixed-key probability. The method mutes the mask
bits that carry little correlation, which then allows us to form independent groups, each
acting on its own block of state bits under this assumption. Each block is small enough to
enumerate in full, so its QDC set is locally complete by construction (Definition 7) and
the local distribution it induces is a genuine probability. The blocks combine into a valid
distribution over the whole key space. This is the step that removes the negative values
yielded by the sum of quasidifferential trails with a correlation higher than an arbitrary
value and it is the constructive answer to the open problem of Boura, Derbez and Germon.

Decoupling-QD runs in three stages. The Trail-Collector runs a threshold-based
QDC search similar to what has been done in [BDG25] and records the masked bits mb(q)
of every QDC it finds. The Bit-Extractor then scores each masked bit by its correlation
weight (Definition 8), mutes the weak ones, and groups the rest into independent blocks
M, ...,Mpn,. The Cons-Solver enumerates the QDCs of each block in full, a locally
complete set, turns it into a local distribution, and combines the blocks into the global key
space and distribution. Algorithm 1 states the procedure; we detail the Bit-Extractor
and the Cons-Solver in turn.

4.1 Decoupling by Muting Weak Bits

Let mb(g;) be the masked bits of QDC ¢; (Section 3.2); the global bit set is M = (J, mb(g;).
Completeness on all of M would need every QDC over M, which is intractable in most
cases that we have observed in literature. We instead mute the bits that contribute little
and keep the rest complete block by block. Thus, we would have to define the contribution
(correlation weight) of a bit found in QDCs.
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Definition 8 (Correlation weight). Given a set of QDCs in which each ¢ has correlation
cor(q) € [—1,1] and masked bits mb(g), the correlation weight of a bit b is the sum of
absolute correlations over the QDCs that mask it,

CWp)= > |eor(q)].

q:bemb(q)

A bit with small CW (b) lies only on a few QDCs, or only on low-correlation ones, so
the QDCs through it barely move the distribution. Muting these weak bits, those with
CW (b) < CWypres, is the decoupling. A QDC survives only when all of its masked bits
survive, so muting cuts every QDC that bridged two parts of M, and the surviving QDCs
fall into groups that share no masked bit. We form the groups with a Union-Find pass
(Algorithm 2): two surviving bits join the same block when a QDC’s relation links them.
The result is a partition of the surviving bits into disjoint blocks My, ..., My,, with no
QDC masking bits of two different blocks.

This decoupling differs from a correlation threshold in the one way that matters.
A correlation threshold drops QDCs whose masked bits lie inside a region, leaving it
incomplete, and as Section 3.3 shows its signed sum can turn negative. Muting bits drops
only the cross-block QDCs, and within each block we enumerate and keep every QDC,
without any restrictions on the correlation. Each block is therefore locally complete, so by
Section 3.3 its local distribution is a genuine probability. Decoupling trades coverage for
validity: it discards the cross-block QDCs, so the result approximates the true fixed-key
probability, but the approximation is always a valid distribution.

The threshold CWiyes sets this trade-off. A lower threshold mutes fewer bits, keeps
more QDCs, and gives a tighter approximation, at the cost of larger blocks that are harder
to enumerate. It is tuned to keep the blocks enumerable while retaining the dominant
QDCs. One natural choice CWipyes is Paug, the average key probability of a DC. Setting
the threshold at this value guarantees that the strong QDCs ® are retained.

4.2 Solving and Combining the Blocks

As the decoupled blocks share no masked bit, the QDCs in a block are independent of
another block. A QDC over M = M;U---UMy, is one local QDC per block, its correlation
is the product of the local correlations and its key sign is the sum of their key signs. The
signed sum of Section 2 therefore factorises, and the fixed-key probability is a product of
local factors,

Ng
Pr(T [ K] = ] Prj[T | k],
j=1

where Pr; is the local contribution of block M; and k; the round-key bits it involves. Each
block carries the active S-boxes that fall in it, so the block averages multiply to the global
one, Py = Hj Payg.5; @ block with no active S-box has P, ; = 1 and still contributes a
non-negative factor. Each factor comes from a locally complete QDC set and is therefore
non-negative, and a product of non-negative factors is non-negative. The decoupled
distribution is valid, with none of the negative values a thresholded sum produces. The
Cons-Solver computes the factors and multiplies them. For each block it stays within
the quasidifferential framework: it restricts the QDC search to the bits of M;, enumerates
that block without a correlation bound, which is feasible because the block is small, and
aggregates the correlations into Pr;. Since the block’s QDC set is locally complete, the
result is valid by Section 3.3, and it handles blocks whose surviving subkey space is far
too large to enumerate directly. The blocks are independent, so one local QDC per block
combines into a distinct global QDC and the per-block counts multiply; at a fixed budget

5Strong QDCs are QDCs that have a correlation that is the maximal among all QDCs [BR22].



K. Hu, T. Peyrin, Quan Q. Tan, H. Zhang and C. Zhou 13

a decoupled search therefore reaches QDCs of much lower correlation than a single global
search, as Section 5 quantifies.

To state the result on the master key, Cons-Solver replaces each subkey bit by its
key-schedule expression and folds it into the block, exactly for a linear key schedule and
approximately for a nonlinear one such as RECTANGLE, where the subkey bits are treated
as independent. The surviving master-key space is the product of the per-block survivals.

5 Applications

In this section, we apply Decoupling-QD to 27 published differential characteristics from
GIFT-64, GIFT-128, SKINNY-64, SKINNY-128, and RECTANGLE. For the evaluated character-
istics, Decoupling-QD recovers the key-space restrictions reported by previous constraint-
detection frameworks while also identifying additional probabilistic constraints that refine
the fixed-key probability distribution. For characteristics where the direct threshold-based
quasidifferential method produces negative probabilities, the decoupled computation re-
turns non-negative, more detailed distributions by solving locally complete constraint
subsets. We stress that the non-negative probability is guaranteed by the completeness of
the constraint subset.

When the threshold-based quasidifferential method already gives a valid distribution,
our experiments show that Decoupling-QD is at least as fine as that distribution and finer
for several characteristics under the same correlation bound. For each target characteristic,
we report the stated Markov probability, the valid-key fraction, the number of newly
identified bit-wise probabilistic constraints, the probability distribution over the valid key
space, and the solver mode used to obtain the distribution. Results marked by [E] are
obtained by estimation and should be interpreted with the corresponding sampling or local-
search setting. Unless otherwise stated, comparisons with the baseline quasidifferential
framework use the same correlation bound. For ciphers with nonlinear key schedules, such
as RECTANGLE, key-space reductions are reported at the subkey level unless a separate
master-key validation is explicitly given. Table 2 reports the log, key-space reduction
ratios for all target characteristics, together with the probability distributions returned by
Decoupling-QD in Table 1.

5.1 Application to GIFT

GIFT is a lightweight block cipher introduced by Banik et al. [BPP*17], adopting a bit-
sliced SPN structure. Its 64-bit and 128-bit variants are denoted GIFT-64 and GIFT-128,
respectively. We apply Decoupling-QD to 11 GIFT-64 and 6 GIFT-128 differential charac-
teristics, and compare the extracted key-space restrictions with those reported by prior
constraint-detection frameworks [Sun26, PT22], AutoDiVer [NGJE25], and the threshold-
based quasidifferential method [BDG25]. The fixed-key probability distributions obtained
by Decoupling-QD are summarized in Table 3.

For all evaluated GIFT characteristics, Decoupling-QD recovers the tightest key-space
restrictions reported by previous work. In addition, Decoupling-QD identifies probabilistic
constraints that were not reported by prior work on 12 of the 17 evaluated characteristics.
These probabilistic constraints do not merely remove invalid keys, they further split
the surviving key space into different fixed-key probability classes. Under the same
correlation bound, Decoupling-QD also yields a more accurate probability estimate than
the threshold-based quasidifferential framework [BDG25] on 4 GIFT characteristics.

Results of GIFT-64. We now describe the constraints found by Decoupling-QD on each
evaluated GIFT-64 characteristic. For the 9-round characteristic [LWZZ19], Decoupling-QD
extracts three new nonlinear constraints, including two deterministic constraints and one
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probabilistic constraint E} (Table B.3). The deterministic constraints recover the key-space
reduction, while the newly identified probabilistic constraint makes the distribution over
the surviving keys non-uniform, giving a finer distribution. For the 10-round characteristic
from [JYSYZ" 18], Decoupling-QD identifies two probabilistic constraints that were not
reported in previous work, as detailed in Table B.3. The resulting overall probability dis-
tribution across the valid key space is illustrated in Figure 2a. In particular, the nonlinear
constraint E2 encapsulates five deterministic linear constraints. In addition to reducing
the valid key space by a factor of 2°, it makes the probability distribution non-uniform.
For the three 12-round characteristics, Decoupling-QD identifies a new probabilistic con-
straint spanning 11 rounds for the characteristic of [CZD20], a new probabilistic constraint
spanning 10 rounds for the characteristic of [LWZZ19], and two probabilistic constraints
together with three deterministic constraints for the characteristic presented in Table 4
of [ZDY19]. For the 13-round characteristic from [LWZZ19], Decoupling-QD finds one new
probabilistic constraint spanning over 12 rounds, which contains 8,000 quasidifferential
trails, and provides a more precise distribution than the threshold-based quasidifferential
framework. Furthermore, for the 18-round characteristic from [SWW21a], Decoupling-QD
finds two new probabilistic constraints (EJ and E} in Table B.8) and produces a better
distribution than the threshold-based quasidifferential framework, as illustrated in Figure 2f.
For the remaining 4 GIFT-64 characteristics, Decoupling-QD finds no new probabilistic
constraint, so the results match previous work.

Results of GIFT-128. For GIFT-128, we evaluate Decoupling-QD on one 12-round char-
acteristic, one 18-round characteristic, and four 20-round characteristics. For the 12-round
characteristic from [ZDY19], at an initial correlation bound of 27%4, Decoupling-QD detects
a deterministic constraint that halves the valid key space. Lowering the correlation bound
to 2770 and reducing the correlation-weight threshold for weak-bit filtering, Decoupling-QD
then captures a previously undiscovered probabilistic constraint. For the 18-round char-
acteristic from [ZDY19], Decoupling-@QD finds a contradictory deterministic constraint,
which means the entire characteristic is invalid. For the four 20-round characteristics
from [JZZD21, Table 12], Decoupling-QD recovers all previously known constraints. In
particular, for each of Trail 2, Trail 3, and Trail 4, Decoupling-QD identifies two additional
probabilistic constraints, as summarized in Table B.9, B.10, and B.11.

5.2 Application to SKINNY

SKINNY is a lightweight tweakable block cipher family proposed by Beierle et al. [BJKT16],
adopting a tweakable SPN-based structure. We apply Decoupling-QD to 8 SKINNY differ-
ential characteristics, and compare our results with previous frameworks.

Results of SKINNY-64. We apply Decoupling-QD to five SKINNY-64 differential char-
acteristics, and summarize the results in Table 1 and Table 2. For these characteris-
tics, Decoupling-QD recovers all constraints reported by AutoDiVer [NGJE25] and by
Peyrin and Tan [PT22]. For the 7-round characteristic from [DDH"21], Decoupling-QD
identifies one probabilistic constraint missed by previous work [PT22], also reported by
Trail-Estimator [PTZZ25]. The key-space estimate of Decoupling-QD for this charac-
teristic matches that of Trail-Estimator.

Applying the threshold-based quasidifferential framework to the 7-round characteristic
of [DDH™21] yields a distribution with negative probabilities, so the estimate is incorrect.
In contrast, Decoupling-QD produces more precise distributions than the threshold-based
method on all five SKINNY-64 characteristics, each matching the best previously reported
result. Figure 3 shows Decoupling-QD’s distribution estimates for the 5-round and 7-round
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Table 3: Experimental results for GIFT by Decoupling-QD
. Reduced Stated Probability Distribution
Version  Rds key space prob. Percentage of prob. ‘ Source
0 i gtz 38.1 37.9 Table 2
50% 50% [LWZZ19]
10 9—5.02 (E] 057 53.5-53.2 53.1-52.26 52.25-51.6 51.59-51.2 51.1-50.9 Table 5
14% 27% 35% 12% 12% JYSYZ*1g]
12 9-3.03 (E] 960 56.22-56.15  56.14-56.09  56.08-55.92  55.91-55.86  55.85-55.81 Table 3
12% 19% 38% 19% 12% [CZD20]
12 91 058 53.3-53.2 53.19-53.1 53.09-53 53.01-52.91 52.9-52.7 Table 7
4% 21% 50% 21% 4% [LWZZ19]
12 93 959 56.9-56.41 56.4-56.1 56.09-55.9 55.8-55.7 55.69-55.3 Table 4
GIFT-64 15% 17% 36% 17% 15% [ZDY19)
; 60 Table 6
—60
12 ‘ ! 2 100% ‘ [ZDY19]
13 94 962 56.3-56.2 56.1-55.9 55.8-55.9 Table 8
25% 50% 25% [LWZZ19]
; 63 Table 8-1
—1 —64
13 ‘ 2 2 100% ‘ [SWW21b]
5 ; 59 Table 8-2
-5 —64
13 ‘ 2 2 100% ‘ [SWW21b]
) ) 61 Table 8-3
-3 —64
13 ‘ 2 2 100% ‘ [SWW21b]
18 o8 . 52 51 50.9-50 49.4 488 Figure 8
4% 25% 42% 25% 4% [SWW21a
1 g1 o624 61.41 61.39 Table 13
50% 50% [ZDY19)]
Table 10
—109 .
18 ‘ 0 2 ‘ [ZDY19]
5 1154 Trail 1
—5 —121.4
GIFT-128 20 ‘ 2 2 100% ‘ [JZZD21, Tab. 12]
20 | aroom  g-ima 114.407 114.4 114.396 Trail 2
25% 50% 25% [JZZD21, Tab. 12]
% oT(E] g1 114.407 114.4 114.396 Trail 3
25% 50% 25% [JZZD21, Tab. 12]
20 | gomg  gema 114412 114.406 114.4 114.395 114.388 Trail 4
10% 30% 34% 20% 6% [JZZD21, Tab. 12]

Stated Prob.: the probability reported in the original papers; Reduced key Space: refers to the proportion of the
estimated valid key space for the differential characteristic. Probability Distribution: the —logs probabilities
distribution range.

Results of SKINNY-128. For SKINNY-128, we evaluate three differential characteristics:
one single-key characteristic and two related-key characteristics, which have been previ-
ously studied under the threshold-based quasidifferential framework of [BDG25]. For the
13-round single-key SKINNY-128 characteristic, Decoupling-QD extracts 10 independent
linear constraint subsets. Among these constraints, the Cons-Solver identifies one linear
condition on k123 as internally contradictory, which makes the characteristic invalid (as
shown in Appendix C.1). For the 14-round related-key characteristic of SKINNY-128,
at a correlation bound of 271?22, Decoupling-QD decouples the global constraint into 9
independent subsets, including 4 linear and 5 probabilistic constraints. The Cons-Solver
computes a key-space reduction factor of 2775 matching the bound established in [PT22].
Decoupling-QD additionally identifies a nonlinear constraint E5' (see Table C.2) that was
missed by [PT22] but later recovered by [PTZZ25], which doubles the average probability.
For the 16-round SKINNY-128-256 characteristic, Decoupling-QD extracts 9 constraint
subsets. One large nonlinear subset unifies four constraints from [PT22] into a single
cluster. By sampling, we obtain a key-space reduction of 2764, stricter than that of [PT22].
The threshold-based quasidifferential method of [BDG25] assigns negative probabilities
to 50% of the key space, whereas Decoupling—-QD assigns positive probability only to the
valid key space. The bound reported by [PTZZ25] is slightly stricter on this SKINNY-128
characteristic. In Section 6, we analyze this cell-level versus bit-level difference. The
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distributions estimated by Decoupling-QD for the 14-round and 16-round SKINNY-128
trails are shown in Figure 4.

“110 J 115
—~ A -
a a
z. L — >
= - s
2 o 2.
Sy 3
g |~ £

” ]I;wércentgge of \;gmiid Ke;;%(Sort;:i%by Pr;g. VaIuSeBT " ’ llz;grcentzasge of \;;yiid Ke;;%(SOrteﬁa%by Pr:g. Valuz;o o

(a) Distribution of the 14-round SKINNY-128 (b) Distribution of the 16-round SKINNY-128
characteristic from [DDH"21] characteristic from [DDH"21]

Figure 4: Distributions of SKINNY-128 characteristics

5.3 Application to RECTANGLE

We apply Decoupling-QD to two 14-round RECTANGLE differential characteristics from
[ZBLT14, Appendix E], with stated probabilities 273 and 275¢ respectively. The overall
results are summarized in Table 1 and 2.

For the first characteristic Trgc1 in Table 5, Decoupling-QD extracts 12 constraint
subsets, as detailed in Table C.4.1. Among them, the new probabilistic constraint EFF¢
makes exactly 50% of the key space invalid. In addition, Decoupling-QD recovers all
key conditions recently reported by AutoDiVer [NGJE25]: the conditions on {ki), k12,
kil, kii}. For the second characteristic Trpco in Table 6, Decoupling-QD extracts 11
constraint subsets, as detailed in Table C.4.2, and recovers all linear key conditions recently
reported by AutoDiVer [NGJE25] on the key bits: {ki9, k12, kii, kil K31, K12, K12}
which are included in the newly identified probabilistic constraint EF®¢2 making 75% of
the key space invalid.

For both characteristics, beyond the recovered deterministic key conditions, Decoupling-QD
extracts larger nonlinear constraint subsets that encapsulate the known conditions as
deterministic linear constraints and further explain the non-uniform fixed-key distributions
over the surviving key space. To compute the overall distributions, we solve the large
constraints EfPC and EFFC? by sampling values on master key. In the solving phase, the
master key is expanded into subkey variables following the RECTANGLE-80 key schedule.
The final estimated distributions for both characteristics are shown in Figure 5. By
contrast, the threshold-based framework of [BDG25] produces distributions with negative
probabilities for both characteristics, which makes them inaccurate.

6 Comparison with Previous Work

In this section, we compare Decoupling-QD with the threshold-based quasidifferential
(QD) method, and then with previous algebraic constraint search frameworks: those
of [PT22], [Sun26], AutoDiVer [NGJE25], and Trail-Estimator [PTZZ25].

6.1 Advantages over Threshold-Based QD Methods

Decoupling-QD improves on the threshold-based approach in two ways. For any given
correlation threshold, with a proper choice of CWipres (0 < CWipres < Pavg, where Py
is the average Markov probability of the characteristic), it covers a strictly larger set of
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Figure 5: Distributions of two RECTANGLE characteristics

high-correlation quasidifferential trails. It also always yields a valid distribution, with no
negative probabilities.

Coverage advantage At the same correlation bound, Decoupling-QD enumerates more
quasidifferential trails than the global search used by the threshold-based QD method.
The reason is the decoupling step. Instead of enumerating the entire trail population in
a single MILP over the full cipher, Decoupling-QD uses the Bit-Extractor to partition
the cipher into k£ independent constraint subsets and solves each locally. Since the global
trail space factors as the combinatorial product of the trail subspaces, enumerating N;
trails in subset j yields an aggregate coverage of H?Zl Nj trails.

This coverage matters for the precision of the distribution estimate. Quasidifferential
aggregation enumerates trails up to a correlation bound; trails missed by the search leave
the corresponding algebraic structure incomplete, which produces either imprecise key-
space estimates or negative probabilities. The per-subset enumeration of Decoupling-QD
is bounded only by a much smaller per-subset search budget: within a subset, trail
correlations are weaker than those of the global trails, which carry large-scale bit masks.
Complete enumeration within each subset therefore remains tractable.

As an example, consider the 4-round toy GIFT-64 trail of Table 4. Under global
correlation bound 2759, the baseline framework [BDG25] returns 8,188 trails. Taking these
as input, Decoupling-QD applies the Bit-Extractor with correlation-weight threshold
CWinres = 273824 and decouples the system into five independent subsets. A non-
thresholded MILP enumeration on each subset returns 46, 3, 1, 81, and 2 trails respectively,
with combinatorial product:

46 x 3 x 1 x 81 x 2 = 22,356,

a factor of 2.7 over the global count at the same correlation threshold. The local searches
run faster than the global one because each subset contains far fewer trail combinations.
The combinatorial product also identifies global trails with correlation as low as 2762:24,
a depth at which the correlation-bounded global search does not terminate within our
time budget. The gap widens on longer characteristics, where the global trail population
exceeds standard MILP budgets. For the 13-round GIFT-64 characteristic of [LWZZ19], the
threshold-based QD method identifies 832 trails at correlation bound 2758, Decoupling-QD
isolates a new probabilistic constraint subset on this characteristic; a local MILP search
on this single subset, without any correlation bound, returns 8,000 trails within seconds.
Through this larger trail coverage, Decoupling-QD recovers more distributional information
than the correlation-bounded method at the same correlation bound. On 12 of the 27
target characteristics, Decoupling-QD yields a more precise probability distribution from
the decoupled constraints than threshold-based QD.
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6.2 Elimination of Negative Probabilities

The threshold-based method of [BDG25, BR22] often produces negative probabilities. For
long-round differential characteristics, it truncates the search at a fixed correlation bound,
leaving the constraint structure incomplete and so producing negative probabilities. In
contrast, Decoupling-QD computes its distribution from explicit algebraic structures and
avoids these negative values.

Probability (log,P)
4 ¢ [
Probability (—/0gzP)

Percentage of Keys (Sorted by Probability) / %

(a) Results by Decoupling-QD (b) Results by framework in [BDG25]

Percentage of Keys (Sorted by Probability) / %

Figure 6: Distribution estimations of 4-round GIFT-64 trail

To illustrate this advantage in practice, we evaluate Decoupling-QD on the 4-round toy
differential characteristic of GIFT-64 with average probability 273824 (Table 4). Figure 6
compares the convergence behavior of Decoupling-QD against the threshold-based QD
method of [BDG25] as the correlation bound is progressively tightened from 2740 to 2759,
Throughout this range, the threshold-based QD method assigns negative probabilities to
25% of the key space while classifying the remainder as valid; lowering the correlation
bound reduces the magnitude of these negative values but does not eliminate them.
Decoupling-QD, by contrast, isolates the full nonlinear constraint Eq already at correlation
bound 274! and proves that 50% of the key space is invalid. The constraint Ey imposes a
deterministic condition on the master key, enforcing k199 = 1. Because Decoupling-QD
derives its estimate from complete algebraic substructures, the resulting distributions are
valid by construction and never produce negative probabilities. The estimated distribution
of Decoupling-QD is shown in Figure 6a, which agrees closely with the Monte Carlo
reference simulation. The corresponding baseline estimate (Figure 6b) instead retains
negative probabilities on 25% of key-space throughout, rendering its distribution incorrect.

6.3 Comparison with Constraint-Searching Frameworks

Decoupling-QD differs from prior constraint-searching frameworks in the class of constraints
it recovers. It identifies new probabilistic constraints on GIFT and RECTANGLE characteristics
which were not reported before. In this part, we compare against four prior frameworks.

The detection framework of [PT22] recovers half-constraints, which capture only part
of the relationships between constrained and free variables. On every target characteristic,
Decoupling-QD recovers more constraints and reports a tighter key-space estimate.

The framework of [Sun26] extracts deterministic linear relations between the input
and output bits of active S-boxes in GIFT cipher, but does not consider the probabilistic
relations that arise elsewhere in the characteristic. Decoupling-QD additionally accounts
for the probabilistic relations induced via inactive S-boxes, which leads to new probabilistic
constraints on GIFT and RECTANGLE.

AutoDiVer [NGJE25] derives the necessary linear key conditions of GIFT and RECTANGLE
characteristics but does not identify bit-wise nonlinear constraints within these ciphers.
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Decoupling-QD recovers all of AutoDiVer’s linear conditions and additionally identifies
nonlinear constraints, giving a more complete description of the key-space distribution.

Trail-Estimator [PTZZ25] recovers all constraints on cell-oriented characteristics by
reducing the cipher to a cell-wise linear system and solving it via Gaussian elimination.
Its effectiveness decreases on bit-oriented ciphers such as GIFT and RECTANGLE, where the
cell-level abstraction does not apply. Decoupling-QD operates directly at bit granularity
and is the first method to identify new probabilistic nonlinear constraints on these ciphers.
On SKINNY characteristics, Decoupling-QD additionally reports bit-level key conditions
that Trail-Estimator does not produce. The two methods are therefore complementary:
Trail-Estimator is suited to cell-oriented ciphers, and Decoupling-QD to bit-oriented
ones.

On SKINNY-64 characteristics, Decoupling-QD obtains the same results as Trail-Estimator,
with distribution estimates matching those of [PTZZ25]. On SKINNY-128 characteristics,
Decoupling-QD does not recover all nonlinear constraints, and its key-space estimate is
slightly looser than that of Trail-Estimator (a reduction of 2764 versus 27 on the
16-round characteristic). This gap stems from the structure of the 8-bit SKINNY-128 S-box
QDTM. For the 4-bit S-boxes of GIFT, RECTANGLE, and SKINNY-64, the mask pairs with
nonzero correlation form an affine subspace in most cases, so the number of mask transitions
per S-box is small and the quasidifferential trail count grows slowly as the correlation
bound is lowered. The 8-bit SKINNY-128 S-box does not exhibit this affine structure: its
QDTM contains many more distinct correlation values, so the trail population grows much
faster as the bound deepens, and the constraints whose contributing trails lie below our
search budget remain out of reach. The cell-level abstraction of Trail-Estimator avoids
this growth by treating each 8-bit cell as a single transition unit, reducing the cipher to a
cell-wise linear system solvable by Gaussian elimination.

7 Discussion and Conclusion

In this paper, we take the correspondence between QDCs and constraint subsets, connecting
the quasidifferential framework with constraint-detection research. This correspondence ex-
plains the negative probabilities of the threshold-based quasidifferential method of [BDG25]:
a correlation threshold drops some of the QDCs constraining a set of bits, leaving the
constraint incomplete, so the partial sum is no longer a probability.

Based on this, we introduced Decoupling-QD, which mutes the weak mask bits of QDCs
to decouple the global constraints into independent groups. Decoupling-QD enumerates
the complete set of QDCs within each group and computes a valid distribution from
it. With an appropriate correlation-weight threshold, Decoupling-QD covers more QDCs
than the threshold-based method at the same correlation bound, giving a finer-grained
distribution estimate.

In our experiments, Decoupling-QD returns a valid distribution on all 27 target char-
acteristics, recovers the key-space restrictions of [PT22, Sun26, PTZZ25, NGJE25], and
refines the estimated distribution on 9 of them. It also recovers the bit-wise probabilistic
key conditions for GIFT-64, GIFT-128, and RECTANGLE that the word-oriented detector
of [PTZZ25] does not reach.

The main limitation appears when the active S-boxes are not affine maps under an
arbitrary difference (one example being the 8-bit S-box of SKINNY). On SKINNY-128, the
QDC population grows quickly as the correlation bound is lowered, so some constraints
remain below the reachable bound; on the 16-round SKINNY-128 characteristic, this leaves
our estimate slightly looser than Trail-Estimator [PTZZ25]. Improving the efficiency of
Decoupling-QD on these ciphers, and extracting constraints under a tighter search budget,
are left for future work.
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Algorithm 2: Constraint Decoupling via Union-Find (Bit-Extractor)

w

© ® N O ;s
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28
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31
32

Input :Bgrong: set of strong masked bits;
C: set of algebraic constraints of bits (linear and nonlinear equations);
Output: S: partition of Bsirong into decoupled constraint subsets

// Phase 1: each bit starts in its own singleton cluster
foreach b € Bgiyong do

| Parent[b] + b;

end

// Phase 2: merge bits sharing a constraint
foreach c € C do
Ve < Vars(c) N Bstrong ; // strong bits connected by ¢
if V.| > 1 then

by < any element of V;

foreach b € V. \ {by} do

‘ Union(bg, b);
end

end
end

// Phase 3: collect connected components
M0 // maps each root to its cluster
foreach b € Byirong do

r < Find(D);

if r ¢ M then

‘ M(r] « 0;

end

Mr] = M([r] U {b};
end
S {Mr]:re M}

return S

// Union-Find with path compression and union by rank
Function Find(b):
if Parent[b] # b then
‘ Parent[b] < Find (Parent[b]);
end
return Parent[b];

Function Union(bq,bs):
r1 < Find(b1); 19 < Find(bo);
if r1 # ry then
‘ Parent|ra] < r1;
end

A

Method of value-restriction applied to a toy example

We recall the toy cipher in Section 3.1 and we color coded the wires of Figure 1 and
re-present it in Figure 7 to show the constraints in a clearer view. We will derive the
constraints by tracing the constraints.

We derive the fixed-key probability of the characteristic (2,0) — (5,0) — (0,5) —

(0,15) — (13,8) — (4,%) by reading off, S-box by S-box, the conditions that the trail
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Table 4: 4-round GIFT-64 differential characteristic T}

Round Al AO;,
0 0x9c000c0a00000005 0x8400040100000002
1 0x000000000002c500 0x0000000000054200
2 0x0006004000000010 0x0002007000000050
3 0x0101000024040200 0x0505000057070500

Table 5: The 14-round RECTANGLE differential Characteristic Trpc1 with stated probability
of 2763

Round Al AO,
0 0x0020000600000000 0x0060000200000000
1 0x0200006000000000 0x0600002000000000
2 0x2000060000000000 0x6000020000000000
3 0x0000600000000002 0x0000200000000006
4 0x0006000000000020 0x0002000000000060
5 0x0060000000000200 0x0020000000000600
6 0x0600000000002000 0x0200000000006000
7 0x6000000000020000 0x2000000000060000
8 0x0000000000200006 0x0000000000600002
9 0x0000000002000060 0x000000000c000020
10 0x0000000000008600 0x0000000000001200
11 0x0000000000003000 0x0000000000008000
12 0x0000000000000008 0x0000000000000001
13 0x0000000000000001 0x0000000000000006

Table 6: The 14-round RECTANGLE differential characteristic Trpco with stated probability

of 266
Round Al AO;,
0 0x0020000600000000 0x0060000200000000
1 0x0200006000000000 0x0600002000000000
2 0x2000060000000000 0x6000020000000000
3 0x0000600000000002 0x0000200000000006
4 0x0006000000000020 0x0002000000000060
5 0x0060000000000200 0x0020000000000600
6 0x0600000000002000 0x0200000000006000
7 0x6000000000020000 0x2000000000060000
8 0x0000000000200006 0x0000000000600002
9 0x0000000002000060 0x000000000c000020
10 0x0000000000008600 0x0000000000009200
11 0x0000000000003008 0x0000000000008001
12 0x0000000000000009 0x0000000000000001
13 0x0000000000000001 0x0000000000000006

places on the round-key bits of Figure 7. For a transition a — b we write XDDTg(a,b) =
{z : S(z+a) = S(x) 4 b} for its right input set and YDDTg(a,b) = S(XDDTg(a,b)) for its

right output set.

First, we can derive all the constraints out based on the XDDTg(a,b) and YDDTg(a, b).
From YDDTg,(2,5) = {1,4, 6,3}, we obtain

yd =0 and yloyd=1

(1)
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A=2
(2,0) .
¥ round 1 [ SA ] 2—5 [ ]
(5,0) y A
Yy SN Yo
\\‘
\
N\,
O D D 3 eaf\ﬁep— Ale\ﬁq;
(0,5) 1:133—2—1—(1)3 of __of __af___af
i round 2 [ SB ] [ SC ] 5—15
(0,15) N TG
E @ D ]
(13,8) ey @y __ef __wg oy mf E ol

¢ round 3 [ SD ] 13—>4[
(4,%)

Figure 7: The same toy example presented in Section 3.1. The important wires are
color-coded to show the different constraint sets. The red (resp. grey) boxes are the active
(resp. inactive) GIFT-64 S-boxes.

From XDDTg, (5,15) = {3,6, 11,14}, we obtain
o @af =1 and 2 =1 (2)
From YDDTg,(5,15) = {12,3,7,8}, we obtain
y§ @ys =1 and yf ©yf =0 (3)
From XDDTg,,(13,4) = {3,6,11,14}, we obtain
Yozl =1 and 2P =1 4)

Following the red wires with the red equations, we obtain the following system of
equations

v Dys =1
z§ @a§ =1
2§ =yt ki
2§ = y3' @ kg

All the non-key variables can be eliminated, leaving just the constraints on the keys.
Solving the system gives 1 ® k} @ k¢ = 1, so the red path forces the linear key condition

ki@ ki =0. (5)

Note that the set XDDTs,. (5, 15) also fixes 2{" = 1, but that bit is fed by an inactive
S-box and is free over the keys, so it only scales the probability.
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Following the green wires with the green equations, we have

o) © k3 = yf
v © ki =y§
af © k% = y§
y§ ©y§ =0
y§ @y =0

PDoxb =1

If we simplify the system, we get the following:
S oy oal orf =k k2 ok okl

Given any fixed key values of k* = k3 @ k2 ® k2 © k2, we must have y§ @ y§ @zl @xf = k*,
which means the plaintexts are split into two groups, depending on the value of £*. Since

we do not have any other constraints that involve these variables, we can say that the
probability is % and it is independent of k*.

Following the blue wires with the blue equations, we have

y3 =0
P =1

x5 = ko © 3

v = ki oy

uBoub Pl = S, 08, 2P of)
Given that y2,yP y&, 28 28 and 2P are not involved in any other constraint sets, we
can assume that they are uniformly random and derive that o ® y® = k§ @ k? ® 1 occurs
with a probability of %, which holds with a probability of % when k} @ k% =1 and i when
k{ @ k? = 0. Once again, unlike the linear condition in Equation 5, this constraint set

removes no key; it splits the surviving keys into two probability classes. Collecting the
three independent sets, the fixed-key probability is

0, kiok=1,
Pr[T | k] = <276, kioki=0, kl @ k=0, (6)
3:275 kiekl=0 keki=1

Half of the keys give probability 0; among the rest the inactive S splits the probability
in the ratio 3 : 1, and the average over all keys is the Markov value 276.

B Identified Constraints for GIFT Characteristics

B.1 Nonlinear Constraints from 4-round GIFT-64 Toy characteristic
Nonlinear Constraint Eg:
[160) ® 35 © k120 = 0
(3] ® 23, =0
Y31 @ [27] = 0

S('%éS’ s 7'7%1) = (y%8a s 7y?1>1)
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Nonlinear Constraint E;:

[Y34) ® 24y =0

Yin ® 235 =0

yir ®at =0

Yo @ [alo] ® k35 =0

S(lew 3347) (yim R
S(ff}ma 9543) (yiO» e
S(ag, . 2h) = (48,

Nonlinear Constraint E,:

[y35] ® 23, = 0
Yz @ 23] =0

Yaa B [436] B ksg = 0

1 1

S(x§47...,x27) = (Y245 - - -

Nonlinear Constraint Ej:

(Y] © xf @ k127 = 0
Yo ©x2 B hos =0
[y%o] a5 =0

[yis] @23 =0

(] ® 235 ® ksr = 0
Yo a3y =0

ys © 23] =0

Yas ® (23] ® ke1 =0
yi ®aty © iz =0
Y35 @ x5 D kay =0
y3 @ [a31] =0

Y35 @ [39] = 0

S(x?ﬁa e vxi)g) = (y?G""
S(@g, ... a3) = (¥, -

S(x§4,. 750%7) = (934»
S(xy, .- x3) = (g, -

S(x3,, -795%5) = (y?%z,

Nonlinear Constraint E,:

[yg] ® fél =0

[y35] @ w59 = 0

[Ug2) @ 25, =0

Yis ©aly B koy =0
Yss © 21y =0

) yi'?)
1

»Ya3)

) y%l)

7?-/%7)

) yzl))Q)

-3
-+ Yar)
1
-3 Y3)
- Y35)



30 Fixed-Key Differential Probability Distributions

Yoz ® 235 =0

Yoo © T3, Dhga =0
Yor ® 215 @ kgs = 0
Yso © 15 =0

yé7 @ x%l Dkes=0
Yoo ® Lo =0

Y51 © w33 =0

yir @23, =0

Yio © [276] @ ksg = 0
Yis © [23,] © ks7 = 0
Yoo © [35] @ kss = 0
Yia ® [235] = 0

Yie @ [zdg] =
5(5541187 ~7$é1) = (yiS’ 7yé1)
S(:E2 .xz):(z. 2)

607+ >L63 Y60r - -+ Ys3
S(Z‘éo, 7$é3) = (yéOa- 7yé3)
S(x%@ . »xég) = (951)67 . ayég)
S(ZE%% 71‘%5) = (y%Qa e 7y%5)
S($42147 . 7$4217) = (yim . ’yz7)

B.2 Constraints from 9-round GIFT-64 Characteristic

Nonlinear Constraint E{:

Yie ® i D koy =0
y%6®:cg:O

You © 36 D kg = 0
Yis © 235 =0

ye @2t D kar =0
y§7®x3@k45:0
yg@xé@kgle
Yio a3 =0
y%@xﬁ@kn:O
[yi,] ® 279 =0
yg@méz@kggzo

ys @ as, =0
Yo ®atyg ks =0
3l@as =0

Yir @ x5 O kiosa =0
yffg D Cﬂgg D Iflog =0
Y31 @ [22] =0
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]

S(xg, -, 75) = (Yo, -
S(xis,. axél) = (yi‘
S(xgsa al‘gl) = (yg
S(:c§4,. ,x§7) = (y%

S(@g, .- a3) = (Yo, -
S(xéQ, = a$§5) = (y§27

S(ai,...,27) = (vi,.

S@g, - 2h) = (45, -
S(xilaa- ax%Q) = (i
S(z30,- - 233) = (43
5(3516’ ,96}9) = (Z/%
S(x?z)ﬁa- ,xgg) = (yg

Nonlinear Constraint E{:

ySEBx%EBk:lg:O
Yip®as =0
Yl D ab, ® ko =0

ys By =0

S(xs,...,x5) = (5, ..
S(x§2,...,x§5) = (y§27
S(xd, .., x5) = (yg,
S(a:g,. 795{1) = (yg,-

Nonlinear Constraint Ei:

y§6@$g@k82:0
ygﬁ@xg:()
Yaos © 256 D koo = 0

Yl @ x5 =0

S 2l) = 0
5 5 _ 5
S(x54, -+ To7) = (Y245
S(xgv 31‘(73) = (yff,
S(ngiv 7£ng) = (yg(iv

B.3 New Nonlinear Constraints from 10-round GIFT-64 Characteristic

in [JYSYZ+18]
Nonlinear Constraint E3 :
y%(;EB:cZEBk% =0
Yig B w35 =0
[ylg] @ 35 =0

CY3)
~~,yg1)
-~,y?5>1)
..,y%7)
CY3)

..,y§5)
N7
-~>Z/§1)
~~»y119
-~,Z/g3
"7y}9

2
-3y Ys3g

)
)
)
)

JY3)

o ySs)
,yg)
oY)

) y?g)

CY7)
D)
- Y3o)
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Y5 ® iy =0
Y5, © a3 =0
yi@zig@km =0
Y3 © Thg @ kgg = 0
Yso © x50 ® kag =
Yle ® af B k3o =0
Yo © Tg =
Y5 @ 23] =0
Yis ® Ty ® kog =
Y3 © a1y =0
Yo @ [215] = 0
Yir @y ko =0
[y37] © 253 = 0
Yoo © Tag @ kag =0
[ydo] @ w59 @ ks =0
[y3o] @ 231, =0
Yo, © The D koo =
Yo © [237] © ke = 0
Yis © 235 =0
Yos @, Do =0
Yor @ [245] @ ka =0
Y30 ® 25 =
Y5 © T35 B ko =0
Y30 © @34 =0
[yiy] ® 255 = 0
[y37] @ w5, ® ko =
[3] @ 253 =0
Y5 © 23 © k19 =

yil5@$g:0
Ys1 @ T3 @ kios =
ys; ©ad =0

y§7 @ :Eg @ k1o7 =0
Yir © a7 =0

Ys3 © 233 ® kios =
Yoz ©al5 =0
[yi3] ® 235 @ k101 = 0
[y7) @ 235 =0
Yao ® 57 ® k100 = 0
[92115] D xil ® kg9 =0
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[y30] © 233 = 0
Ys1 © Ths @ kog = 0
[yg) @ 2§ @ kg3 = 0
ye ® 2l B ker =0
[yfo] & acg =
9?5 & xg =0
Yro @ [256] @ ko5 = 0
y?@$?7@k73 =0
Yo ®afs =
Y © 2l =0
Yas © 25, © koz =
Yos @55 Dk =0
y3s B T35 =
48] @ 255 ® ko1 = 0
Y3 © 253 ® key =
[y3] © 234 = 0
y? & xg5 =0
yi © [ads) @ ksy = 0
Y @ 159 @ ke = 0
Yis @y =0
y3 ®as; =0
ygﬁ 53] ng @ kss =
Y © 28 @ krg =0
Yo ® 235 =
yg @ :cg G ks1 =0
Yo © ) @ kso =
Y6 @ [zg] =0
YSo @ xg @ kg =
ygg @ xIQ D ksg =0
ySs @ [214] = 0
Yl @2y ® ks =0
Yo @ x5 =0
Y11 @ [239] = 0
yi © s D kg =0
0
0

7 8 _
Y14 D x50 =
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45
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283 ¢+ *

5
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3

S(x3,..

'7y:539)
~ay§9)
'ay§5)
~7yi7)
-a@/§5)
-79%9)
'ay§9)
-’yL)
- 98)

56 - -
8

S(xdg, .

169« *
4

S(xfg, ..

525« ¢+
5

S(x3,, . .

445 ¢« ¢
5

S(x3y, ..

325

S(x3,, . .

169 -+
2

S(x1g, -

367 - -

S(x§6,..

7
Ry e -

S(x, ..

i) yg?)

= (v, -

] Ig’?)

Nonlinear Constraint E?:

0

[yia] @ 23 @ k1a7

sl ® 235 =0

[yis] © 54 ® k125

0
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[y3s) © 23 = 0

Yir © xSy @ kra =0
Yo © w53 =0

Yos ® xSy © ey =0
Yo ® 285 =0

Y51 ® [2f] © kaa =0
Yo3 ® [273] © kag =0

S(x?6v ,Tlg) = (yfﬁa ay?Q)
S@Sm , Ty3) = (?/SOa ,ygg)
S(x§4, 75527) = (y§4, 'ayg7)
S(a:§2, . ,xg5) = (yg% . ’ygf))

B.4 New Nonlinear Constraints from 12-round GIFT-64 Characteris-
tic [CZD20]

Nonlinear Constraint EJ :

Yig ® ] D koa =0
yéﬁ@xgzo

Yos © T3 D kss = 0
Yis © w35 = 0

Y2 a1 B kar =0
Y3; ©xs @ kys =0
Yoy Dk =0
Yio x5 =0
yi’@w‘b@kuzo
[y ® 2l =0

Us @ gy @ kg = 0

ys B3y =0
Yo D ajo ks =0
3l @as, =0

yi@ad, ® ks =0
Yir © x5 O kioa =0
Y3z © w55 ® k103 = 0
Yio ® To9 ® k102 = 0
Yo ® [25] ® kog =0
Yir ® 15 Do =0
932 & 3532 =0

Yor ® 255 =0

Yo @ [£5,] ® kgg =0
Yo5 D 285 © kea = 0
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B.5 New Nonlinear Constraints from 12-round GIFT-64 Characteris-
tic [LWZZ19]

Nonlinear Constraint Eg:

y%GEBJ:iEBkM:O
Yoo © 5 =0

Y21 ® 23 © kg = 0
Yis 35 =0
y%@xi’@kmzo
Y37 © x5 © kas = 0
Yo xp Dk =0
Yo ® 5 =0

Y D xl, Dk =0
[y})) ® x79 =0

Ys © T35 ® koz =0
Y5 ® a3y =0

Yo ©xhe B k3 =0
[y3] @ 25, =0
y%@x‘;}@kl% =0
Yz ® 5, ® k1oa =0
yég@x§5 D ki3 =0
Yio ® w39 ® k1o = 0
Yo D2 D kga =0
Yo & 23] © ke =0
Y6 © g =0

Yy @ 23] =0

Y, xS, @k =0
[y37) ® 253 =0

Y4 D 256 © koo = 0
Yag @ [25,] ® kes = 0
Yrs ®a3s =0

Yo ® [259] = 0

Yoy ® 28y D ks =0
[y7o) © 255 = 0

Y o] ®kys =0
ygl ®x§®k44:0
YS, @l ©hyz =0
Yo D]y Dhyo =0
Yo DrE D kg =0
Yl @2 @ ks =0
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ylo ® 5 =0

yis @ [25] =0
yli@at, ke =0
[yi1) ® 239 =0
yg@x§26§k27 =0
Yis @ [253] © ks = 0
ys ® a5y =0

y7 ® [255] = 0

Yo Dy @k =0
[y;,] & xgl =0

Yir ® w31 @ kg2 = 0
Yo © 299 © k100 = 0
y?ﬁ Dl @ kg =0
yor @ [25°] ® kg = 0
Yoo 25" =0

Y51 ® 27 =0

Yoy @ xég @B kogy =0
Yoo @ [237] © kgs = 0
Yis @38 =0

Y53 & [z30] = 0

S(@g, -+ 23) = (Yo, ---+Y3)
S(x%a 75”51)9) = (?J?G, 'ayig)
S(xi&" ,$§1) = (y:fs: ~ayg1)

S5, 23) = (Y5, -+ ¥5)
S(»’Cg& a‘rgl) = (yg& aygl)
5(3530’ axgs) = (ygm ,y33)
S(xisw 7x§1) = (ygsw ay58>1)
S(36, - - w39) = (Y36, - - - Ya0)
S’(x§4, = 795%7) = (y%m ay%ﬁ

S(xg,. .. 27) = Wi, y7)
S(xgo, = 75583) = (ygm aygs)

S5, 23) = (Y5, -+ ¥3)
5(33347- ,$g7) = (yg4, ,y§7)
S(w§2,. 795%5) = (y§2’ ,y§5)
S(xgs, ,xgl) = (yg& ayg1)
S(x(i)ﬁﬂ 755?9) = (y?& =y?9)
S(:c§2, = ,x§5) = (y§2a ,ygs)

S(ai,...23) = (Y5, y7)

S(a§,...,2%) = (¥4, .-, v?)
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S(gy - x5) = (Y0, -+ y3)
5(95{2’- 755;5) = (yﬁ,---,yﬁ)
S(xSQ, ,3025) = (yg27"'ayg5)
S(z3, ., 21) = (U8, -, yi1)
S(xilaa 7x1119) = (yéll6>~~ay4119)
S(xgm ,1333) = (9307 e ayg?))
S(»”U?Ga 795?9) = (y§6>'--ay§9)
S(xg4, ,Ig7) = (yg4, s yg7)
Sz, 27%) = (i, yr)
S(xiﬁa vxig) = (y%G""ay%Q)
S(x?’)(iv' ,x§9) = (y?2>67 e ,ygg)
S(xg, 795;1) = (yg,.-.,yﬂ)
S(xgﬁv ,Igg) = (y§67"'ayg9)

B.6 Nonlinear Constraints from 12-round GIFT-64 Characteristic [ZDY19]

Nonlinear Constraint Ej:
[y51] @ 27 =0
ys @ 2§ ® kiog =0
Y3 @ [25,] =0
S(ag, -+, 25) = (U3, ¥3)
S(ag, .- 27) = (Ui, y7)
Nonlinear Constraint Ef:
Yo ® 21 @ kg1 = 0
Yo Daty =0
Yis ® 233 Dk =0
[yz] ® 235 =0
yi ® x3s  ksg =0
yia @ a3y =0
Y33 © T35 B kay =0
Yar ® 53] = 0
Yas ® [255] D k2 = 0

S($i2w--a$:1[5) = (y%27"‘vyi5)
S(I§Q»~--a$§5) = (3192,27--~7?J§5)
S(sr:g4, ,37%7) = (y§4, xx ,y§7)
5(5”%6,~ ,Sﬂ%g) = (yi}v"',y%Q)
Sy, 27) = Wiy y7)
S(ﬁs» ﬂxgl) = (yigw~,y§1)

Nonlinear Constraint E3:

yfg @.%‘?6 @ kgs =0
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Yo ®2fs =0
yh ® S ® ks =0

Yy @35y =0

S(xSS’ s ’xgl) = (y287 SR ygl)
S(afs s 23) = (Y-, 97)
S('T?% 7135)5) = (y?Qa"-ayiﬁ)
5(33?67 71’?9) = (y?ﬁv"'ﬂygig)

Nonlinear Constraint E3:

Yss © Tao D kog = 0
Yoy B Ty =0
Yoo ® 255 © kig = 0

Y30 D as, =0

S(a3s, -+ 231) = (Y- U31)
5(9330, e vxés) = (y§0a R 1133)
S(@30, -+ %53) = (Y305 - - U33)
S(xng, e ,x§5) = (?JgQ’ e ay§5)
Nonlinear Constraint Ej:

Yss © 5 D k3o =0

952 & 9522 =0
Yso & 255 @ kg = 0

Y30 ® 34 =0
S(I;& e 793?7,1) = (ygs’ R ygl)
S(@30, -+ 253) = (Y505 - - » U33)
S(m?z, e ,m§5) = (y§27 e ay§5)
S(JU;()a e ,x;3) = (ygm R 3153)

B.7 New Nonlinear Constraints from 13-round GIFT-64 Characteris-
tic [LWZZ19]

Nonlinear Constraint ES:

Yl ® ;D kos =0
Yoo © 5 =0
y54®x§6®k86:0
Yis © 735 = 0
y%@xi’@ku:O
Y3r © x5 © kas =0
y%@xé@kglzo
Yl © w5 =0

Y D xl, Dk =0
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] @alg =0
Yo © T3e ® ko3 =0

ys @3, =0
Yo D ajo ks =0
[yg]@xé1 =0

yi®at, ks =0
Yir © x5, ® kioa =0
Yz © 255 O k103 =0
Yio D To9 ® k102 = 0
yi’(;@xg@kgg =0
Yo @ [25] @ kz6 = 0
Yae © g =0

Y3 @ 23] =0

Yir ® 15 Do =0
[y37) © 253 =0

You ® 256 D koo = 0
Y3o @ [57] & ks = 0
Yis w35 =0

Y3 @ [259] = 0

y§’5 @ x§3 @B ks =0
[y19] © 285 = 0

yg @ xz P kys =0
Yor © x5 S kaa =0
YS; O ad @ kyz =0
y§3 P :UZ3 D kip=0
Y DrEDkig=0
yr @ 2] @ ki3 =0
Yylo @ a5 =0

yfs D [xg] =0

Yy ©al; G ko =0
[yi1) @ 239 =0
yg@x§2®k27 =0
Yis © [235] © ks = 0

yg®x§4:0
y7 ® [255] = 0
Yo Bty Bk =0
[y3) © 25, =0

Yy © x5 O kig2 =0
yffg () .’Egg D klOO =0
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y% D 1‘4110 D kg@ =0
a1 @ [23°] © kra

0
0
0
0
0

ygﬁ @ xéo

Y31 @ [27°]

Yos © 36 D kog
Yoo @ [237] © Koo

Yis © x3g =0
9 10
Yoz ® [w39)

0
0
0
0
0

® ko3 =
ylo ® T3

12
0

11@.’1)

Yo

11@x§§6§k31 _
Dz

Ys

12
34 —
- 75) = (Yo, --

Yo'
S(xg, ..
S’(Jci’ﬁ, ... ,xi’g)
4
-y T51)

L Y3)

L) yfg)
L) ygl)
)

(Y6 - -
(va

(v

(y

(y

485+ -

S(xlg, - -

8
0 - -

Lxd)
. 7‘rgl)
. ang})

S(xy, ..
S(x3g, .-

L) ygl)
i) ygS)

285+ -
9

205 -+

S(x9g, - -

Y1)
. ygl)
-, Y39)
1
'ay27)
)

7$H) = (yé17 -

S(xgt, ..

(yiss -
(v
(y
(y
(y

'axgl) =

5 w39)
. ,.’E;7)

S(azis,..

10
369"
1

S(x30, ..

245 - -

S(w4 -

7
45
6

- Y3°)

20 * *

. 7$§3)

S(xgo, ..

. ,xéQ) = (yé2, ..

S(xp?, ..

LY

(Y5, - -
(y
(y
(y
(y
(y
(y

.,y§7)
'ay§5)
'7y§1)
~ay?9)
'ay§5)
N
Y7
- Y3)

245+
4

.,x52’7)
-,$§5)
-axgﬂ
.,x?g)
.,$§5)

S(@ss -

32
9

S(23, - -

287+ *
9

S(x3g, - -

16 - -
8

S(23, - -

395 - -

S’(mgz,..

2
R

@) = (41

,xg) = (yg,..

S(xf, ..
S(@la -

'ay’175)
'Jyg5)
-ay:l))l)

7
125 -
6

(y
(y
(v

"xi’i) =

'7‘7:?5)
. axi)l)

525 ¢+

S(x8,, ..

3
Q.-

S(x, ..
S(x33, ..

-, Y33)
LX) yilg)

12
329"
4

(y
(y

735
. 7x1119)

16 - -

S(xlg, .
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B.8 Constraints from

Nonlinear Constraint EJ:

nn

8
<

W

8
I~

nn

8]

n

3]

/\/\/\%\/\/\/\
N == k= NO OF =00 DO

n

&
w
2

8
2

S(xs, ...

S(xSg, . - -

[=RN

xg:a) = (ygm
7$§9) = (yis
J23') = (%o
,$g7) = (yg
y27°) = (v’
,x%g) = (yi
750%9) = (y32,
JL) = (yg,
,xgg) = (yg(s,

ot

< Y23
-1 Y19

)
)
oyt
)
)

o)

cya?
--ay%g
"7y?2)9
~-,yL)
--aygg)

)
)

18-round GIFT-64 Characteristic in [SWW21a]

Yooy ® 55 D ks =0

Yo ®als =0
Y @Sy ®ky =0

Yra © 25 =0
Yir ® gy S kgr =0
Yio ® 39 @ kgg = 0
Yo, ©aE S k15 =0

Yoo © x5y =0
ygg@x§7@k123 =0
yi b als @ ks =0
ySOEBng@ks:O
Y3 a3 @ kg =0
Yoo © T30 Dk =0

Ysa ® 230 =0

Yo ® x37 =0
3o ® g0 B kg = 0

Yz © gy =0

Y51 @ w3 =0

S(xSg, ...

5

=z
B
=

8

8
© Rw ST N g go W

o O

[ 0

(=)

n
T 5 % 5 %5 =5 &

7xg1) = (ygsa e
"’y’?)
"7y§9
"’ygg
"7yég
"’y;l
"?y?f)
"7y§3

9
- Yss

7)) = (Y3, -
7x§9) = (y§6a
79529) = (l/gﬁa-
,763) = (Y60

x;l) = (ygs,
795?5) = (9?27
>$§3) = (ygm
79525) = (932,

7ygl)

~— — — ~— O ~— ~—
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S(I?Gv = 7I(139) = (y?ﬁa = ay?s))
S(2§,....2%) = (Wi, -, ¥?)
S(W?;sa >$gl) = (ygsa "7y§1)
S(xag, -, 737) = (428, - - Y31)
S(@g0s -+ > 733) = (Ygo» -+ -+ Yo3)
S(x;m -79353) = (y;()a ~-ay53)
Nonlinear Constraint E:
Yi1 © o33 © k110 =0
y3s @ w35 =0
Yig ® x5 @ kg2 =0
yis ® 55 =0
S(zags - w7) = (Yas, - - Yar)
S(aaf, - 257) = (yai, - - y27)
S(5g, -5 55) = (Y36 - - Ysd)
S(x3g, -, x39) = (Y36 - - -+ Y30)
Nonlinear Constraint EJ:
[yis] @ w15 @ ka3 = 0
[y55] ® 213 © kss = 0
[y3s] © 213 = 0
[6s] ® =15 =0
Yis @ w33 © ko2 = 0
Y33 ® [232] ® k122 = 0
y3s @ [235] =0
S(13,-- -, 215) = (Y12, - - ¥15)
S(33, -, w35) = (Y32, - -+ Y33)
Nonlinear Constraint EJ:
[y36] @ w43 @ kas = 0
[ys0) ® wig =0
[y35) © 247 =0
Yis x5 Dkoy =0
yiz ® [237] =0
yit @ [257] © k114 = 0
S(zad, - w7) = (Y43, - - ya?)

S(@ip, - x43) = Wap, - yi3)

Linear Constraints:
[yas] @ [230] ® ko7 = 0
[yio] @ [w59] & kso = 0
[yer) @ [63] ® ks1 =0
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B.9 Nonlinear Constraints for Second 20-round GIFT-128 Characteristic
from [JZZD21]

Nonlinear Constraint ES:

Yo @238 =0
Yrao ® 230 ® k1g =0
Yiao ® g5 =0
Y, 0 @k =0

S(@g, - -+ 2g5) = (Yog,- -+ Yos)
S(ﬁma = 95110) (1/51)127 cee ,y115)
S(ffzsw- 5531) (yzsv-~~,y§(1))
S(Iﬁzoa = 35123) (91207 e ,Z/?zs)

Nonlinear Constraint Ef:

Yor D x33 =0
Yso ® 133 D k114 =0

Ysi ® 136 =0
Yo1 ® 2175 @ k106 = 0
5(951?6,- -axﬁg) = (91?67 e ,y%?g)
S(xéiv 5587) (y84v e »yéé)
S(xég, 3355) = (y527.-.,y55)
S(:pég, 3390) = (l/927~--»yé§)

Linear Constraint ES:
[Y150] © [£130) = 0
Nonlinear Constraint Eg:

Yiao @ T59 =0

Yior ® o5  kzo = 0
ygg 5] x§5 @ kio=0
Y35 ® T3 B ks =0
Ya5 B 33 ® kiag =0
[yg5) © @53 = 0

Yoo D3 =0

y§6 Dai, Dksa=0
Yoz D T35 D k1oa = 0
[ys7] ® 23, = 0

Ysa ® 716 =0

You ©T31g ©k3a =0
Yo, ©ad Dhge =0
Yo ® 285 D hgo = 0
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Yos xS B oy =0
Yo7 © 259 @ koo =0
Yo ® 3 =0

Yo @ [254] @ k127 = 0
Yos © x5 =0

Yoo @ [w5s] © k1o = 0
Y4 ® 255 =0

Y50 ® x]o0 = 0

[y34] ® 254 ® k3 = 0
Ylo ® 275 =0

Yos © x50 © ko = 0
Ylos D5 =0

SS, ... x5 = (1S, . ..

S(ﬁmw- 33?07) (y§04,
S(xgs’ e axgl) = (ygsw
5(3356, ,xgg) = (yge'w
S(xgo,...,xg3) = (ngv

S(xﬁl()., e 795%4119) = (yﬁlﬁ"
S($§8>-~-axg1) = (ygazw
S(x?m e 350(155) = (y?m-

5(33?207 e vxfzz)}) = (?ﬁzm e

Y36 © 255y =0

yis © o7 =0

Yo D 239 =0

Yss ® 3y =0

Yroa ® 35 =0

Y80 ® w30 = 0

ygo ) l‘%g ©kig=0
Yss © gy =0

Yss © wgg @ kg =0
Ysr ® [zg7] = 0

Yioa ® 250 = 0

Yl © gy @ k112 =0
9116 ® 55124 =0

Yise D 7156 D k104 =0

5(55227-- 3725) = (y§27...

5(3684,-- 9587) = (y§4,...

S($72,-~ $75) = (y%,...
S(ﬂc}§4, . 5”127) = (

y124, s

,Y5)

~-’yé1go7>
~~,yg1)
-~,y£§9)
~»yg3)

14

~-,y119)
Yo
L s)

) y%23)

,y§5)
,y§7)
,y%)
73/%4217)



K. Hu, T. Peyrin, Quan Q. Tan, H. Zhang and C. Zhou

S(ﬁzm s 71”?27) (31124a
S($20>-~-7xg3) = (ygm
S(xsg, - w57) = (Ysd-
S(xgc)a e ,a:g3) = (ySOv~

S(fczom e w’fzo3) = (yzoo,
S(x30, - - w23) = (Y20, -
5(55327- ,3735) = (ygzw
5(124, .,1‘27) = (y§4,.
S(xgg, ng) = (ygsw
S(xgﬁﬂ' axgs)) = (yge‘n
S(xg0, - - 765) = (Ygo,

S(134, -, 2137) = (Y134,
S(xgg, ,135) = (y§2,.
5(9524, ,xg7) = (yg47-

S(m?w,. af?lg) = (Z/?lﬁa
S(@"gza ,x§5) = (ygzw

Nonlinear Constraint E§:

[y81] © @33 © koo = 0
[Yor] © 235 =0

[go] © 177 ® kg =0
[yg3) @ z1fy = 0

Yss @ x1y Dhsa =0
Yiir ® w39 @ kg = 0
Y12 ® 35 =0

Yas @ w35 =0

Y11 @ [g3) © ks =0
Y30 ® [2152) © ke = 0
Y31 ® a7i © kgg =0
Yso ® w75 =0

Yz ® w50 =0

yss © [x139] = 0

S(:cég, 5539) = (y367"'
S(I%éa $31) = (y287"'
S(xl(lJ(Sv' 55119) = (
S(x;lg%, 9035) = (yszv-'-
S(”J“so’ e $83) = (ySOa e
S(x12a-~- 5515) = (y127-~-
S(:c52,... x55) = (y52,...
S($727-~- 9575) = (y72""

Y116s - - -

"ay?27)
"?yg?))
- Y87)
-~,yg3)

~~7yzo3)

,Y39)
,Ya1)
7y119)

,yég)
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B.10 Nonlinear Constraints for Third 20-round GIFT-128 Characteristic
from [JZZD21]

Nonlinear Constraint EJ:

Yoo @ x50 =0

Yior ® o5 @ kza = 0
ygg 53] :L’§5 @©kio=0
Yios @ Tg3 ® ks =0
y§5 @3, ®kiog =0
[ya5) © 235 = 0

Yoo D3 =0

y§6 D, Dksya=0
Yoz D T35 D k1oa = 0
[yg7] ® 23, =0

Ys1 @ 2316 =0

Yoy B 1715 B kg2 =0
Yo @25 S ks =0
Yo ® 15, D hos =0
Yo @ [234] ® k27 = 0
Yoo @ [235] @ k126 = 0
y§ © wgs =0

Y50 © o0 = 0

Yos ® 150 D keo = 0
Ylos ® x5 =0

Yss 34 =0

Y80 ® w30 =0

ygo 3] l‘%g ©kig=0
Yss @ gy =0

Yss © wgg @ kg =0
Ysr ® [ag7] = 0

y}? &) xél @B kss =0
Yss ® w31 D kso =0
yi' ®agg =0

Y20 © T150 = 0

[yo2] ® xgs @ kss =0
Yios ® 91 =0

Yoo ® 130 = 0

Yoo 133 =0

Yss D gy =0

13 14 _
Yizo ® Tgp =0
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it wls =0

Yag ® i ® k114 =0
Yioa ® 250 = 0

Yits © 785 @ k112 =0
Ysi Dailg =0

Yo1 ® 175 ® k1o = 0
Yiis ® 134 = 0

Yize D T156 D k104 =0

S(x%gm e 795%%3) = (yigm EE
S(xEQ,...,x§5) = (ygm
S(l"ém e ,$§7) = (y§4, e

S(130, - - > *103) = (Yido,
S(3, -, 733) = (y20,

5(95%42147 Ex 75”%4217) = (yigzxa

S(mi)%h e a$?27) = (y%24a
S(xgo,...,xg3) = (9207
S(xsd, -, wa7) = (ya3,
S@go,---afﬂg?,) = (9307~-~

S(UC%?& Ex 75’3%?9) = (y%?G’

S(fczom e >$Zo3) = (yIOOa
S(xgg, - > w95) = (Yo6 -
S(xgy, - ws7) = (Ysi-
Sz, a7') = (s’
S(x30, - -, 733) = (Y20,
S(Iéz, v9535) = (y§27-
S(x§4, = ,x27) = (y§4,

S(a,...,2%) = (v4,.-
S(xgs,-- al‘g1) = (9287
S(33, -, w53) = (¥s3, -
S(gs, - - vo1) = (Us -
S(g0, - -»763) = (Y60 -
S(ng, : ,xgg) = (yg&

5(33}347 733127) = (9%347
S(xgo» ,x33) = (yg(p
S(xg, - w95) = (o2 -
5(55827 aSUSE)) = (y827‘
5(3524, ,xg7) = (yg47-
S(xgs, ng) = (ygsw

5(963?167 »$?19) = (y?w,
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S(@i20, - -+ ¥T23) = (Yia0: - - - » Yi23)
Nonlinear Constraint E{:
Yo @235 =0
Yl ® 30 B kig =0
Yroo @ gy = 0
Y14 Doy S ks =0

S(x?12v - x?m) = (9?127 e 79%15)
5(9592’ x 9595) (y927-.-,yég)
S(ng,.. 3331) = (yzs» ..,yé?)

S(Iﬁzoa = JU123) (91207 e ,?4123)

Nonlinear Constraint E:
[Y51] © 233 © koo = 0
[yon] © 255 =0
[80] ® 2137 ® kzg = 0
[y83) @ x99 = 0
Yag ® a1y D hs2 =0
Yitr @ 259 © kg = 0
Yis D 235 =0
Yos ® x5 =0
Y11 © [255] ® kes =0
Y0 ® [£100] ® ks =0
Y2 @ Do =0
Yso ® x5 =0
Yrs D a5y =0
yég & [%19] 0

S(x;,%’ 5539) = (y36a S 7y?1,§)
S(ﬂféslsa x31):( 287"'7y§%)
S(xI(IJGv' 55119) = ( 116’ e 73/119)
S(xéga x35) = (y327'~'7y§52>)
S(xéé, $83) = (ySOa . 7983)
S(xga xlo) = (y12""7y%51;)
S(:clo ,xl ):(y ylo)

52 - 55 525> Y55

S(z14 _ 14
(T1165 - - - 55119) = (y116a---7y119)

S(m%ga 9575) = (y727"'7y75)

B.11 Nonlinear Constraints for Fourth 20-round GIFT-128 Characteris-
tic from [JZZD21]

Nonlinear Constraint E}:

2 3
Yio0 ® Tgy =0
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Yia1 @ Tos @ k32 =0
Yoz ® 75 ® k1o =0
Yias ® T3 ® ks =0

Yas ® 15 ® kiag =0
[Yos] @ 235 = 0

Yoo @3y =0

Yoo ® x5, D ksa =0
Yoz ® 235 ® k104 = 0
[ys7] © 23, =0

Yss ®ai16 =0

Yor ® 715 B ka2 =0
Yo © a8 D kg2 =0
Y33 ® 285 © kso = 0
Y35 © 51 D kos =0
Yii7 © 259 ® koo =0
Yo © xfy =0

Y @ [234] © k27 =0

yos © x5 =0

YSs @ [215] @ k126 = 0

y§ © wgs =0

[y04] @ 25g ® kgg =0
Y50 ® xig0 =0

[Y3a) ® 2%y ® krz =0
Y30 O %5 =0

ygg @ :CSO @ kgg =0
Ylos By =0

Y36 ® 2304 = 0

Y35 © a2l =0

Yo D 39 =0

Yss w34 =0

Yroa ® 35 =0

Y80 ® w30 =0

Yoo ® T30 D kig =0
ygs & xég =0

Ys2 @ T3 B ke =0
iy o3 =0

ysl D! D ksa =0
Yao B a3l Dhiso =0

yi' ®agg =0
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Y20 © T150 = 0

[ysa] @ wog © k3 =0

Yoz ® 257 =0

Yoo ® 2130 = 0

Yoo 133 =0

Yss D gy =0

Yiso @ g3 = 0

Yoz Dz =0

Yag ® ity ® k114 =0

Yiaa ® 250 = 0

Yits ® 253 @ kiia = 0
Ysi © 713 =0

Yoi © Tiig ® ko = 0
Y16 ® T134 = 0

Yize D T15 D k104 =0

5(33%%07 e 737133) = (y%gm e ay%g:z)
S(xgg,...,xgg,) = (ygw »ygs))
S(x§4,...,x§7) = (y§4, 79;317)

S(m%%o,...w%&) = (Z/%gm 79%83)
S(@30, - 233) = (Y205 - - - »Y23)
S($§2,-~-71’§5) = (?J?zv .,y§5)

S(ﬁém e »m%éﬂ = (y%§4, ..,y}§7)

S($?247 e 733?27) = (yi)zm ,y:f27)
S($207---a$g3) = (ygm .,y§3)
S(zsi, - 257) = (Ysds- - Ys?)
S(xgo,-~-7$g3) = (ygm .,yg3)

S(xﬁg,,...,w%?g) = (yﬁ)f}’ ,y%fg)

S(J3I007--~737103) = (yzom ’yZO3)
S(g5, - 253) = (Yop: - Yos)
S(xgi,- -, 287) = (Ysis- - Ys7)
Szt 27t) = (i ur)
S(x30, -, 235) = (420, - - - ¥23)
5(3332, ,x35) = (ygzv ,y35)
S(:c§4, . ,x§7) = (11247 ,y§7)

S(ag, ... 25) = (¥4, ... y7)
5(95287 a$g1) = (yg& >y81)

S(ﬁom- 7I§07) = (y§04, ayéls07)
S(x53, - w33) = (Us3,- - Ys3)
S(xgw axgs)) = (y§67~- ,y37,9)
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S(ISSa ..,xgl) = (yg&
S(xgs, -, 757) = (yss,
S(xg0, - 263) = (Y60,
S(xgﬁa' al’gg) = (9567
S(:c};l, ,x%gﬂ = (y%§4,
S(xgm #nga) = (9307
S(xg3, -, 755) = (Y92,
S(Igz, e vnga) = (@/327
S(11g, - - 7110) = (Yile,
S(@3gs -+ 737) = (Y8a» -
S(l"gga e ,3681) = (y§87~
S(:c?m, Ex 793?19) = (y?w,
S(x?za e ,35(135) = (9(1327~
S(x&,...,x&) = (y§27.
5(5153207 e a$%23) = (Z/%Qm
Nonlinear Constraint E{°:
Yi12 D 259 =0
Yios D 30 ® k16 =0
Yiao D x99 =0
Yl D] ® ks =0
S(xg,- - w95) = (Yo2, - - -
5($?12,-~ $115) (?J?127~-~
S($287 = 5531) = (yzsv e
5(95{1)20,-~ $123) (91207~-~

Nonlinear Constraint Ei:

[ys1] © 253 © koo = 0
[y3,) @ 233 =0

[yso] @ =177 ® kg =0
[ygs] & x}(fg =0

Yss @113 Dksa =0
Y1l © xdd @ kyg =0
Y12 ®az; =0

[ys'] © 231 D ksz =0
Yas © x35 =0

yis @ [263] © kes = 0
Y30 D [2152] © kea = 0
Y33 @ wyy © kg = 0
Yso ® w75 =0

,Yos)

,y115)
 Y31)

) y123)



54 Fixed-Key Differential Probability Distributions

13 o 14 _
Y7z B agy =0

y83 [95119] =0

S(z55, -, 235) = (Y36, - - Y33)
S(J?%é, 3331) (y28a---7y?ﬂ)
S(»ﬁ?aw 95119) = (91167 e 7y119)
S(még, $35) = (y32, e 7931,5)
S(»”Cso’ e 5583) = (ysm XX 71/83)
5(33123 e x15) = (9127 e 7915)
5(33527-~- 3550) = (y52,...,ya5)
5(5572’ e x75) = (9727 .. 7y75)

C Identified Bit-wise Constraints for SKINNY-128 Charac-
teristic

C.1 Linear Constraints from 13-round SKINNY-128-128 Characteristic

The following bit-wise constraints render the trail infeasible:

[30] + [War] + [U3as) + [#50] + k123 =0
[Y3o] + [281] + k123 =0

which causes the value conflict on the master key kyo3.

C.2 Nonlinear Constraints from 14-round SKINNY-128-128 Characteris-
tic
Nonlinear Constraint Ej:

[yi7] @ [249) ® k3 =0

[y37) @ [y8:] © 255 ® k105 = 0

[Y3s) © [y87]) © 231 @ k111 = 0

[y7) ® 239 ® ks = 0

[ylo] @ [23,) @ k11 =0

[yio) ® ygr ® [2715] ® k11 =0

[Y23) @ Y71 ® 2319 ® k15 =0

Y11 © [ys1] © Y115 @ [23,] @ kror = 0
[y75) @ [ys5] © [y719] ® 285 @ k111 = 0
Y11 © [235] @ ko7 = 0

[y72] ® 254 © k1os = 0

Yz ® 255 © k19 = 0

[y75]) ® 257 © k111 =0

Y35 ® [yg1] @ [2%5] ® krs = 0

Yo & [24,] B ka1 =0

Y1 © [243] @ kaz = 0
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Yos @ [250] @ [2313] =0
Y33 D Y37 ® Yr1y D T35 ® 57 © krr B koo = 0
Y35 © Y113 @ [26] © [28)] @ [295] © krz = 0

(el ) = W
S(xgv s 7'T(155) = (ygv :
5(1‘22, s ,$§9) = (yg% :

S 5 5 _ 5
(T1125+ -+ T119) = (Y1125
S(@g, ... x35) = (s
R I R F5) 89
S(xézb e 7‘%'4%1) = (yézh :
S(w%, e vx%) = (ygm .

Nonlinear Constraint E7:

[Y30] @ 23y @ ka5 =0

[y31] © [253] ® kar =0

[Y30] @ [y77] ® ¥a5 @ kas = 0
[Y31] @ [y7o) ® 2Ta7y © kaz = 0
Yior @ [217] © [2115] = 0

S(ng, e 7‘r23) = (y§67 R ygS)
S(le))zm cee 7$?27) = (y?20a e ,y§’27)

Nonlinear Constraint E5':

Yrg ® [291] @ kias = 0
[y30] ® 255 @ k124 = 0
y§1 P xg3 @ kio5 =0
[y33] ® 255 © k1a7 = 0
5(95287 e axgs) = (yffg, e 7ygs)

5 5 5 5
S(xYe, - - - w23) = (Yles - - - Ya3)
Nonlinear Constraint E5':

Y57 © 28] @ kss = 0
[y3s] © o @ ks =0
Y99 ® 261 @ kar =0
[Y51] & 263 @ ksg = 0
5(55267 e >$(753) = (1/57)67 e ,ygg)

5(1'347 e 7Ig1) = (yg4a e 7ygl)
Nonlinear Constraint Eflz
y%27 @ [xgg] D [x?w] =0
[y101] @ [230] ® T95 = 0

5(55%207 e 795%27) = (y%ma ce 73/%27)

) yg'?)

~7y(155)

"ay§9)
.- >y?19)

..,y%)

.- ay%)

"7y$9)
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Nonlinear Constraint ES:

[13s] © [y72) B w35 @ kag =0
[137] @ yos ® [237] @ ks5 =0

S(‘Té& s vzfl)5) = (yé& cee 7yé5)

C.3 Nonlinear Constraints from 16-round SKINNY-128-256 Characteris-
tic
Nonlinear Constraint E5?:
Y @ [234] @ klss @ k256 = 0
Yoo ® [257] ® [2755] = 0
[06] © 23 ® 255 = 0
[Yi10] ® [25] © Tipe = O
938 & [»Tga} ® [ﬁm] =0
S(xg, -+, 27) = (Yo, -+ ¥7)
S(ffgaa e 755;103) = (1/367 XX 73/11103)

Nonlinear Constraint E;?:

[yia] © 23, ® kleo @ k250 = 0
[y74] © 236 © k1o @ k261 = 0
[ys0] & [yss] © w7 © klas k241 = 0
[Y30] © Ygs @ [Uroa] ® 23 ® kli2s © k2121 =0
[132] © Y20 © [y726]) ® 255 © k1126 © k2123 = 0
0]

]

[Y50] ® 28y @ kli24 B k2121 =0

[150] ® 284 ® k112 @ k2123 =0

[Y50] © Yas © 2516 @ klizg ® k2121 = 0
[152] ® Y30 ® 2015 ® kl126 k2123 =0
(Y34 © ygs ® 14 ® klss & k281 =0
[Y36] © Y30 © 236 © klse ® k283 =0

Yao ® [y90] ® [2]15] @ klez @ k259 = 0

5(517?67 e 71733) = (y{fsa e 73/83)
S(@8s -+ 231) = (Yoar- - Y1)
S(x?ma e 79961519) = (2/?12, ceey y?19)
S(@50s -+ 287) = (Y80, - - Ysr)
S(xg& s vxgs) = (?/287 e aygs)
5(17207 e 7$§17) = (yi’()’ e 73/27)

Nonlinear Constraint EgQ:
[136] @ [y5a] ® 256 © k176 & k273 =0
[13s] @ [Yo4] © 255 © k178 © k2,5 =0
[ySo] © yS4 @l B klo @ k25 @ k27 = 0
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[yo,] © yis @ [z84] @ kle ® k23 =0
(7o) ® yao ® [2506] @ k1114 ® k2116 ® k2118 = 0

S(xgs,...,xg5) = (yg&m
S($(732a-~-a33$9) = (y%,...

Nonlinear Constraint E5%:

Yl @ al, ® k1,8 @ k226 =0
yl, @25 k150 ® k2,8 = 0
yls ® 25, & k131 @ k2,9 = 0
[ye] @ [25g] ® k150 @ k257 =0

S(xio, e 735?17) = (l/ioy ..

S(xé,...,x%) = (yg,...

Nonlinear Constraint E3?:

[1°,] ® 25, ® klios ® k2105 = 0
[y74] ® 256 ® k1110 @ k2107 = 0

5(33207---’3527) = (ygo»---

Nonlinear Constraint EZ?%:

[y5s] ® 5o @ k1100 @ k297 = 0
[ygo] &) .%'22 P klige D k299 =0

S(a:gﬁ,...,xgg) = (ygﬁ, .

Nonlinear Constraint E5?:

y;l(; S [1’28} D klso P k248 =

0
S(@aar - 251) = (You, -

Nonlinear Constraint E5%:

) yi?)
’ yil5)

) yg?)

) ygs)

7y§1)

[y4] @ [235] @ klso @ k257 = 0
[y3] © [yss] @ [25g] @ klso ® k257 = 0

Block 9:

[yio] @ [23,] ® kler ® k266 =0

) 1/55)
) y'?g)

C.4 Constraints from 14-round RECTANGLE Characteristic
C.4.1 14-round RECTANGLE Characteristic of Stated Probability 273

Nonlinear Constraint EgEC:

el Okl =0

yo @ k§ =1
Vi @5 & ki =

BBk =0
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yi@ki:l
voriek)=0

i, @k =

ys kg’ =

Yo ® ki3 =
S(Ig,...,x?l)—(yg,. vy?l)
S(ag, - x5) = (Yo, 3)
S(af, ... a5) = (Ui, 7

Nonlinear Constraint EfEC:

Y3 95 @ ks =0
ygg@xg@kgzo
W@ ® kP =0
Yas ® 210 @ kig = 0
Yor ® w13 @ kig =0
Y5’ © z13 ® kiz =0
Y1t © wg3 ® kgz =0
yis © i3 ® kis =
gy © kgz =
g3 @ kgs =
Yoo © w53 ® kgy =
Yoi ® ki% =
Y ® ki® =

S, 215) = (W12, -+ Y15)
(@t -+ 763) = (Ygo> - > Ye5)
S(af, - a2) = (- y7)
S(@30, -+ 33) = (Y305 - - -+ Y23)
S(ag’, -y 21d) = (g5 )
S(@has- > @97) = (Yo, - Yo7)
S(@13,- - 713) = (W12, -, v15)
S(w0,- > 763) = (Yoo, - > Ye3)
Nonlinear Constraint EJ'FC:

Ty Dk =1

y§ ® k§5 =1
S(@g, - 25) = (Yps - ¥s)

Nonlinear Constraint E*FC:
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ya3 © kif =
9 9
S(w39, .-+, To3) = (11207 e
Nonlinear Constraint EREC
26 @ kig = 1
ylo @k =1
8
S(x16, - - le) (
Nonlinear Constraint EFFC:
3324 @ kyg =
@ k15 =
S(xéﬁi, ) = (yzg, .
Nonlinear Constraint Eé{EC:
Thy D gy =1
Yss B kiy =1
S(xhg, . s xhs) = (Yags - - -
525 y Tss Ys9;5

Nonlinear Constraint EFFC:

235 O kg =1

Y2o B ki; =1

S(@3s: - 739) = (Y36 -

Nonlinear Constraint Ef'F:

Yos ® ki =1
S(g0: - - vd3) = (Yoo - - -
Nonlinear Constraint EJ'#:
ok =1
y? @ k5o =1
S(xg,..,x8) = (y3,...
Nonlinear Constraint Ef{F¢:
S o kS =1
Yt ® kis =1
S(xga"'vx?l) = (yga

Nonlinear Constraint Ef{F¢:

Tl D kiy =1
yfs@k?f:l

Sy 2l5) = Uz

;- Yio)

Y39)

ay%5)

) ng)

7y§3)

Y7

ay?l)
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C.4.2 14-round RECTANGLE Characteristic with Stated Probability 266

Nonlinear Constraint Ef'#¢2:

ok =0
yiok]=1
Yoy ok)=0
Yo1 © xhs B ks =
Y5 g ® kg =0
2l © ki =0
W ozl @kl =

ys O ks’ =1

yg D kis =0
Y ® zg5 D kgg = 0
Y6 ® 210 @ k1o
927@$15@k =0
Yo" @ 13 © ki3

Y1y @ w53 © kg = 0
1o ® 13 @ kip
62 ® kg2 = 0
2o alt ok =
Yoo ® g5 D kgo = 0
Yor @ kit =0

yO @xo @k =
x62@k =0
Yz Qi @ k3’ =
y60@x60@k6() =0
yil g k12 =
SokP=1
S(xgw'wx?l):(yga--wy?l)
S(13, -, 215) = (Y12, - - ¥15)
S(250, -+ 263) = (Y605 - - » Y63)
Sz, 25%) = (w°, -+, y3%)
S(gd, - w63) = Weo» - - Ye3)
S(zg,..,27) = (¥3,-- -, y7)
S<x§0a e 73533) = (ySOa- ay§3)
S(zg’, .. 01)) = (s, 1)
S(}, ..., 27) = (¥4, -, 97)
S(zg'y-.z5') = (o' us")
S(x24, e ,Ig7) = (yg4, .,y§7)
S(#13, -, 213) = (Y12, - - ¥15)
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S(Ifli(l)’vxtlié) = (yéévvyé?l,)

Nonlinear Constraint EI*F¢2:

Ty D kg =1
ys D k35 =1
S(xg,- - 25) = Yo, - -, ¥3)
Nonlinear Constraint EFZ¢2:
Yoy © ki =1
S(@30, -+ 33) = (Y20, - - - » Y23)

Nonlinear Constraint EFF¢2:
276 ® kg = 1
yélsg D k? =1
8 8 8 8
(@7, - 279) = (Y1) - - -+ Yio)
Nonlinear Constraint EfECZ:
oM =0
Y27 © ks =0
S(33, -+ ¥37) = (Y24, -+ Y27)

Nonlinear Constraint EFFC2:

50 @ gy =1
Yss © kiz =1
1 1 1 1
S(x59,- -+ 255) = (Us2, - -+ Yss)
Nonlinear Constraint EFF¢2:
w36 ® kg = 1
Yso © kip =1
2 2 2 2
S(@56,- -+ T59) = (Y56 - -+ Yso)
Nonlinear Constraint EFFC¢2:
wgo ® ko = 1

Yoz D kg =1

S(x50s -+ 253) = (Y60: - - - » Ys)
Nonlinear Constraint Ef'F¢2:
k) =1
yr @ kgy =1

S(sci,...mc?) = (yi,...,y?)
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Nonlinear Constraint E*F¢2:
S kS =1
Y ® ki =1
S(xg""vx?l) = (yga---ay?l)
Nonlinear Constraint Ef{F¢2:
2l ®kiy =1
yis © k5 =1

S(@lz,- - 2ls) = (Ui Ul5)



	Introduction
	Preliminaries
	Differential Characteristics and the Markov Assumption
	Quasidifferential Characteristics
	Constraints on the Key Bits

	From Quasidifferential Characteristics to Key Constraints
	A Toy Example
	The Correspondence
	Completeness

	Quasidifferential Decoupling
	Decoupling by Muting Weak Bits
	Solving and Combining the Blocks

	Applications
	Application to GIFT
	Application to SKINNY
	Application to RECTANGLE

	Comparison with Previous Work
	Advantages over Threshold-Based QD Methods
	Elimination of Negative Probabilities
	Comparison with Constraint-Searching Frameworks

	Discussion and Conclusion
	References
	Method of value-restriction applied to a toy example
	Identified Constraints for GIFT Characteristics
	Nonlinear Constraints from 4-round GIFT-64 Toy characteristic 
	Constraints from 9-round GIFT-64 Characteristic
	New Nonlinear Constraints from 10-round GIFT-64 Characteristic in jing2018
	New Nonlinear Constraints from 12-round GIFT-64 Characteristic dongGIFT
	New Nonlinear Constraints from 12-round GIFT-64 Characteristic cryptoeprint:2019/049
	Nonlinear Constraints from 12-round GIFT-64 Characteristic 10.1007/978-3-030-12612-419
	New Nonlinear Constraints from 13-round GIFT-64 Characteristic cryptoeprint:2019/049
	Constraints from 18-round GIFT-64 Characteristic in SunWangWang2021
	Nonlinear Constraints for Second 20-round GIFT-128 Characteristic from CZ21
	Nonlinear Constraints for Third 20-round GIFT-128 Characteristic from CZ21
	Nonlinear Constraints for Fourth 20-round GIFT-128 Characteristic from CZ21

	Identified Bit-wise Constraints for SKINNY-128 Characteristic
	Linear Constraints from 13-round SKINNY-128-128 Characteristic
	Nonlinear Constraints from 14-round SKINNY-128-128 Characteristic
	Nonlinear Constraints from 16-round SKINNY-128-256 Characteristic
	Constraints from 14-round RECTANGLE Characteristic


