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Abstract. This paper proposes a systematic approach to compute crypt-
analytic properties of arbitrary Mealy machines or S-functions. Based
on the geometric approach to cryptanalysis, we provide a uniform for-
mula for any cryptanalytic property of such a function, as long as the
property is compatible with the way its input and output are split into
chunks. Examples include linear, (quasi) differential, (ultrametric) in-
tegral, differential-linear, and boomerang properties. To illustrate our
results, we compute these properties for several important examples, in-
cluding modular additions, the x- and y-functions, and the SHA-1 step
function. As proof-of-concept applications, we construct a boomerang
distinguisher for the Subterranean 2.0 permutation, and show how to com-
pute the correlations of conditional linear approximations in partitioning-
based differential-linear attacks more accurately. Our results also lead to
a new approach to compute the algebraic normal form of the inverse of
the x-function.
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1 Introduction

Most symmetric-key primitives are constructed by composing many operations
that are individually simple. These operations have to be efficient, but they also
need to operate on a relatively large state (in typical cases, at least 128 bits).
For nonlinear operations, this is commonly achieved by producing output bits
sequentially based on small chunks of the input, and on a constant-size state
that depends on earlier input chunks. This model of computation, illustrated
in Figure 1 on the next page, is known as a Mealy machine [34]. In the most

* The first three authors contributed equally.
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Fig. 1: Circuit representation of a Mealy machine or ‘S-function’.

extreme case, the state is empty, and the operation reduces to a layer of parallel
S-boxes. However, other Mealy machines (such as modular addition) are also
widely used as building blocks of symmetric-key primitives.

In the cryptographic literature, the functions computed by Mealy machines
have been called S-functions [37]. S-functions are closely related to T-functions,
which were introduced earlier by Klimov and Shamir [27]. In a T-function, the
" output chunk only depends on the first i input chunks, but unlike for S-
functions, they need not be computable using a constant-size state. However,
many T-functions that are used in practice are also S-functions.

Surprisingly many building blocks of symmetric-key primitives are S-functions.
Important examples include the modular addition between two or more addends,
modular addition with a constant, and Daemen’s y-function” [18]. For some
primitives, even the entire round function is an S-function — up to inconsequen-
tial changes such as reordering the input and output chunks. Examples include
the step functions of hash functions such as MD-5 and SHA-1, and the round
function of the South-Korean block cipher standard LEA [21].

Unfortunately, cryptanalytic properties of S-functions (such as probabilities
of differentials and correlations of linear approximations) are not always easy to
compute. As a result, dealing with S-functions is often a burden for cryptanalysts.
In addition, there is a risk that these difficulties artificially limit the design space,
as designers may prefer suboptimal functions that are easier to analyze. These
issues are exacerbated by a growing number of cryptanalytic techniques. To
name just a few examples, apart from differential and linear properties, there is
a need to compute the boomerang connectivity table [17], the differential-linear
connectivity table [3], the quasidifferential transition matrix [10], the ultrametric
integral transition matrix [13], ... of these functions.

Previous work. The literature on the analysis of specific S-functions such as
modular addition, is extensive. The differential properties of addition modulo
2™ were first analyzed by Lipmaa and Moriai in 2001 [30]. Wallén later gave an
efficient algorithm to compute correlations of linear approximations [43]. Much
later, Schulte-Geers [41] reexplained these results using the CCZ equivalence of
modular addition to a quadratic function. This approach was also used in [10] to

" The x-function is an S-function after breaking its cyclic dependency on inputs.



compute the quasidifferential transition matrix of addition modulo 2". The dif-
ferential properties of modular addition with a constant, which is not CCZ equiv-
alent to a quadratic function, were analyzed in [1,2,33]. Braeken and Semaev [15]
computed algebraic properties of modular addition, as well as modular addition
with a constant. These results recently resurfaced [23] due to their significance for
integral cryptanalysis. The differential-linear [38,39] and boomerang [26, 38, 44]
connectivity tables of modular addition were only recently computed.

A systematic approach to analyze the cryptanalytic properties of S-functions
is missing. Mouha, Velichkov, De Canniére and Preneel [37] showed how to com-
pute the differential properties of arbitrary S-functions. In the setting of ARX
constructions, Leurent [28] modeled the differential analysis of additions and
XORs as S-functions and used finite-state machines to compute the probabil-
ities of differential and boomerang characteristics and to detect incompatible
ones. However, for other properties, significant gaps remain in the literature. A
good example is the y-function: although its linear and differential properties
are well-understood because it is quadratic, this is not helpful to compute its
boomerang connectivity table or its ultrametric integral transition matrix. Even
the ordinary integral properties of the y-function are not understood, although
some related results such as the algebraic normal form of y =1 are known [32].

In the last five years, the geometric approach to cryptanalysis [7, 8] has led
to a uniform description of most or all cryptanalytic techniques. In particular,
this framework provides a general definition of cryptanalytic properties [8, §2.3]
that covers all examples mentioned above. From this point of view, there is some
hope that there exists a ‘universal formula’ to compute properties of S-functions.

Contribution. This paper develops a systematic approach to evaluate properties
of arbitrary S-functions (Mealy machines). In particular, our approach allows
evaluating any cryptanalytic property in the sense of the geometric approach
to cryptanalysis [8, §2.3], provided that the property is compatible with the
way the input and output are split into chunks®. To the best of our knowledge,
this covers all commonly-used properties, including for example the probabilities
of differentials, d-differentials and boomerangs, the correlations of linear and
differential-linear approximations, and integral or ultrametric integral properties.

More precisely, our main result (Theorem 2) states that for all such proper-
ties, there exist a column vector a, a row vector b, and matrices My, ..., M,
such that the property evaluates to

bM,, - MyMa. (1)

This is consistent with earlier isolated results for specific properties and specific
S-functions such as the modular addition function. Note that () leads to an
algorithm to evaluate properties that has runtime linear in the input length.

Sections 2 to 4 develop the framework and prove our main theorem. Sections 5
to 8 then demonstrate it on concrete S-functions and applications.

8 Formally, the property must be a pair of rank-one tensors (see Section 2.1 for details).



To prove this result, we start by slightly extending the geometric approach
in Section 2 so that it can be used to analyze partial functions, i.e. functional
relations that are only defined on a subset of their domain. The motivation for
this is that, after fixing the input and output of an S-function, its state-update
operation is still a partial function. This idea is developed in Section 3.

The point of view introduced in Sections 2 and 3 leads to a relatively clean
proof of Theorem 2 and the relation (). In addition, it provides a simple in-
terpretation of the matrices M; in terms of the partial state-update functions
of the S-function. Apart from an optimal O(n)-time algorithm to evaluate the
property, (1) also leads to a sufficient condition for the existence of compact
constraints for a family of properties (such as all linear approximations). Our
condition covers earlier examples where this was known to be possible. It is based
on simultaneous row- or column-monomialization of the matrices My, ..., M, by
a change-of-basis. In the supplementary material, we provide tools to automate
the computation of the matrices M;, including an implementation of our algo-
rithm to find a simplifying change-of-basis transformation if it exists.

In Section 5, we illustrate our results by analyzing several families of prop-
erties for well-known S-functions: modular addition, modular addition with a
constant, the x-function, the y-function [6], and the SHA-1 step function. Some
of these examples are new results, including but not limited to the (i) ultrametric
integral properties of modular addition, (ii) quasidifferential properties modular
addition with a constant, and (iii) the integral properties of x and y. Impor-
tantly, these are just examples; the broader point is that Theorem 2 provides a
uniform formula for cryptographic properties of arbitrary S-functions.

Sections 6 to 8 contain more advanced applications of our result. Section 6
presents a boomerang distinguisher for the full Subterranean 2.0 permutation.
This is a valid distinguisher for the permutation, but its data-complexity is too
high to affect the security of any constructions based on it. Hence, the main goal
of this application is to illustrate how Theorem 2 can be used to calculate the
boomerang connectivity table of the y function on 257 bits. As a side result, we
also compute the correlations of quasi-3-differentials [45]. Section 7 shows how
the correlations of conditional linear approximations used in partitioning-based
differential-linear attacks on ARX-ciphers can be computed exactly rather than
heuristically. This leads us to revisit the attacks on LEA from Asiacrypt 2023 [16].
Finally, in Section 8, we provide a new approach to derive the algebraic normal
form of the inverse of the y-function. This result was obtained earlier by Liu et
al. [32], but with a technical proof. Our approach is quite general and relies only
on the integral properties of the inverse of the x-function, which we can compute
using Theorem 2.

2 Geometric Approach for Partial Functions

The geometric approach to cryptanalysis was proposed by Beyne [7, 8] as a
meta-approach to think about various cryptanalytic techniques. It has since
been shown that this approach leads to a uniform description of common tech-



niques such as linear cryptanalysis [7], differential cryptanalysis [10], integral
cryptanalysis [11,12], as well as many combined methods [24]. This is useful for
our purposes, as it allows us to provide a general analysis of the properties of
S-functions.

Sections 2.1 and 2.2 summarize a few concepts from the geometric approach
that are used in this work. However, we slightly generalize some of them: whereas
the geometric approach is primarily concerned with the properties of (total)
functions, our analysis relies on the properties of partial functions. Section 2.3
shows that the results we need carry over to this setting.

2.1 Cryptanalytic properties

The geometric approach is essentially a dictionary between combinatorics and
linear algebra. In particular, statements about functions F': X — Y between
finite sets become statements about linear maps T : K[X] — K[Y] between
vector spaces over a field K. A formalization of this principle can be found in [9].

The free vector space K[X] on a finite set X consists of all linear combinations
> wex u[r] 0z, where the coordinates u[x] are elements of K and §, are formal
basis vectors. From the viewpoint of cryptanalysis, an element of K[X] represents
an assignment of weights (elements of K) to X. For a function F': X — Y, the
linear map T : K[X] — K[Y] is defined by T 6, = 0, for all z in X.

There is a dual point of view, based on the vector space KX of K-valued
functions on a finite set X. It is the dual vector space of K[X], in the sense that
every function v: X — K uniquely extends to a linear function K[X] — K by
mapping J, to v(x). The vector space KX has a standard basis {§* | z € X},
consisting of the functions 6% defined by 6*(¢) = 1 if ¢ = x and zero elsewhere.
From the viewpoint of cryptanalysis, an element of KX represents a way to probe
or observe states in K[X]. This interpretation leads to the following definition
of cryptanalytic properties.

Definition 1 (Cryptanalytic property [8, Definition 2.6]). A cryptana-
lytic property of a function F: X —'Y is a pair (u,v) with u in K[X] and v in
KY. The evaluation of (u,v) is defined as v(T*u).

From the point of view of Definition 1, the main result of this paper is to
evaluate cryptanalytic properties when F' is an S-function. For arbitrary u and
v, this is not a reasonable goal for a normal function due to the size of X and Y.
However, for S-functions, X = X; x---x X,, and Y =Y; x---xY,. In this case,
our results allow evaluating arbitrary properties of the form v = u; ® -+ @ u,
and v = v; ® - - - ® v,,. Here, the tensor product ® may be defined concretely by
u[(z1,...,xn)] = wrz1] - uplzn] and v((21, ..., 20)) = v1(21) - VR (T0).

2.2 Examples of cryptanalytic properties and bases

In practice, the vectors u and v in Definition 1 are often part of a basis for K[X]
and KY, respectively. Different choices of the basis lead to different techniques



such as linear or integral cryptanalysis. The following examples are used in the
application sections of this paper. However, note that the results in Sections 3
and 4 are independent of the choice of basis.

Linear cryptanalysis. For linear cryptanalysis, one assumes X is a finite
Abelian group. The basis for KX consists of the C-valued characters of X, and
the basis for K[X] is its dual. When X = F%, we can work in K = R, thus the
basis of characters for RX is given by {x“ | u € F3}, where

The dual basis for R[X] is given by {x. | v € F§}, with x,[z] = (—1)“T‘L’/2".
Note that xu = Xu;, ® -+ ® Xy, and x* = x"* ® --- @ x*» for all u in F3.

Integral cryptanalysis. For ultrametric integral cryptanalysis, X is a ring
isomorphic to a product of fields [13]. The field K is an extension of the p-adic
numbers Q,,, and the basis for KX consists of the multiplicative characters of X.
For X = F%, choosing K = Q is sufficient and the basis for Q% is {u* | u € F3}.
Here,
pt () = 7(z),

with 7: F3 — Q the map given by 7(0) = 0 and 7(1) = 1. The notation z" is
defined by 2% = z{* 252 - - - x¥~. The dual basis {p, | v € F§} is given by

pulz] = (=) r(u)

Note that the basis vectors satisfy py, = pu; ® -+ @ py,, and p* = g @ - -~ .
Ordinary integral cryptanalysis uses the same basis, but reduced modulo two.
That is, p*(x) = z* (mod 2) and py,[z] = u* (mod 2).

Differential cryptanalysis. In the case of differential cryptanalysis, X is a
set of pairs G x G, where G is a finite Abelian group. This also means that a
primitive F' should be extended to a function on pairs (z,y) — (F(z), F(y)).
The basis is known as the quasidifferential basis [8,10]. For X = F} x FZ, it
consists of the functions in RX

gD ((2,)) = (~1)* “ 6a(z +y) .

The basis for R[X] consists of the vectors q(y,q)[(z,y)] = (—1)" = §4(x +y)/2".

2.3 Pushforward operator of a partial function

Recall that a partial function F': X - Y is a function from a subset of X to
Y. More precisely, for all z in X, the value of F'(x) is either an element of Y or
undefined. The latter case will be denoted by F(z) = L. In other words, every
partial function is equivalent to a function X — Y U {L}.



Definition 2 (Pushforward operator). The pushforward of a partial func-
tion F: X »Y is the linear map T : K[X] — K[Y] defined by

TFs {m) if F(x) # L,

0 otherwise.

The matrix representation of T with respect to the standard bases of K[X] and
K[Y] is called the transition matriz of F. Its rows and columns are indexed by
elements of X and Y, respectively. Depending on the context, the notation TF
either refers to the pushforward operator of F' or to its transition matrix.

The composition of partial functions F' and G is again a partial function, with
F(G(z)) = L whenever G(z) = L. For ordinary functions, the pushforward is
compatible with composition. This result extends to partial functions.

Theorem 1. If FF = F,. o---0 Fy o Fy is the composition of partial functions
F\,Fy...,F,, then TV =T ...TF2TF,

Proof. The proof is nearly identical to the proof in [8, Theorem 2.4]. It is suffi-
cient to prove the result for » = 2. For all  in the domain of F,

TRk 5, = {TFz (5F1(x) if F1(3;‘) #1, _ {5F2(F1(ac)) if FQ(Fl(J;)) #1,

0 otherwise 0 otherwise .
By definition, the above is equal to T72°F1 §,,. a
Theorem 1 is independent of the choice of basis. In particular, if %1, ..., B, 41
are change-of-basis transformations and B = %, T ‘B ! then the map

BY = B, TF ;' satisfies B = B ... B2 Br,

3 S-Functions

This section establishes a few properties of S-functions that play an important
role in Section 4. An S-function is a function X; x --- x X,, — Y7 x --- x X,
such that the i*" coordinate of the output only depends on the " coordinate
of the input and on a constant-size state that is updated iteratively based on
the current input and the previous state. A circuit representation of S-functions
is shown in Figure 1 of Section 1. The terminology state function or S-function
was introduced by Mouha, Velichkov, De Canniére and Preneel [37].

It will be useful to consider the initial state as an additional input and the
final state as an additional output. If this convention is adopted, an S-function
is a function S x X1 x---x X,, > T xY; x---xY,. Here, S is the set of initial
states, and T is the set of final states.

Ezample 1 (Modular addition). Addition modulo 2™ is an S-function with S =
T =Y, =Fy and X; = IE‘% The state corresponds to the carry, and all of
the functions F; are identical. This description of modular addition allows for a
nonzero input carry bit.
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Fig.2: The restriction of F': S x X — T x Y to fixed z and y yields a parame-
terized partial function F( - ; z, y): S — T with parameters z and y.

Table 1: The truth table of F;: (s, z;) — (Si+1, ;) for modular addition.
000‘100‘010 110‘001‘101‘011 111

(84, )

(Sit+1,Y:) 00 01 01 10 01 10 10 11

3.1 S-functions as partial functions with parameters

As discussed above, an S-function is a function of the form F: S x X - T xY
with two inputs and two outputs (see Figure 2). Every such function F' can alter-
natively be understood as an indexed family of partial functions F'( - ; z, y): S -
T with parameters z and y. In more detail, F'( - ; z, y) is defined as follows:

F(siz,y) = {t if F(s,-z) = (t,y) for some t in T',

1 otherwise.
Not every family of partial functions F( - ; z, y): S - T gives rise to a function
F: S x X — T xY. This requires that, for every (s,z) in S x X, there exists
a unique (t,y) in T X Y so that t = F(s;,y). This property is preserved under
composition of partial functions. Hence, Definition 3 below is a valid alternative
definition of S-functions.

Definition 3 (S-function). Let Sy,...,Su41, X1,..., X, and Y1,...,Y,, be
finite sets with X = [, X; and Y = [[;_,Yi. For all functions Fi,...,F,
with F;: S; x X; — Siy1 X Y;, the function F: S1 x X — Sp41 XY defined by
F(-5z,9)=Fo( 5 2Tn, yn)o---0F1(-;x1,y1) forallz in X andy inY, is
called an S-function. This is denoted by F = S-FUNCTION|[FY, ..., F,].

As shown in Section 3.2 below, Definition 3 is a useful characterization of
S-functions to analyze their properties. This is because it allows us to view S-
functions as compositions of (parameterized) partial functions, making it possible
to apply Theorem 1.

Ezample 2 (Modular addition). Like in Example 1, consider the S-function that
adds two bitvectors modulo 2". The truth table of the functions F; = Fp = --- =
F, is given in Table 1. The parametrized partial functions are defined for only
one input. For example, F( -; 00, 0) is given by 0+~ 0 and 1+ L.



Remark 1 (S-functions with a cycle). Some functions have a cyclic dependence
on their inputs: they are essentially S-functions in which the initial state is equal
to the final state. One example is the x-function on 4. It is defined by x: x — y
with y; = ;4 (x;-1 + 1)x;_2, where g = =, and z_1 = x,,_1. Section 4.4 shows
that the properties of functions of this type can be computed from the properties
of a standard S-function by breaking the cyclic dependence on the inputs.

3.2 Pushforward operator of an S-function

By Definition 3, every S-function F' = S-FUNCTION[F}, ..., F},] satisfies

F(-sa,y)=F( -5 @, yn) o 0 Fa( -5 @2, y2) o Fi( 5 21, y1) -
Applying Theorem 1 to this equality yields the following lemma.

Lemma 1. LetSy,..., 541, X1,..., X, and Y7, ..., Y, be finite sets and F;: S; ¥
X; — Sit1 x Y; functions. If F = S-FUNCTION[FY, ..., F,], then

TFCsay) _ pFa(son,yn) | pFa(i22,42) pFi( 5o, ) ,

forallz = (x1,...,2,) in X1 X - x Xy and y = (y1,...,Yn) in Y1 X -+ x Y,,.

In Section 4, a generalization of Lemma 1 (that immediately follows from
it) will be used to evaluate arbitrary properties of S-functions by multiplying a
sequence of matrices.

4 Cryptanalytic Properties of S-Functions

This section contains our main result, which allows for the evaluation of the
cryptanalytic properties of S-functions. Recall that a cryptanalytic property for
a function F is a pair (u,v), with u as an element of the free K-vector space on
the domain of F' and v as a K-valued function on the codomain of F'. The results
in this section allow us to evaluate any property (a ® u,b ® v) of an S-function
F: S xXygx-+xX, = S1 XYy x---xY,,aslongas u = u1 ® - - ® u,, and
V=01 Q" QUp.

4.1 Generalized pushforward for partial functions with parameters

Let F': S x X — T x Y be a function. As discussed in Section 3, F' gives rise
to an indexed family of partial functions F( - ; z, y): S — T. The following
definition generalizes the pushforward operator of F( - ; x, y). Specifically, for
all u in K[X] and v in KY, let

TF(- 5 u,v) = Z Zu[x]v(y)TF(';’”’y).

reX yeYy

In particular, TF( - ; 65, 6¥) = TF( %% The evaluation of T¥( - ; u, v) at a
vector a in K[S] will be denoted by T (a; u,v), or equivalently by TF( - ; u, v)a
using matrix-vector product notation.



Ezample 8 (Modular addition). Let F; be the state-update function for addition
modulo 2™ as in Examples 1 and 2. Based on the truth-table from Example 2,
the transition matrices of the partial functions F;( - ; x, y) are as follows:

=[], =Y.
v =08 =3
TEi( - 610, 6°) = :8 (1) 7 TP (- : 5o, 6) = (1) 8: |
T (- 614, 0°) = (1)8 7 TP (s Gy, 6) = 8(1) .

To analyze linear approximations for the modular addition function, we consider
the matrices T ( - ; xu, x”), where u and v are masks. For example,

| 110l _1foo| 1foo}l_1fo0

Fi( . 0y == - — 1 12

T7( 5 Xo1s X°) 4{00} 4[01]*4{01} 4{10}
1fo1] 1f10] , t[10] 100
+4[oo}‘4[00]+4[00}_4{01}'

For completeness, we provide the matrices for all masks v and v below:

TFi(';Xoo, Xo)zi_ Zl)’ :1)) , TFi(';Xom Xl):i:_i _i )
T (5 Xo1, X°) = i _1 —1 ' TH( xou X = i __} _1 ,
TF (- x10, X°) = i _1 _1 , T5 (5 x10, X') = i _1 _1 )
TF (5 xa, X°) = i :_1 1 , T5 (-5 xu, xY) = i : ?_;13 :

The definition of T ( - ; u, v) is motivated by the following lemma, which shows
that the linear map T ( - ; u, v) contains enough information to evaluate all
properties of F' that are of the form (a ® u,b® v).

Lemma 2. Let F: S x X — T xY be a function. For all a ® u in K[S x X]
and b@ v in K[T x Y], it holds that

(b w) (TF(a ® u)) = b(TF(a; um)) .
Proof. By the definition of F( - ; z, y) and TF( - ; §,, %) = TF( %) we have
(6 2 8%) (T7 (0, @ 62)) = 8" (TF (8, 8, 0%) ).

10



The result now follows from multilinearity. In particular, for the left-hand side,
(b®v)(TFa®u) S alsjule] YOS bt 5t®6y)(TF(6S®6I)).
seSzeX teT yeY
Similarly, for the right-hand side,
b(T7 (a5 u,0)) = 32 > alslula] Y- 3 b(t)u(y) 8 (T7 (65 6,,8%))
seSzeX teT yeY

Hence, the equality follows. a

4.2 Main result

Lemma 2 makes it possible to evaluate properties of F' in terms of those of
the parameterized partial functions F( - ; x, y). Together with the following
generalization of Lemma 1, this leads to the main result of this section.

Lemma 3. Let Fy,..., F, be functions F;: S; x X; — S;11 x Y;. The function
F = S-FUNCTION[FY, ..., F,] satisfies

TF( 5w v) =T (5 g, vp) TP 5w, v2) T 5w, v1)
forallu=u;® - Qu, MK[X; x---xX,] andv =0, ®--- @, in K1X*¥n,
Proof. By Lemma 1, it holds that

TF( 305, 0%) =T (3 0,y 8) o T2 (05 By, 0T (5 By, 6%).
Plugging this into the definition of TF ( -3 u, v) yields the following equality:
(- =3 ulay (=3 8gp, 0¥) - TF( 5 8y, 6¥1)
zeX yeYy

The right-hand side of the equation above equals
Z Un[2n)vn (Yn) TE" (-5 Os, 5 697) -+ Z ur[z1]or(y)) TEH( -5 0y, 691)

T, €Xy, r1€X1
yneKL Y1 EYI
TEn (5 un,vn) TF1( - 5u1,v1)
This is the desired result. O

Lemma 3 leads to the following theorem, which is the main result of this
section. It provides a formula for the evaluation of any cryptanalytic property
(@U@ @ Up, bRV ® -+ ®vy) of an S-function.

Theorem 2. Let Fi,...,F, be functions F;: S; x X; — S;11 X Y;. The function
F = S-FUNCTION[FY, ..., F,] satisfies

(@) (TF (@@ w)) = b(T™ (-3 wny va) -+ TP (5 uz, 02) T (-5 wa, 1) a)
for all a in K[S1], u; in K[X;], b in K9+ and v; in KY+.

Proof. The result follows by combining Lemmas 2 and 3. O

11



4.3 Comparison with previous work

Theorem 2 expresses the evaluation of cryptographic properties of S-functions
as a product of a column vector, n matrices, and finally a row vector. For the
differential properties of S-functions, a similar expression was obtained by Mouha
et al. [37]. In an earlier paper, Lipmaa, Wallén and Dumas [31] obtained a similar
expression for the additive differential probability of exclusive-or. In the context
of ARX constructions, Leurent [28] used a closely related finite-state-machine
analysis of S-functions, but only for differential and boomerang characteristics,
where the matrices again admit a path-counting interpretation.

A major difference between our approach and earlier work such as [31,37] is
that for arbitrary properties, the matrices T( - ; u;, v;) in Theorem 2 are not
necessarily column-stochastic. Indeed, in [31,37], the matrices originate from a
probabilistic interpretation of the problem or (what is equivalent, after scaling)
as the adjacency matrix of a graph in which paths must be counted. However, for
many important cryptanalytic properties, such an interpretation is not available.

An interesting exception is the calculation of the correlations of linear ap-
proximations for the modular addition function by Wallén [43]. This result was
later reinterpreted by Nyberg and Wallén [40, Appendix A| in terms of a product
of (non-stochastic) matrices. However, in this case, the interpretation of how the
matrices arise in the proof is less direct.

4.4 Boundary conditions and S-functions with a cycle

Theorem 2 allows evaluating arbitrary properties not only with respect to the
input and output of the S-function, but also its initial and final state. In many
cases, the initial state is simply a fixed value s. In this case, one can take a = ;.

Likewise, the final state is often not observed, so that b =) __ S 6%.

Ezample 4 (Modular addition). To compute the correlation of a linear approxi-
mation for modular addition, one should choose a and b as follows:

0= 6o = H b=° =8 16 = m .

This corresponds to fixing the first carry bit to zero, and to a linear approxima-
tion with a zero mask on the final carry bit.

However, there are S-functions with ‘boundary conditions’ that lead to more
interesting choices of a¢ and b. In particular, the choice of a and b allows us to
apply the approach of Sections 3 and 4 to S-functions with a cycle such as the
x-function (see Remark 1). In the typical case, a cycle implies that the input and
output state are identical, as the final state is fed back to the initial state. Hence,
we must impose the condition a = §; and b = ¢6°. However, since the value of
s is free, we should apply Theorem 2 to each pair (a,b) = (J5,0°) and sum the
results over all s in S; = S, 11. Additional details are given in Section 5.3, where
we analyze the properties of the y-function.
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Algorithm 1 Evaluate a cryptographic property (a ® u,b® v) of an S-function

F = S-FUNCTION[FY, ..., F,]. Assumes u =41 ® -+ Quy and v =01 @ -+ - @ U,
1: > Compute matriz representations M; of the maps T"-’( 5 Uiy Vi) N
2: Allocate matrices My, ..., M, with coordinates indexed by elements of S;+1 x S;
3: fori=1,2,...,ndo
4: > Compute the matriz M; <
5: for (s;,z;) € S; x X; do
6: L (82‘+1, yi) < F,‘(si,mi)

T M;[sit1, si] < Mi[sit1, si] + wilzi]vi(ys)
8: > Compute matriz-vector products to evaluate the property. q
9 x+a

10: for i =1,2,...,n do
11: | z+ M; xz
12: return b(xz) > In practice, b may be stored as a row vector, so the result is b X x.

4.5 Efficient evaluation of properties

Let F = S-FUNCTION[F}, ..., F,,] be an S-function with F;: S; x X; — S;11 xY;.
Assume that |X;|, |Y;| and |S;| are constant. Theorem 2 shows that properties
of F' can be evaluated using n constant-size matrix-vector products. Hence, this
approach yields an O(n)-time algorithm to evaluate a given property. This is
optimal from the point of view of bit-operations, despite the fact that there may
exist algorithms that require a smaller number of word operations. A detailed
description is given in Algorithm 1.

Although Algorithm 1 provides an O(n)-time method to evaluate cryptana-
lytic properties of S-functions, this is often not sufficient to efficiently search for
properties. Indeed, this often requires a compact formula for the evaluation of
properties that can be converted to a SAT or MILP model. Section 4.6 analyzes
the circumstances under which this is possible.

4.6 Compact constraints for properties

In some cases, such as for the linear and quasidifferential properties of modular
addition, there exist more compact formulas than Theorem 2. These formulas
are particularly suitable for use in constraint programming models.

Let F;: S; x X; — S;41 X Y; be the state-update functions of an S-function
F = S-FUNCTION[FY, ..., F,]. Assume that S; = Sy = --- = S, = 5, like for
all examples in Section 5. Theorem 2 is independent of the choice of basis. In
particular, let & be an arbitrary invertible linear transformation on KI[S;] . If
BFi( 5w, v) = BTE (-5 uy, v;) B, then Lemma 3 becomes

BF(-;u7 v):BF’"”(~;un7 ’l)n)"'BFz(';’LL27’l)2)BF1(';’ul,’l}l).

Theorem 2 can be modified accordingly, with a and b replaced by £ a and £t b
respectively. As the following example shows, applying a change of basis can
considerably simplify the above product of matrices.

13



Example 5 (Modular addition). For the state-update function F;: Fy x F3 —
Fy x F2 of addition modulo 27, the Fourier transformation simultaneously mono-
mializes all of the matrices T ( - ; xu, X¥). A monomial matriz is a product of
a diagonal matrix and a permutation matrix. For example,

) 1 1 1{3-1 111 1 01
B x) = {1 1] 4 {1 3} 2 [1 1] - {5 0] '
_—_—— ——— ———
F TF (-5 x11, XY) F-1

Similarly, for the other matrices,

r

|
|| 1
o O
— =

BF'L‘( 5 X005 XO) = BFi( 5 Xo00s Xi) =

B (5 xo1, X°) = B (5 xo1, X') =

BFi( © 5 X105 XO) = ) BFi( © 5 X105 Xl) =

BFi(’;thXO): ) BFi(';Xn,Xl):

V= o O ) = o

OO v NIRFo O
DO OO0 OO vo

O~ NREO NNEO

All of the above matrices are monomial matrices. In particular, every column
and row contains at most one nonzero coordinate. Hence, the matrix products
reduce to scalar products.

In Example 5, the change of basis % simultaneously monomializes all of the
matrices. Assuming the product is evaluated from right to left, the same sim-
plification is achieved if every column contains at most one nonzero coordinate.
For convenience, we call a matrix of this form column-monomial. Evaluating the
product from right to left similarly leads to a notion of row-monomial matri-
ces. Section A contains an eflicient algorithm to find a basis that simultaneously
column-monomializes a set of matrices or to show that this is impossible.

If the matrices T ( - ; u, v) are simultaneously column-monomializable as
in Example 5, this reduces the cost of Algorithm 1 by a constant factor. This
is useful, but it is not the reason that column-monomial matrices lead to effi-
cient constraint programming formulas. By Algorithm 1, the condition that the
evaluation of a property takes a particular value is a formula of size O(n). How-
ever, the number of possible values to which a property can evaluate is equally

important.
Suppose that the number of distinct functions Fy, Fy ..., F, is O(1) as n —
oo. If the matrices TFi( - ; u, v) are simultaneously column-monomializable,

then every matrix multiplication in Theorem 2 amounts to a scalar product.
The number of distinct scalars involved in the product is O(1), so the overall
number of products that can be obtained by multiplying these scalars is at most

(0(1) +n—1

n

) = O(poly(n)).
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In particular, the overall size of the constraints required to model the evaluation
of the property is O(npoly(n)) = O(poly(n)).

5 Application to Several Popular S-Functions

In this section, we apply the results from Section 4 to several concrete, widely-
used S-functions. The overall approach is to use the first part of Algorithm 1
to compute the matrix-representation of T ( - ; u;, v;) for all u; and v; from
a particular basis. Theorem 2 then provides a formula for the evaluation of the
corresponding cryptanalytic properties.

As proof of concept, we analyze the properties of the S-functions in this sec-
tions with respect to three representative cryptanalytic techniques: linear, differ-
ential, and (ultrametric) integral cryptanalysis. These correspond to the bases
listed in Section 2.1. Other properties such as differential-linear approximations,
boomerangs and d-differentials [45] can be handled in the same way.

5.1 Modular addition

Addition modulo 2" is the most widely studied S-functions, with an established
line of work studying its properties. The case of linear cryptanalysis was already
discussed in Example 3, and this result was first obtained by Wallén [43]. Lipmaa
and Moriai first computed the probabilities of differentials [30], and the corre-
lations of quasidifferentials were computed in [10] using the CCZ-equivalence of
modular addition to a quadratic function. The integral properties of modular
addition were described in [23], based on results of Braeken and Semaev [15].
For ultrametric integral cryptanalysis, the result in this section is new.

The modular addition is illustrated in Figure 3. The state-update functions
F;: Fo x F3 — Fy x Fy are all the same, and their truth table was already given
in Example 2 (Table 1). Alternatively, the function F;: (s;, z;||yi) — (Si+1, 2:) is
given by its algebraic normal form,

Si+1 = XY + TiSi—1 T YiSi—1,

Zi=%i+yi+8i.

Linear cryptanalysis. The initial state of the modular addition must be zero,
but no mask is placed on the final state. Hence, to compute the correlations
of linear approximations, the initial state is given by a = dy. The final ‘probe
function’ b is given by b = x° = 6° + . Given an input mask u = (uy,...,u,)
with u; in F2 and an output mask v = (v, va,...,v,) with v; in Fa, Theorem 2
shows that the correlation is equal to

v v v 1
(L] T (s X X T2 Xy XT3 X X) M
The eight matrices T ( - ; xu,, X*¢) were already listed in Example 3. As shown

in Example 5, these matrices are simultaneously monomializable. This implies
the existence of compact constraints.
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T Y T2 Y2 Tn Yn
S S Sn
§1 ——— Fl 2 F2 3 L —_— Fn —— Sn+1
21 Z2 Zn

Fig. 3: Modular addition as an S-function. The state-update function takes input
(x4, 9i, 8i—1) and outputs (z;, s;). The states s1,...,s, are the carry bits.

Differential cryptanalysis. For differential cryptanalysis, we need to analyze
the modular addition function on pairs. That is, the state-update functions are
given by G;: F% x F3 — F2% x F3, with

Gi(sillsi, willyillillyi) = Fi(si, zillya) |1 Fi(s}, 2illys) -

The initial state is zero, so a = dgo. The final state is not observed, i.e. b =
590 4 6% 4+ 610 4 5%, Hence, for an input mask-difference pair (u, d) in F2" x F3"
and an output mask-difference pair (v,e) in Fy x FZ, the correlation of the
corresponding quasidifferential is

[(L111)T% (5 qupans @) T 5 Guyays ¢°01) [1000]"

In a total we have 64 matrices GFi( - ; Qu,.d;» ¢U7°%) since u,d € F3 and v,e €
Fy. We list these matrices in Appendix D. Among the 64 matrices, those with
v; = u; = 0 are the matrices for ordinary differentials. They correspond to the
matrices obtained by Mouha et al. in [37].

Using the algorithm in Section A, we find that all 64 matrices can be simul-
taneously row-monomialized. As a result, we obtain compact constraints for the
quasidifferential transition matrix of modular addition. This corresponds to the
result obtained in [10] using CCZ-equivalence.

Ultrametric integral cryptanalysis. The ultrametric integral properties of
modular addition are similar to the linear properties, except that we use the
ultrametric integral basis rather than the Fourier basis. For an input exponent
u = (uy,uz, ..., u,) with u; in F2 and an output exponent v = (vy,vs,...,v,)
with v; in 5, the correlation is equal to

1
(L] TP oy ) -+ T2 prag, 1T (5 oy, 1) M
The eight matrices TF¢( - ; pu,,, u¥*) are as follows:
) 1 1 v 0 1
TFZ(';,LLOO7 /’LO): |: O 0:| ) TFZ(';MOOJ ,ul): |: O 0:| 9
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) 0-1 . [ 1 —1]
TFl(.;:uohlu’o): I 0 1_ ) TFl(';MOia/u‘l): I 0 0_ )
. [ 0—1] . [ 1 —1]
Fi( .. 0y _ Fio. . 1y _
T ( 5 Mo, B ) I 0 1- ) T ( y M0, K ) I 0 0- )
v [—1 1] v [—2 1]
TF?I( © 5 M1, /J’O) = I 1 71- ) TFZ( © 5 M1, :ui) = | 0 1- .

Taking all elements of these matrices modulo two, we obtain the matrices used to
evaluate ordinary integral properties over F5. The above matrices can be simul-
taneously column-monomialized modulo two and modulo four, again yielding
compact constraints. For the modulo two case, the constraints correspond to
those given in [23]. However, the algorithm from Section A shows that simulta-
neous row or column monomialization is not possible over any field extension of
the rational numbers.

5.2 Modular addition with a constant

Let ¢ be a constant in Fy. The function z — z B ¢, where B is the modular ad-
dition of bitvectors that was discussed in Section 5.1, is an S-function. Although
addition with a constant is closely related to the modular addition function, its
properties are often different and depend on the constant c.

The differential and linear properties of modular addition with a constant
were first analyzed by Miyano [35] without an explicit algorithm, and bitvector
constraints® for the differential case were given by Azimi et al. at Asiacrypt
2020 [1]. The results we provide below for linear, quasidifferential and ultrametric
integral properties are new. For ordinary integral cryptanalysis, the same formula
can be derived from results of Braeken and Semaev [15].

The main technical difference with Section 5.1 is that the state-update func-
tions F;: Fo X Fy — Fy x Fy are not all the same, because they depend on the
bits ¢;. In particular, F; is given by F;(s;,2;) = (Si+1,Y:), where

Yi =T + 8+

Si41 = XiC; + X;8; + ¢S5 .
This expression is sufficient to compute the matrices TF i(-; u, v) in Theorem 2.

Linear cryptanalysis. Like in Section 5.1, the correlation of a linear approxi-
mation (u,v) with w in Fy and v in F} is given by

v v v 1
(1] T (5 Xy X7 T2 (5 Xy XP)TT (5 Xy X) M
If ¢; = 0, then the matrices T ( - ; xu,, X**) are given by
) 1 2 1 ) 1 0 1
Fi( . oy _ * Fi( . oy _ *
T(aXOaX) 2|:0 1:|7 T(7X1aX) 2|:0_1:|a

9 The constraints model an approximation of the differential probabilities.
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1 0-1
2

THC e XD =51 g 1}7 T8 (5 xa XY =

N —
| — |
[anli \V]
[
e
—_ 1

If ¢; = 1, then they are instead equal to

) 111 0 ) 1171 0
Fi( .. 0y — = Fi( .. 0y _ =
T ( aXO>X) 2|: 1 2:|a T ( 7X17X) 2 |:1 O:|7
v 1(-1 0 ) 1(-1 0
Fi( .. 1y = Fi .. e
T ( aXOvX) 2|: 1 O:|7 T ( 7X17X) 2|:_1 2:| .

The algorithm from Section A shows that these matrices are not simultaneously
row- or column-monomializable. Hence, although the above formula provides an
efficient algorithm to evaluate the correlations of linear approximations, we do
not immediately obtain compact constraints.

Differential cryptanalysis. The formula for the correlations of quasidifferen-
tials for the constant addition is obtained in an analogous way to Section 5.1. In
total, we obtain 32 matrices of size 4 x 4. They are given in Appendix E. The
algorithm from Section A demonstrates that these matrices cannot be simulta-
neously row- or column-monomialized.

Ultrametric integral cryptanalysis. Like in Section 5.1, the correlation of
an ultrametric integral approximation with exponents v in Fy and v in Fy is
given by

v v v 1
[L1] TP (-5 s ) TP (5 pragy 17T (5 gy 1) [0}

If ¢; = 0, then the matrices T ( - ; p,,, u¥*) are given by

Fo oy 1 1 Fo . o | 0-1
T ('7/1/0’/1/)_- O 0-7 T ( 7/-]’17/-'/)_- 0 1-a
R [ 0 1] Ry o[ 1-1]
T ( 7/*‘07,“)_- 0 0-’ T ( 7”1)/")_- 0 0_
If ¢; = 1, then they are instead equal to

R o | 1 0] Ry o [-1 0]
T ( 7M0a“)__ 0 1_7 T ( aiulalu)__ 1 0_’

[ 1 0] . -1 0]
TFl( 5 Mo, IU/l) = I 0 O_ ’ TF%( R :ul) = | 0 1-

Modulo two, the above matrices are simultaneously column-monomializable. The
change of basis transformation is given by the parity set basis (dual of the
monomial basis). The resulting expression corresponds to the result obtained
by Braeken and Semaev [15]. For ultrametric integral cryptanalysis, there does
not exist a simultaneous row- or column-monomialization.
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5.3 Chi function

This section shows how to compute the properties of the Chi function x,: Fy —
F5. A representation of y, as an S-function is shown in Figure 4. The state-
update functions Fj: F3 x Fy — F% x Fy are all equal, and given by
Fi(zii|lwi—o, zi) = (zillzio1, 5+ (vi-1 + 1)2i2).
——— ——
Si Sit1
Note that the state s; used to compute the 3" output bit consists of the previous

two input bits x;_; and x;_s. The Chi function is an S-function with a cycle, i.e.
2o = T, and x_1 = x,,—1. The results of Section 4.4 will be used to handle this.

_________________________________________________________________________

To, T -1 1,0 2,1 Tn—1,Tn-2 Ln, T 1
oo _ 5

Y1 Y2 Un

Fig.4: The Chi function as an S-function. The dashed line indicates that the
final state (z,,,x,—1) is fed back as the initial state (zg,2_1), forming a cycle.

Linear cryptanalysis. As explained in Section 4.4, to handle the cyclic nature
of the function, we need to force the initial and final states to equal values. If
the input and output state are both fixed to s in F%, then a = §, and b = §° in
Theorem 2. Hence, the correlation of a linear approximation with masks « and
v in F¥ is equal to the sum

S (T (5 X X)) TP Xy X5 X X))
s€F2

Here, the four matrices T ( - ; xy,, x*) with u; and v; in Fy are

1100 11 00

) 1 0 0 1 1 ) 1 0 0 1 1
Fi( .. 0y — = Fi( .. 0y — =

T ( aX07X) 9 1 1 0 ol T ( aX17X) 21—-1-1 0 0 )

L0 0 1 1] | 0 0-1-1]

[ 1-1 0 0] [ 1-1 0 0]

. 1 0 0 1 1 , 1 0 0 1 1
Fi( . 1y _ 2 Fir . 1y _ =

T ( aXO?X) 21—-1 1 0 0 ) T ( aXl»X) D) 1—-1 0 0

0 0-1-1] 000 1 1]
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The algorithm from Appendix A shows that these 4 matrices are not simultane-
ously row- or column-monomializable.

Differential cryptanalysis. Like in Sections 5.1 and 5.2, to compute the corre-
lations of quasidifferentials, we should consider an extension of the state-update
function that operates on pairs. Specifically, we consider

Gi(zica|lziallzi_||i_g, zillz}) = Fi(wioallziog, x:) | Fi (i [|i_g, 27) -

Like in the linear case, the initial state and final state should be equal. Thus, for
an input mask-difference pair (u,d) in F§ x F} and an output mask-difference
pair (v,e) in F§ x F%, the quasidifferential correlation is equal to

Z 6° (TF”( * 5 Qup,dy s qv”,en) o 'TFZ( © 5 Quydyy qvl)el) 53)

s€F3

In total we obtain 16 matrices of size 16x 16 (see Appendix F). Algorithm 2 shows
that these 16 matrices can not be simultaneously row- or column-monomialized.

Ultrametric integral cryptanalysis. Like in the linear cryptanalysis case,
the correlation of an ultrametric integral approximation with exponents u in F%
and v in F3 is given by

> 5S<TF"( S5 s 1) T g, p)TT (5 “U1)55)

s€F};

The matrices involved in the above formula are

R e = e e
|
cCoo~ O OR

— O OO = OO

OO0 = OFkOo

TFZ(»MOa /1'0): ) TFi(';p'lvp‘O):

TFZ(?MO? /1/1): ) TFi(';MhMl):

OO OO OO o
S oOoOOoO L OO0 O
OO DO OO O
OO OO OO O

Algorithm 2 shows that these four matrices are not simultaneously row- or
column-monomializable, even we take the elements modulo two.

5.4 Other examples of S-functions
The following examples are more complicated, but they demonstrate the gen-

erality our results: as long as we can represent a function as an S-function,
Theorem 2 and Algorithm 1 are applicable.
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ChiChi function. The y-function was introduced by Belkheyar et al. at Eu-
rocrypt 2025 [6]. It is extended affine-equivalent to two parallel x-functions, so
its linear and differential properties can be computed from those in Section 5.3.
However, this approach does not work for (ultrametric) integral cryptanalysis.

For consistency with [6] we use indices running from 0 to n — 1 throughout
this section. Let m be an even integer, and let n = 2m. The map y,: Fo — F5
is defined by (zg,...,Zn—1) — (Yo, - -, Yn—1), Where

i + (Tip1 + Dxigo i<m-3orm<i<n-—2,
T + (Tm—2 + 1)xo i=m-—3,
Tm—1 + (o + 1)1 t=m-—2,
Yi = (Tmo3 + 1)+ (xm + 1) (Tms1 + 1) t=m-—1, (1)
Tm—2 + (Tmy1 + 1Ty i=m,
Tp—2 + (Tn—1+ 1)Tm—1 i=n-—2,
Tn-1+ (Tm—1+ 1)zs, i=n—1.

Fig. 5: S-function representation of the y, function.

To use our framework to study the properties of y,, we need to represent it
as an S-function. As shown in Figure 5, this is possible. The n = 2m bit input
and output bits are arranged into four types according to their position:

Type 1 For i < m—3, each state-update function is defined as F;: (z;41]|Zit2]|
Tm—1 ||$ma .731') = (xinH-l ||~777n—1 Hx’nu yl) .

Type 2 For m < i < n — 2, each state-update function has one input bit,
one output bit, and four bits of input and output state. The state-update
function is denoted by F;: (zol|z1||zit2||Tits, i) = (xollz1||Tiri||Tit2, i) -

Type 3 For m—3 < i < m, the middle four input bits are processed by a single
state-update function, denoted by F,,_3.,, where

Fm73:m: (x()||x1|‘mm+1”mm+27xmff}”xmfZ”xmfl”xm) —
(zm—3||xm—2||xm—l ||xm7 ym—3Hym—2”ym—1”ym) .

Type 4 For n — 2 < i < n — 1, the last two bits are also regarded as a single
function; the state-update function is F;,_o.,,_1 as

Fr—om—1: (ollz1|zm—1llZm, Tn-2l|Tn-1) = (zollz1|Tn—2lTn-1, Yn—2/|yn-1) -

21



Fig. 6: The step function of SHA-1 hash function.

The values y; in the state-update functions above are defined in Equation (1).
Similar to the x function, a cryptanalytic property for y, evaluates to (e.g.
in the case of linear or integral cryptanalysis)

Z 63 (MO Tt Mm—4Mm—3:mMm+1 e Mn—3Mn—2:n—l 58) .

SE]F‘Q1

In the above, for 0 <i<m —4orm+1<i<n—3, M, =TF(-;uy v;). For
the other two state-update functions M, 3., = TF™=%m (5 Up_ 3.m, Vm—3:m)
and Mn72:n71 = Tanz;n,71( © 5 Up—2:n—1, vn72:n71)-

SHA-1 Step Function The step function of SHA-1 is as shown in Figure 6'°.
The nonlinear part of this step function can be represented by

= G;(A;, B;,C;, D, E;) (2)

A, B;,Ci, D;, E; € F32 are the chaining value of the i*" round, A;,; is the
chaining value of the 7 + 1 round that is computed from the step function by
a nonlinear function G; Inside G, H; : F3>*3 — F3? is a vectorial Boolean
function according to the step index as

(B; NCy) V ((=Byi) N Dy) 1 <4 <20,
H;(B;,C;,D;) = B & Ci® D; 2l i< 40,
(B; ANCiy)V (B; AD;)V (C; AD;) 41 <14 <60,
B, & C; ® D; 61 < < 80.

W, € F3? is the message absorbed into this step, and K; is a constant.

To compute the property for the step function G}, we should represent it as
an S-function. For the sake of convenience, we will study G; rather than G} in
Equation 2 to avoid handling the rotations.

10 This figure is from https://www.iacr.org/authors/tikz.
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The first step is to split G; as bit-wise state-update functions. Let Gj ., 1 be
the state-update function in the i** round with the constant w and k being bits
of W; and K;, and let f : F3 — Fy be the Boolean function used in this round.
Since the state-update function contains 4 modular additions (with constants),
we use 4 bits as the states. The state-update function is then

Giw,e - Fa X F3 — Fy x Fa; (collea [[eales, allbllclldlle) = (tollta [1t2]lt5, )
—— ——
Sq Sit+1
Here, t; and y are given by

yo = f(b,c,d)+e+ ¢
to = f(b,e,d)e + f(b,e,d)eo + ecy
Y1 =Yo +a-+ci
l1 = yoa + yoc1 + acy
Yo =Y1 + W+
to = y1w + y1c2 + w;ico
y=y2+k+cs
ts = yok + yacs + kes
According to the concrete values w, k, and the Boolean function f, the algebraic

normal form of G; . 1 can be determined, with yo,y1,y2 as auxiliary variables.
The following steps are similar to those in other examples in this section.

6 Boomerang Distinguisher for Subterranean 2.0

In this section, we present a boomerang distinguisher for Subterranean 2.0 [20].
However, the data required to exploit this distinguisher is higher than the secu-
rity claim for any construction based on the permutation. Hence, the main goal
of this section is to demonstrate how our results can be used to analyze more
complex, combined properties of primitives based on S-functions.

Subterranean 2.0 uses ya57 as its sole non-linear function and has been used
as the underlying permutation of Subterranean-SAE, one of the second round
candidates of the NIST LWC competition'!. As is well-known, the inverse of a
large x-function is complicated, resulting in significant difficulty in computing
the Boomerang Connectivity Table (BCT) for y257. Recall that BCT is defined
as follows.

Definition 4 (Boomerang connectivity table [17]). Let F': F} — F% be an
invertible function. The Boomerang Connectivity Table of F' is given by a 2™ x 2™
table BCTr, in which the entry for the (A, V) € F} x F% position is given by

BCTp[A V] =2""#{z € Fy | F"'(F(z) + V) + FY(F(z + A) + V) = A}.
This is the probability that the boomerang with differences (A, V) returns.

" https://csrc.nist.gov/Projects/Lightweight-Cryptography
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Subterranean 2.0 consists of 8 rounds. The i-th round function p;, is defined
as p; = mo 6 o; o xa57, where ¢; is a constant addition operation, and 6 and 7
are two linear operations.

6.1 Computing the BCT of x257 using 3-differentials

Kidmose and Tiessen [25, Theorem 2| linked the probability of boomerangs to
truncated 3-differentials [42]. Formally, the relation is as follows.

Theorem 3. Let A = {(A,a,A+a) | a € F§} be the affine subspace of all 3-
differences corresponding to an input quartet. Likewise, let B = {(b,V,b+ V) |
b € F4} be the set of all 3-differences corresponding to an output quartet. The
probability that the boomerang with differences (A, V) returns, is equal to

BCTr[A, V] =2" Pr(A L B),
where the right-hand side is the probability of the truncated 3-differential (A, B).

Hence, to compute the BCT, we compute the truncated 3-differential probability

PrA 5 B) = = 3 Y Pr((4,0,4+0) 5 (0,964 V).

Toon

a€Fy beFy

This probability could be computed directly using Theorem 2, but we opt for a
more indirect approach to demonstrate that we can also calculate the probabili-
ties of 3-differentials over S-functions. In [45], the notion of quasi-3-differentials
was proposed as a direct extension of the quasidifferential framework [10]. Let
X be the set of quartets, i.e. X = FJ x FJ x F§ x Fy. This also means that
the primitive F' should be extended to a function on quartets (z,y,z,w) —
(F(z), F(y), F(2), F(w)). The basis for RX introduced in [45] is called the quasi-
3-differential basis. It consists of the functions

¢t 2,y 2, w) = (<1)" 7 dale + y)de(a + )05 (x4 w).

The dual basis for R[F3] consists of the vectors p(, q,¢, ) With coordinates

Yol (@y, 2,w0)] = (1) © 64(x + y)de(x + 2)5(z + w) /2"

Using the same approach that we used to compute the quasidifferential properties
for x, in Section 5.3, we can compute the correlations of quasi-3-differentials.
The state consists of a 2-bit value and three 2-bit differences, i.e. a total of eight
bits. Hence, there exist 256 x 256 matrices My, ..., M,, such that

Pr((A,a,A+a) X5 (b,V,0+V)) = > 6 (Ma,p, -

n

: Mag,bgMal,bl 58) .

s€FS
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Table 2: Four-round differential characteristic with a probability 2758 from [20].
Difference = Weight  Active bit indices

a 12 {0,5,8,10,12,15,16, 18,21}

by 7 {65,66,85,86,87}

bo 11 {7,28,134,198,200, 219}

bs 28 {16,18,22,39,54,86,88,107, 118,139, 152, 173, 188, 211, 252}
by — {3,12,15,21,23,24, 31, 33,39, 44, 52, 57, 78, 85,93, 97, 103, 106

116,118, 124, 130, 133, 157, 178, 180, 184, 187, 194, 196, 197, 201,
215,216, 218, 224, 248, 250, 251}

In particular, M, », = TFH (- 4(0,4;,a;,Ai+as)» q(o’b“v“b“‘vi)), where F; is the
state-update function for the quartet-extended x-function. Consequently,

2 Pr(A X% B) = 3" 3 3T 6% (May b, My, 65)

a€Fy bEFY scFe

= Z ds ((Ean,bn €F, Mambn> (Eal,bleFQ Mal,bl) 5s> :

s€Fs

Finally, BCTF[A, V] = 2" Pr(A X% B) is obtained.

6.2 Boomerang distinguisher for 8-round Subterranean 2.0

In [20], the authors report a 4-round differential characteristic with probability
2758 as shown in Table 2. Let b; and a; be the differences before and after the
i*"-round X257 operation, i.e., the characteristic is

X257 mofouy X257 mofoLy X257 moforg X257 mofoLy
bo aq b1 as bg as b3 aq b4 .

The difference bq is not explicitly specified in Table 2, but it can be any value as
long as the probability over the first y257 function is 27'2. This is possible for
the given difference a;. More details can be found in [20].

We take this four-round characteristic as the upper differential characteris-
tic. The lower differential characteristic is chosen as the three-round differential
characteristic from b, to a1, whose probability is 2746. The BCT at differences
by and aq is used to connect the upper and the lower characteristic, to obtain
an 8-round boomerang distinguisher.

Given the upper difference by and the lower difference a;, the probability
that the boomerang returns is 27°-%. Hence, the overall boomerang probability
is estimated as 27 (5-8+58x2+46x2) — 9-213.8 Thjg is a boomerang distinguisher
for the full Subterranean 2.0 permutation. Although this distinguisher clearly
does not affect the security of Subterranean-SAE or other constructions based
on Subterranean 2.0, being able to compute the probability of boomerangs is of
interest for designers who want to use large S-functions such as x257.
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7 Conditional Linear Approximations and Partitioning

The partitioning technique was introduced by Biham and Carmeli [14] to improve
a linear attack against FEAL-8X. The basic idea is to partition the domain of
a primitive into several smaller sets and to evaluate a linear approximation on
the restriction of the primitive to each of these sets separately.

Later, partitioning was applied by Leurent [29] to improve differential-linear
attacks on Chaskey [36]. Beierle et al. [4,5] extended the technique to two con-
secutive modular additions to improve these attacks. At Asiacrypt 2023, Chen
et al. [16] further advanced the method by applying it to three parallel modular
additions, thereby improving key-recovery attacks against LEA [21].

However, when the authors of [4,5] and [16] used the partitioning technique,
they unfortunately could not compute exact (conditional) correlations for the
complicated functions involving consecutive modular additions. Hence, they re-
lied on a combination of experimental estimates and the piling-up lemma to
approximate the correlation. This approach came with the risk of introducing
inaccuracies. In this section, we show that our results can be used to calculate
the correlations exactly.

7.1 Revisiting the partitioning technique in [16]
We begin by abstracting the core problem in [16], without giving the full context.

20 21 z2 z3
Y A Y
D« ko | Dk ‘ D+ ko
> > >
\4 \ ?
Yo Y1 Y2

Fig. 7: Part of the LEA round function to which partitioning is applied [16].

Figure 7 shows a part of the round function of LEA, where z;, k; and y; are in
F32. Let 2 = (20, ko, k1, k2, Yo, y1, y2) € F532. The authors of [16] first partition
F732 into 2'2 small sets based on 12 equations that are listed in Appendix B.
The sets are parameterized by 12 bits vy, va, ..., v12.

Let P, ..., Pyi> the sets in the partition, so that F332 = U?Z P;. Let v be
a linear mask in F532. One then computes the correlation of the linear approxi-
mation z;[27] + 22[29] + 23[9] = 7" 2 on each space P;. However, at first sight,
there is no simple way to compute the correlation of this approximation over the
structure in Figure 7. For this reason, the authors of [16] conduct experiments
to compute the correlations for each of the following three linear approximations

227 =702, 229 =7%"02, z0 =2,
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where 71 + 2 + 3 = 7. The masks vy, 71,72 are specifically chosen to make the
experiments feasible. The correlation of 2;[27] + 22[29] + 23[9] = 7' 2 is then
estimated by multiplying the correlations of these three linear approximations.
The authors motivate this by the piling-up lemma, i.e. the assumption that these
three approximations are independent.

7.2 Method to compute the exact conditional correlations

Given an input mask for (zo, 21, 22, 23, ko, k1, k2) and an output mask for (yo, y1, y2),
we want to compute the correlation of the corresponding linear approximation
over Figure 7, restricted to each set P;.

Since the construction in Figure 7 consists of only xors and modular addi-
tions, it is an S-function. Inspecting the 12 conditions in Appendix B, all con-
straints are either on one coordinate of the variables (e.g., v1 = (yo + 20 + k0)[8])
or on two coordinates (e.g., v4 = (y1 + k1)[8] 4+ wo[7] if v2 = 1). In the latter
case, we can further partition the set P; into smaller sets by fixing one of the
two bits. For example, we can set yo[7] = 0 for vs = (y1 + k1)[8] + yo[7] and then
the value of (y1 + k1)[8] is also fixed. In this way, all conditions are bitwise. This
is important when we define the bitwise state-update function of our S-function.

If a subspace P; is further partitioned into smaller subspaces, i.e. P, = ; P ;,
then we can apply Algorithm 1 to compute the correlation for the restriction to
each set P; ;. The correlation for the restriction to P; is then the weighted average
of the correlations computed for all F; ;.

There are three modular additions, so the state of the S-function can be
described with three bits. To incorporate the conditions, we define the state-
update function F;: F3 x F5 — F3 x F3 as follows:

Si+1,Y0,Y1,Y2) if the conditions is satisfied
Fi(si, 20, 21, 22, 23, ko, k1, k2) = (s ) )
1 otherwise .

The truth table of F; can easily be computed. Hence, we can call Algorithm 1
to compute the desired correlation for any given input and output mask.

In this example, the correlation is actually computed in a subset P; (or P; ;)
of F732. Hence, directly using the character basis from Section 2.2 would yield a
correlation equal to the true correlation multiplied by |P;|/2732. To recover the
actual correlation, we must rescale the result by a factor 2732 /| P;|. The size of
P; can be obtained from the correlation for the approximation with input and
output mask zero.

7.3 More precise correlations for the LEA round function

Using the approach from Section 7.2, we can revisit the results of [16]. As a first
example, consider the linear approximation that is the sum of the three approx-
imations in Table 3, under the intersection of the three conditions. Under the
assumption that the three linear approximations are independent, the authors
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Table 3: Three linear approximations under conditions in [16].

Estimated

Approximation Condition correlation [16]

—+2z0 [25] + ko [27] + ko [25]

#2[29] = y1[29] + y1[26] (07, s, 9, V10, 011)
“+vo [29] + 20 [29} —+ 20 [27] _ (07 1’ 0’ 0’ 1) 73/4
+k1[29] + ko[29] + ko[27]

23[9] = y2[9] + y2[8]
+y1(9] 4+ y1[8] + yo[9)] (v1,v2,v3,v4, V5, V6)
+20[9] + 20[6] + k2[9] =(0,0,1,0,0,1)
+k1[9] 4 ko[9] + ko[6]

1)1221 1

multiplied the three correlations — resulting in a correlation of —3/4. However,
our approach shows that this linear approximation actually has correlation —1.

To check the approximations used in Section 7.2, we have computed the
correlation of all linear approximations that are used in [16]. When (v12,v9) ¢
{(0,1),(1,1)}, the estimates from [16] are consistent with our theoretical values,
thus correct. However, for (vi2,v9) € {(1,0),(0,0)}, their estimates differ from
the correct values. In Appendix C, we list two figures that show the gap between
the estimates from [16] and the correct values. The gap implies that the com-
plexities and success probabilities of the attacks in [16] should be reconsidered.
Although the precise impact is difficult to assess, we expect that modifying the
LLR statistic used for the key-recovery attack in [16] according to the updated
values of the correlations would result in a higher filter probability. Additional
details are given in Appendix C.

For the attack on Chaskey in [5], we also reevaluated the correlations of
the conditional linear approximation estimated using the piling-up lemma. Al-
though discrepancies exist in many places, the maximum difference does not
exceed 0.0002. Given that the smallest correlation among these conditional lin-
ear approximations is 0.40625, this has no impact on the key recovery process.

8 Inverse of the Chi Function

Daemen [19, §6.6] showed that the y,-function is invertible for odd n by con-
structing an algorithm to compute its inverse. However, this algorithm does not
reveal the algebraic normal form of x,, 1. A theoretical method to compute the
algebraic normal form of x,, ! was only recently proposed by Liu et al. [32]. In
this section, we propose a general method to compute the algebraic normal form
of the inverse of an S-function. This provides an alternative approach to obtain
the results of Liu et al. [32].
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8.1 Inverses of injective partial functions

If a function F': F} — F% is bijective, then TF is a permutation matrix, see for
instance [11, Theorem 1]. In particular, as a matrix, TH = (TF) . Below, we
show that this result extends to injective partial functions.

Definition 5 (Injective partial function). A partial function F: X -»Y is
injective if F(x) = F(y) implies x =y for all © and y so that F(z), F(y) # L.
The inverse partial function F~': Y - X is then well-defined with domain im F,
and satisfies F~1(y) =2 <= F(x) =y for all y inimF.

The inverse of an injective partial function is still a partial function. Hence,
according to Definition 2, the pushforward TF ' of the partial function F~! is
well-defined. The matrix representation of the pushforward of an injective partial
function with respect to the standard basis is a partial permutation matriz (each
row and column contains at most one nonzero coordinate, which is equal to one).

Theorem 4. Let F : X - Y be an injective partial function. The transition
matriz of F and its inverse F~' are related by

(TF)T =17

Proof. According to Definition 2, for all  in X and y in Y, Tyfz =1lify=

F(z) # L and zero otherwise. For the inverse, Tgf?;l =1lifz=F"Yy) # L and
zero otherwise. The condition F~!(y) # L is equivalent to the condition that
y € im F. By the definition of F~!, we have F~!(y) = v <= F(x) = y. Hence,

TF ' =1 < TF, =1.
This implies T#~" = (TF) . u

8.2 Integral properties of Xy_Ll

The integral properties of x,, were already analyzed in Section 5.3. It is easy to
check that if F;: F3 x Fy — F3 x [Fy is the state-update function, then the partial
function F;( - ; z;, y;) is injective for all z; and y; in Fy. Hence, the S-function
representation F' = S-FUNCTION[F, ..., F},] of the x, function satisfies

TP iy o (pFCsmw) T o (PR G T (P ion )y T
In combination with Theorem 2, for all a ® u € K[F2 x F2] and b® v € KF2xF5 |
(o) (T (@@w) = (T (su,v) T (s v)a). (8)

By choosing u and v to be vectors from the ultrametric integral basis and its dual
as in Section 5.3, we derive the matrices necessary to compute the ultrametric
integral properties of F~!. By taking each element of these matrices modulo
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two, we obtain matrices that can be used to compute integer properties or,
equivalently, monomial predictions [11,22]. We obtain the following four matrices
over Fy:

[1000] [1010]
I o 0010 e o |1010
T (7/“’03:“‘)* 01001/ T ( ’,uivlu)* 0101
0100] 0101}
[0000] [0010]
P, «_|oo010 P 0010
T (7;“’03:“’)* 0000] T (a/“lelu‘)* 0001
0000 0001]

For brevity, for exponents u and v in F%, let My, ., = TFifl( 5 Py, 1), By
Equation (3), and taking into account the fact that y, ! is a cyclic S-function,
the coefficient of the monomial 2% in the algebraic normal form of (y; 1) is

Cyu = Z 0° (le,ul e Mvn,un(ss) - Tr(le,ul e Mvn,un) ) (4)

sEFZ

where all sums are in Fs.

8.3 Computing the algebraic normal form of X;l

To compute the algebraic normal form of y, ! : y = z, we need to find out all
monomials of y* that appears in each coordinate polynomial of z. Let v be a unit
vector whose i-th (1 < i < n) coordinate is 1. For a monomial of y*, according
to Equation (4), ¢y = Tr(My, u, -+ - My, 4, ) determines whether y* appears
in 2¥ (denoted by y* — zV in the following). Due to the cyclic property of the
trace, we have

Tr(My, uy - My, u,) =Tr(M,

Vig1,Uit1

o MvmunMvhul e M'Uiau'i)

thus if y* — 2¥, y*<<* — V<<, This means that the algebraic normal forms of
x;; ! also have a shift-invariant property.

Therefore, we only need to compute the algebraic normal form of one co-
ordinate. Hence, without loss of generality, we can compute the least signifi-
cant bit, i.e., the algebraic normal form of (x,!)? with v = (0,0,...,0,1), i.e.,
£(00,.,0.1) — 4

Determining the algebraic normal form is equivalent to computing all expo-
nents u such that ¢, , = 1 in Equation (4), i.e., so that * occurs in the algebraic
normal form. Let us call these exponents u wvalid. Since v = (0, ..., 1), finding
all valid u is equivalent to determining all possible sequences of matrices

M[),Ul? vy M(],un,1 ) Ml,un )

so that Equation (4) holds. It is convenient to translate this problem into a path-

30



Fig. 8: The finite state machine for the transition of states of y;,!.

finding problem in a directed graph that represents a finite state machine. Let us
define the ‘start’ state as the matrix [dgg, do1, d10,911]. Multiplying this matrix
with one of the matrices Mg o, Mo 1 or My g, My (M1 and My are applied
only in the first step, since only v,, = 1) yields another matrix corresponding to
a new state.

Let 1 < j < n and define

§7 = (S(J)v Si? S%? Sg) = M07Un+1fj to MOyunfl ’ M17un - start

Moupis—y - Mo,y - Miu, can be seen as a path that leads start node to S,
By enumerating possible u,,, t,_1, - . ., the possible values of S7 converge to a set
containing only 8 non-zero states (so we do not need to really enumerate all 2"
values of wy,, Un—_1,...u1). This convergence is not a coincidence, as My o, Mo 1
or My,9, M1,1 are defined over Fy. The 8 states are as follows,

[0010] 0010]  [0000] [0000]
0010 0001 0000 0011
a= = = d =
0001 0010 0011 0000
0001 0010/  [0011] 0000
[0011] [0000]  [0000] [0010]
o001} . _fo010] _10000), 0010
0011 0000 0010 0010
0011 0000/  [0010) 0010

Using the 8 states of S7 and the start node as vertices, and M,, ,, as edges,
we can form a state transition graph as Figure 8, as shown in Figure 8. The
edge 0 means M o or My o; The edge 1 means M 1 or My 1. Equation (4) yields
Cy,w = 1 only when the path corresponding to v ends in a state with trace one,
ie.,

Cou = (5007601,510’611)5% = 1.
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Then only S™ € {a,b,g,h} satisfies this requirement. In other words, a valid
path must end at a,b, g or h. To determine the valid paths, we split the analysis
into two cases.

u, = 1: lower part of Figure 8. If a path reaches state ¢, d or e, then it
can never return to a or b. However, the path must end in either a or b. It
follows that there is a unique valid path, corresponding to v = (0,0,0,...,1).
Hence, this case only contributes the monomial y,, to the algebraic normal form

of y = X' ()"

u, = 0: upper part of Figure 8. If a path reaches h, it will never return and
will end at h in the cycle with edge zero. Before that happens, the state can
alternate between f and g an arbitrary number of times. Hence, all valid paths
take the following form (for 1 < j < 251):

0 ULR 1 0 0
start — f g —h —h---h— h,
—_———
H(l—/ n —1— 25 times
j =1 times

where j is the number of times from f to g. These paths correspond to the
following sum of monomials y*, where u is a valid exponent:

J
Unp—1 | Un—3 Un—25+1 _
Z Yn"1 Yn'g  Ynlojt1 Yn—2j = Yn—2j H(yn—2k+1 +1).

Un—15- Uy —2541 k=1

After summing the valid monomials from the upper and lower parts of Fig-
ure 8, and using the shift-invariance of y,, !, we obtain the result,

(n-1)/2 J
T = yi + Z Yi-2j H(yi—2k+1 +1).
=1 k=1

The same approach can be used for other S-functions, although there is no
guarantee that the algebraic normal form is as simple as for x;, 1.
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A Simultaneous column-monomialization of matrices

This appendix provides an efficient algorithm to find a basis that simultaneously
column-monomializes a set of matrices, or to show that this is impossible. We
still assume that S; = Sy =--- = S5,, = S. For every column-monomial matrix
M, there exists a function f: .S — S so that

M=DT', (5)

where D is a diagonal matrix and 77 is the transition matrix of f. If M is of
full rank, then 7'/ is a permutation matrix and hence M is a monomial matrix.
However, as illustrated by Example 5, the matrices T( - ; u, v) are generally
not of full rank.

Definition 6. A set of square matrices {Mj, ..., My} is simultaneously column-
monomializable if there exists a change-of-basis matriz B, diagonal matrices D;

and functions f;: S — S, such that BM;B~' = D;T for all i in {1,...,m}.

A.1 Algorithm for simultaneous monomialization

If the matrices are simultaneously monomializable, like in Example 5, this prob-
lem reduces to simultaneous diagonalization. Indeed, since permutations have
finite order, in this case there exists an integer r > 0 so that the matrices
M7, ..., M, are simultaneously diagonalizable. A suitable change of basis can
be found with high probability by choosing random «sq, ..., a,, from K and di-
agonalizing the matrix

ar M + aoMy + -+ an M, .

However, this strategy does not work for simultaneous column-monomialization.

A.2 Algorithm for simultaneous column-monomialization

A first observation is that if a single basis vector is found, then multiplication by
the matrices My, ..., M,, yields additional basis vectors. Indeed, if {b1,bs,...}
is a basis that simultaneously monomializes My, ..., M,,, then

M;ib; = Xi by, -

Hence, the basis vector b; yields basis vectors by, (), b2y, - - - for all i in {1,...,m}.
An initial set of basis vectors can be obtained by repeatedly computing in-
tersections of the eigenspaces of M7,..., M corresponding to nonzero eigen-
values, where 7 is an integer so that f?" = fI. Concretely, one can choose
r = lem(1,2,...,N), where N is the number of rows and columns of the ma-
trices M;. Every intersection of dimension one yields a basis vector. Indeed, if
the matrices M with ¢ € I have a unique (up to scale) common eigenvector,
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Algorithm 2 If it exists, find a basis by, bs,... that simultaneously column-
monomializes matrices M, ..., M, in KV*V,

1: > Compute sufficiently high powers of the matrices My, M, . . .. N
2: r=1lem(1,2,...,N)

3: fori=1,2,...,mdo

4: | Ay« M7

5: > Intersect the eigenspaces of A1, ..., Am to find joint eigenvectors. N
6: B+ {}

7: A + Eigenspaces of A1,...,An

8: while dimspan B < N and |4]| > 1 do

9: > One-dimensional vector spaces in A yield basis vectors. N
10: for Ve AifdimV =1 do

11: U + {normalized basis vector of V'} > Normalize for scale.
12: U« 0

13: while U’ # U and dimspanU’ < N do

14: U«U

15: fori=1,2,...,mdo

16: | U’ <« U’ U{normalize(M; x u) | u € U}

17: _ B+ BUU'

18: > Compute pairwise intersections between the spaces in A. N
19: ] A={VnW |V,WeAif VNW ¢ span B}

20: > If B is incorrect, then My, ..., M, cannot be simultaneously monomialized. <
21: return B

then there is a unique basis vector b; with f/(j) = j for all 4 in I. A complete
description is given in Algorithm 2.

Algorithm 2 is not guaranteed to terminate. This happens when there is no
unique basis relative to which the matrices M are of the form D;T9, with g a
idempotent function in the sense that g o g = g. However, in practice, this issue
only occurs for exceptional choices of the matrices My, ..., M,. In particular,
computing the r*® power of each matrix M; requires logr = loge®®) = O(N)
operations. If the algorithm terminates, then the number of iterations of the
outer loop is at most m. In practice, the number of vector spaces in the set A
does not increase much, because most intersections are empty once the spaces
are sufficiently low-dimensional.
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B Partitioning Conditions for LEA

The authors of [16] partition IF; %32 into 2'2 small spaces based on the following
12 equations parametrized by constants vi,va, ..., v12.

v1 = (Yo + 20 + ko)[8],
va = (Yo + 20 + ko)[7],
= (yo + 20 + ko) [6]

(y1 +k1)[8] +yo[7] if vp=1,

(Y1 + k1)[8] +yo[6] if vo =0,

(y1 + k)[7] +yol6] if v3=1,

(y1 +k1)[7) +yo[5] ifvs3=0,’

(Y2 + k2)[8] + yo[7] if va+vs=1,

(y2+k2) 8]+y2[6] if vy +v5 =0,
= (yo + 20 + ko)[28] ,

= (yo + 20 + ko)[27]
(yO + 20 + ko)[26] )

(y1 + k1

)[28

(y1 + k1)[28
{ )l
)

] +yol27] ifvs=1,
] +y0[26] if vs =0,

Y1+ k1)[27] + yo[26] if vg =1,
y1+1€1 27 +y0[ 5] lf’Ug:O,

v12 = (Yo + 20 + ko)[25] .
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C Correlations for the LEA Round Function

If (v12,v9) = (0,0), then the estimated results in [16] are generally larger than
the correct values. For (v12,v9) = (0, 1), the estimated results in [16] are gen-
erally smaller than the correct values. The comparison is provided in Figure 9.
When (vi2,v9) ¢ {(0,0),(0,1)}, the estimated correlations are consistent with
our correct values.

0.5 T T T
—— Previous method
—— Our method
8
=
T 0 1
3
o
705 1 1 1 1 1 1 | | | |
0 100 200 300 400 500 600 700 800 900 1,000
Condition number
(a) (viz2,v9) = (0,0)
T T
—— Our method.
0.5+ —— Previous method |
g 0 1
=
[}
=
S
—0.51 il
1 il

1 1 1 1 1 1 1 1 1 1
0 100 200 300 400 500 600 700 800 900 1,000

Condition number
(b) (v12,v9) = (0,1)
Fig.9: Correlations over the LEA round function. The horizontal axis is the

integer value of vq]| - - [[vg|lv10|lv11 € F1° with vy as the most significant bit.
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In [16], for the cipher F' o E, the adversary selects a pair (x,z @ §) for the
subcipher E, and obtains the corresponding outputs y = E(x) and 3y’ = E(x ®
0), and then constructs a differential-linear distinguisher based on the linear
approximation ATy + \T4y/ with correlation r.

Then, the adversary queries N pairs (z;,2; ©6), 1 < 0 < N — 1. For each
ciphertext pair (m;,m}), by guessing certain key bits, the adversary can de-
termine the corresponding output value (w;,w}) for the subcipher F. For each
(w;, w}), depending on its value, we apply the corresponding conditional linear
approximation from different partitions, which yield correlations of ¢; and ¢} for
My +~Tw; and ATy’ + ' - wl, respectively. And for each pair, the adversary
use ¢; - ¢, - r to calculate the LLR statistic for key recovery in the following
= Ln(1 + (reic))

1
2 = Ln(1 — (reic] Ln(1 = (regd))

]. T ’ ’
— . wi+y w;
LLR = 3 E Ln(1 — (re;c))?) + (-1)7 v wg

According to [4], the LLR statistic follows normal distribution N (p9,03) and
N (p1,0%) for right guess and wrong guess, respectively, where

N—-1 N-1

1
po=—p =3 S (reic)?, od = of = 3 (reic)?

=0 =0

Thus, we do the key-recovery attack by distinguishing between N (pg,03) and

N (p1,0%), and the larger value somtl = \/Efigl(rcicg)Q indicates a higher

distinguishing strength.

Taking into account all discrepancies in Figure 9, although the precision at
(0,0) is lower than that calculated using the piling-up lemma in the previous
method, all accuracy values under the (0,1) condition are significantly higher
than those calculated using the piling-up lemma in the previous method. More-
over, the correlation under the (0,0) condition is far lower than that under the
(0,1) condition. Furthermore, the discrepancy between the two methods is not
particularly significant under the (0,0) condition, whereas it is highly significant
under the (0,1) condition. If we use the exact correlation instead of the corre-

lation computed via the piling-up lemma, the resulting \/va 01(7“0Z )2 will be
larger. This implies that we can achieve the same effect with less data, or that
both the filter strength and the success probability will be greater given the same
amount of data.
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D Matrices for Differential Cryptanalysis of Modular
Addition
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E Matrices for Differential Cryptanalysis of Modular
Addition with A Constant

When the constant being added is zero:
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When the constant being added is one:
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