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Abstract. In recent years, neural network extraction has been stud-
ied with cryptographic techniques, since Carlini et al.’s pioneering work
proposed at CRYPTO 2020. Most research has focused on simple fully
connected network (FCN) models, with limited attention given to more
complicated recurrent neural network (RNN) models. However, RNN
models are dominant in fields such as natural language processing and
speech recognition. Exploring the vulnerability of RNN models to ex-
traction attacks is not only methodologically significant but also reveals
an attack surface broader in scope and higher in real-world impact.

In this work, for the first time we propose a series of cryptanalytic extrac-
tion attacks against RNN models under both the raw-output (S5) and
hard-label (S1) scenarios. Our attack selects inputs to establish an equiv-
alence between the RNN and shallow FCN models. Since the parameters
of these equivalent models are entangled with neuron permutations and
scaling factors, they must be aligned before reuse. In the S5 scenario,
we construct an equivalent FCN model and apply permutation and scal-
ing alignment methods to enable parameter reuse. In the S1 scenario,
we establish an equivalence between one RNN and two FCN models,
and propose permutation search, accuracy enhancement and sign search
methods to address the challenges of hard-label scenarios.

In the S5 scenario, we recover the parameters of five RNN models with
different configurations, while in the S1 scenario, we recover those of
two RNN models, and in both cases the models reach depths of up to
1024 layers. To the best of our knowledge, this is the first time that
model extraction attacks have been extended from networks with fewer
than 10 layers to networks with thousands of layers.All experiments are
completed on a PC within two hours.
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1 Introduction

Deep neural networks are a class of machine learning models characterized by
multiple hidden layers, enabling them to capture complex, high-dimensional pat-
terns and achieve state-of-the-art performance across various domains, including
computer vision, natural language processing, and others. Common architectures
include fully connected network (FCN) models for general-purpose function ap-
proximation [23], recurrent neural network (RNN) models for sequential data
modeling [24], and convolutional neural network (CNN) models for spatial data
processing [16], and so on.

Training such models necessitates considerable computational resources and
extensive datasets; as a result, the resulting models constitute valuable intel-
lectual property. Consequently, deep neural network models emerged as prime
targets for model extraction attacks and adversarial techniques were designed to
reconstruct a functionally equivalent network via black-box access. Based on the
type of information accessible to the adversary, the threat model can be broadly
classified into five distinct scenarios [3]. In the S1 scenario, the adversary can
only access the most likely class label associated with a given input (the hard-
label setting). In the S2 scenario, the adversary is provided with the single most
likely class label together with its probability score; in the S3 scenario, with the
top-k class labels along with their probability scores; and in the S4 scenario, with
the complete set of class labels and their associated probability scores. In the S5
scenario, the adversary is granted access to the raw output of the neural network
prior to the normalization phase, which provides substantially more information.
Previous work has primarily focused on the most challenging scenario, S1, as well
as the simplest scenario, S5.

Several studies [T4IT2IT7] have examined FCN models in the S5 scenario. A
significant breakthrough was reported in [4], which introduced a layer-by-layer
model extraction approach consisting of two sequential stages: first, recovering
the absolute-form values of the layer’s parameters in a deep neural network,
and then determining their corresponding signs. Experimental evaluations on
multiple neural network architectures demonstrate that this attack can recover
models with a precision improvement of 220 while requiring 100x fewer queries
compared to prior state-of-the-art methods. However, in the general case, the
sign recovery method in [4] requires exponential computational effort, Canales et
al. [I] introduced three novel sign-recovery techniques: system of equations, the
neuron wiggle method, and the last hidden layer technique, in order to achieve
sign recovery only a polynomial number of queries and polynomial time. At
NeurIPS 2024, Foerster et al. [I2] introduced a unified framework that improves
the efficiency of weight sign extraction by up to 14.8x through the identification
of signs that are easier or harder to extract. They further show that neurons
with signs that are harder to extract cannot be recovered using the neuron



wiggle method. Moreover, they demonstrate that extracting the absolute values
of parameters (i.e., the signature), rather than merely their signs, constitutes
the primary bottleneck in high-fidelity model recovery. Liu et al. [I7] analyzed
the challenges of signature recovery in deeper networks, particularly the impact
on merging and rank deficiency, and proposed concrete algorithmic solutions.
They improved the signature recovery method and performed an 8-layer non
end-to-end attack to validate their enhanced signature recovery approach.

As mentioned in [2BI12I17], the end-to-end model extraction relies on previ-
ously recovered results to extract subsequent layers. The model extraction, which
is not end-to-end, requires utilizing the preceding parameters from the original
model during the recovery of each layer’s parameters. Aside from the three-layer
end-to-end model extraction results provided by [4], the attacks of [IJI7] on the
8-layer model are not end-to-end. Canales et al. [I] presented an 8-layer model
extraction attack that is not end-to-end, as they only recovered the sign of the
parameters rather than the signatures of the parameters. Liu et al. [I7] also
demonstrated 8-layer model extraction results, which are not end-to-end. The
experiments in [17] failed due to accumulated floating-point imprecision errors
in the end-to-end setting. As a result, they assumed that when recovering one
layer, the preceding layers were perfectly recovered. Specifically, they performed
model extraction attacks to recover the parameters of each layer, directly using
the real parameters of the preceding layers to avoid the error issues.

While prior work has primarily examined FCN models in the S5 scenario,
several studies [2J35IT4] have also investigated them in the S1 setting. At ASI-
ACRYPT 2024, Chen et al. [5] presented the first theoretical attack on ReLU-
based networks in the S1 scenario, validated on MNIST and CIFAR-10, and
achieved extraction for networks with over 10° parameters within hours on a
single CPU core. However, the extraction method requires a polynomial number
of queries but an exponential execution time. To overcome these limitations,
Carlini et al. [3] introduced a dual point analysis method that recovers both
the signatures and signs by exploiting the geometry of decision boundaries, en-
abling polynomial-time cryptanalytic extraction of FCN models. The process of
recovering signatures primarily involves identifying dual points, clustering these
points, and recovering the parameters based on the resulting clusters. Since the
attack in [3] recovered the parameters of all layers except the output layer, due
to the absence of ReLU activations, Canales et al. [2] presented a technique
that enables the recovery of the output layer in the S1 scenario. In 2025, Ito et
al. [T14] propose a cross-layer extraction method for identifying persistent neurons
that are consistently active, which reduces query complexity and mitigates the
limitations of existing model extraction approaches.

We observe that existing studies have predominantly focused on FCN models,
while investigations into other neural network architectures remain scarce. At
EUROCRYPT 2024, Carlini et al. [I] argued that their attack method can be
directly applied to CNN models, since CNN models can be regarded as a special
case of FCN models in the S5 scenario; however, they did not provide an actual
attack demonstration. In 2024, Coqueret et al. [9] explore how physical side-



channel traces can be leveraged to identify critical points and infer the signs
of individual neurons, thereby successfully achieving model extraction attacks
on CNN models with a larger number of parameters. Prior attacks on RNN
model [25] adopted a distillation-style method, extracting a smaller-scale RNN
model from a long short-term memory network model; however, the extracted
model is not functionally equivalent [4] to the original. This raises the question of
whether cryptanalytic extraction techniques can be generalized to architectures
beyond FCN. Inspired by [1I2I314], we investigate how to recover functionally
equivalent RNN models by leveraging their inherent architectural properties.

Our contributions. We present the first model extraction attack targeting RNN
models in both the S1 and S5 scenarios. To achieve this, we introduce a model
equivalence transformation method that reformulates the process of recovering
RNN parameters into FCN models. In the S5 scenario, we construct an equivalent
three-layer FCN model. In the S1 scenario, where parameter recovery is more
challenging, we construct new equivalents that transform the RNN model into
two equivalent FCN models with a maximum depth of two. After constructing
the equivalent FCN models, we employ scenario-specific methods to make the
recovered parameters reusable. Due to the aforementioned techniques, we are
able to recover much deeper RNN models in practice.

— Attack techniques in the logit-output setting (S5). To make the pa-
rameters reusable, we adjust the recovered parameters to ensure that the
permutation and scaling of neurons match those of the previous layer. The
permutation alignment method focuses on aligning two adjacent recovered
layer’s weight by transforming the second matrix to match the first sign infor-
muation, in order to compute the necessary column transformations matices.
This method leverages both individual and aggregate sign information from
rows and columns to compute candidate filters, while the overall algorithm
runs in polynomial time. The scaling alignment method computes the ratio
between the scaling of the preceding layer and the current layer to be adjusted,
then applies this ratio to the rows of the parameter matrix and the bias of the
current layer to ensure consistency in neuron scaling across layers.

— Attack techniques in the hard-label setting (S1). The permutation
search strategy is designed to adjust the row permutation. By leveraging the
sign information of the output-layer and first-layer biases, this search strat-
egy looks for the correct row permutation of the intermediate-layer parameters
that is valid based on dual points. When the permutation is fixed, the required
scaling factors can be computed from the output layers of the two equivalent
FCN models. To improve the accuracy of parameter recovery, we propose a
method that filters dual points within each cluster by selecting those whose
corresponding neuron values are farther from zero. For both RNN models, this
method reduces the recovery error by approximately one order of magnitude
and achieves accuracy close to that of the S5 scenario. According to [12], neu-
rons with signs that are harder to extract cannot be recovered using the neuron
wiggle method. Therefore, we propose a more robust sign search method to
verify parameter recovery for RNN models.



— Results. In the S5 scenario, our end-to-end attack successfully extracts RNN
models with depths of up to 1024 layers, as shown in Table [I] This result
significantly surpasses the 3-layer recovery on FCN models reported in [4], as
well as the 8-layer non-end-to-end recovery reported in [I7]. In the S1 scenario,
we further demonstrate end-to-end extraction of a 1024-layer RNN model, as
shown in Table [I} exceeding the 2-layer recovery on FCN models reported
in [5] and the 4-layer non-end-to-end recovery on FCN models reported in [3].

Table 1: Attack Results of RNN Models under the S5 and S1 Scenarios. The
evaluation metrics (g, d) are defined in Definitions [4] Depth refers to the number
of activation functions traversed from the first input to the output.

Structures  Type Depth Scenario (€,0) (e,0.05) Reference

50 — 252 —1 RNN 40 S5 27167 97209 Thig work
50 — 16'%° —1 RNN 100 S5 27166 9209 This work
50 — 161%%* — 1 RNN 1024 S5 27162 972099 This work
100 — 16*° — 1 RNN 40 S5 27165 97205 Thig work
800 — 16*° — 1 RNN 40 S5 27161 9-198 This work

50 — 16*° —1 RNN 40 S1 27169 97199 Thig work
50 — 161°24 — 1 RNN 1024 S1 2747 27188 This work

Outline. In Section [2] we briefly introduce an overview of the most relevant
works. In Section [3| we describe complete attack pipelines and the relevant tech-
niques for RNN models in the S5 scenario. In Section [} we present complete
attacks against RNN models and improvements to parameter recovery tech-
niques in the S1 scenario. In Section [5] we describe experiments on training
RNN models, and evaluate the recovered models in both the S1 and S5 scenar-
ios. In Section [6] we conclude the paper.

2 Preliminaries

2.1 Notations and Definitions

In this section, we briefly review the notations and definitions used for model
extraction attacks on FCN models in [TI3/4].

Definition 1. Let fy(z) denote a k-layer neural network, parameterized by 0,
that maps elements from an input space X to an output space Y. The mapping
f is defined as a sequential composition of linear transformations f; interleaved
with a nonlinear, component-wise activation function o:

f=fiy1000---000 fyo0o0 fi.



For a k-layer neural network model, the depth is defined as the number of hid-
den layers, excluding the input and output layers. The notation dy denotes the
number of neurons in the input layer, di,; denotes the number of neurons in
the output layer, and d; with 1 < ¢ < k denotes the number of neurons in the
i-th hidden layer. The neural network models consider neural networks where
X =R% and Y = R%+1. We assume that floating-point representations exactly
encode all elements of R.

Definition 2. The j-th layer f; of a neural network is defined by the affine
transformation

fi(z) = W@z 4+ pl)

where the parameter matriz W) € R%*%-1 has dimensions d; x d;_1, and the
bias vector b9) € R% is d;-dimensional.

While representing each layer f; as a full matrix multiplication, commonly re-
ferred to as fully connected, is the most general formulation, such an architecture
is termed as an FCN model, as illustrated in Fig. [T}

r dk+1

k-th  Output layer
)

k layers

Fig. 1: The architecture of a k-layer FCN model.

Definition 3. The neurons {n;}}¥., are functions that receive an input and ap-
ply the activation function o. There are a total of N = Zle d; neurons.

In this paper, we focus exclusively on the ReLU activation function [22], defined
as o(x) = max(z,0).

To generalize the notation, an architecture [dy, ..., dg+1] can equivalently be
expressed as dy — - - - — di4+1. When consecutive layers share the same dimension-
ality, an exponential notation may be employed for conciseness. For example,
20 — 10% — 1 denotes the architecture 20 — 10 — 10 — 10 — 1.



2.2 Functionally Equivalent Extraction

In this section, we revisit differences between the recovered parameter matrices
and the original ones using the method propsed by [1[2/3/4] in the S1 and S5
scenario. For details on model extraction, please refer to [T2I34].

In the S5 scenario, the signature recovery method proposed by [4], which
utilizes the properties of the activation function o (), where the second derivative
at * = 0 is non-zero and zero elsewhere, includes the following three steps.
First, critical points are identified, where the value of a specific neuron is zero.
Second, by making queries near the critical point while keeping the signs of other
neurons unchanged, we can construct a system of equations to solve for the ratio
relationship between the parameters of this neuron. The recovered parameters
in this neuron differ from the original parameters due to an unknown scaling
factor. Third, merge the parameters if they are proportional. Since the recovered
parameters’ correspondence to neurons in the original model is unknown, the
difference between the recovered neurons and the original neurons is induced—
the permutation of neurons.

In the S1 scenario, the dual points proposed by [3] replace the critical points,
as we cannot obtain the model’s raw output. The dual points are not only critical
points but also specific inputs that make the scores of the two highest-scoring
classes arbitrarily close. The signature recovery method proposed by [3] in the
S1 scenario also relies entirely on critical points, which causes the recovered
parameters in all layers to differ from the original ones due to the permutation
and scaling of neurons in both the S1 and S5 scenarios.

The recovered parameter matrix, which exhibits a ratio related to the bias
with the recovered bias set to zero, also results in a discrepancy between the
recovered output layer in the S1 scenario and the original one.

In the following, W*®) denotes the recovered parameter matrix of the i-th
layer, and W (%) denotes the original parameter matrix. Additionally, w,(,?n, where
1<m<d; and 1 <n < d;_q, represents the (m,n)-th element of W&, The
subsequent discussion focuses on k-layer models.

Permutation of Neurons. During the model extraction attack, although the pa-
rameters associated with each neuron in a hidden layer can be recovered, their
exact correspondence to a specific row in the parameter matrix remains un-
known. For the recovered matrix of first-layer, the row ordering is inconsistent
with the original one. For the i-th layer, 1 < ¢ < k, there exist column permuta-
tions induced by the row permutations in the (i — 1)-th layer matrix, in addition
to row permutations resulting from the ambiguity in neuron correspondence.

Scaling of Neurons. When extracting the parameters of the u-th neuron in the

i-th layer parameter matrix (the u-th row in W(i)), its values are scaled by an
additional scaling factor, denoted by a constant cgf ),
For the first-layer parameter matrix, there is only an additional row scaling

factor cq(}), for 1 < u < d;. If row permutations are disregarded, we denote the



(m,n)-th element of the W*() by
WD m,n] = cg,ll)w%? wherem € {1,...,d1},n € {1,...,dp}.

no

The parameter matrix W*®, 1 < i < k, will scale the column values corre-
spondingly, because of the row scaling factor cgf_l), for 1 < wu < d;_; originating
from previous layer W*(i=1) Meanwhile, the u-th row of W*(® is scaled by an
additional neuron scaling factor, cgf), for 1 < u < d;. If row permutations and
column permutations are not considered, we regard W* and W as aligned.
When W*® and W are aligned, we consider only the effect of neuron scaling

on W*®. The (m,n)-th element of the matrix is denoted by

) (@)
WO, n] = ) S0 wherem € {1,...,d;}, n € {1,...,di 1},
Cn

The Recovered Output Layer Parameters. We briefly consider the case where the
output layer contains a single neuron. In the S1 scenario, the analysis proposed
in [2] indicates that the output layer weight W*+% and bias b*+1) cannot
be recovered separately when extracting the parameters of the output layer.
Instead, the recovered output layer parameter W*(*+1) is scaled by a value of

Wl(’““)l’ and b*(*+1) = —1. The weight of output layer W**1 is denoted as
(w1, ..., wq, ), and the input to the output layer, is denoted as (v1,...,vq, ). The
m-th element of the W**+1 is denoted by

WHED[m] = —Um____ Wherem € {1,...,dg}.

k0.5 — bk

The process of recovering the output layer parameters proposed in [2] is as
follows. We first employ the method proposed by [3] to identify dual points. In
the case of binary classification, a dual point corresponds to an input for which
the output layer score is 0.5. Using the dual points as the model input, the
following equation holds:

wivy + - -+ wa,va, +bEHY =0.5.

Next, the following equation can be solved using more than dj dual points:

w1 Wq,,

705 _ b(k+1) v+ -+ 705 — b(k+1) Vg, = 1.

If b(*+1) < 0.5, an equivalent network is obtained; if b5**1) > 0.5, the recovered
network misclassifies inputs and requires flipping the signs of the recovered out-
put layer parameters. We can compare the outputs of the original and recovered
models, and flip the sign if they differ.

2.3 Recurrent Neural Networks

RNN models have been widely applied in language modeling tasks, such as text
classification [18], summarization [8], machine translation [10], and image-to-
text translation [20], among others. For experiments in this paper, we analyze



the classical RNN architecture proposed in [1I]. This RNN model not only rev-
olutionized sequential data processing but also laid the groundwork for sub-
sequent advancements in deep learning, profoundly influencing modern archi-
tectures in fields such as natural language processing, speech recognition, and
time-series analysis. Subsequent architectures, such as long short-term memory
networks [I3] and gated recurrent units [6], can generally be considered as vari-
ants of the original RNN.

The RNN architecture consists of a basic neural network enhanced with re-
current (feedback) connections. Owing to parameter reusability, it can process
sequential data of varying lengths, enabling generalization across sequences. Un-
like feedforward neural networks, which assign distinct parameters to each input
feature, an RNN model applies the same parameters across multiple time steps.
At each time step, the output is computed using the same update rule as in
previous steps, making the current output dependent on prior states, while the
number of outputs depends on the specific task the RNN is designed to perform.
Conceptually, an RNN model can be unfolded into a deep computational graph,
in which identical parameters are reused in sequence.

Unfold SN TN
{ R} e
\s /I \s _____ 'I

Fig.2: RNN: (Left) network with feedback connection; (Right) unfolded compu-
tational graph across multiple time steps.

An RNN model processes an input sequence in which each value, after em-
bedding, is transformed into a vector z'. The time step index ¢ ranges from 1
to 7, where 7 represents the length of the input sequence (rather than corre-
sponding to real-world time). The unfolded form of the computational graph is
shown in Fig. 2] The cycles in the left panel of Fig. 2] capture the influence of
previous variable values on the current time step. The right panel of Fig. [2] ex-
hibits a repetitive structure that unfolds the recursive computation of the RNN
into a sequence of operations. It depicts the flow of information forward when
computing outputs and losses. Let g denote the state transition function of the
RNN model. The corresponding update rule is

Rt = g(ht,xt,W), for1 <t <,

where h! denotes the hidden state, z! the input, ¢ the time step, W the set of
network parameters, comprising the input-to-hidden parameters (W, b) and the



hidden-to-hidden parameters (W}, b), which share the same bias b, as well as the
hidden-to-output parameters (W,, b, ). The parameters (W, b) map the external
input into the hidden representation, (W},,b) capture temporal dependencies by
propagating information across time steps, and (W,,b,) transform the hidden
state into the final output of the network.

Let ' (for 1 <i < 7) denote the vector obtained by mapping the i-th token
through the embedding layer when RNN models are applied to tasks in natural
language processing. d, denotes the dimensionality of the vector #?. The number
of hidden neurons in the hidden layer of the RNN model is denoted by dj,.

3 Attacks on RNNN Models in the S5 Scenario

In this section, we present a complete attack for RNN models in the logit-ouput
setting (S5). We begin by introducing the attack scenarios and the adversarial
capabilities. Next, we describe the process of converting an RNN model into
an equivalent FCN model using model equivalence transformation techniques.
To make the extracted parameters reusable, we then propose two methods: a
permutation alignment method and a scaling alignment method. Finally, we
introduce the recovery of the output layer.

3.1 Attack Scenarios and Adversary Capabilities

The RNN model is among the most widely used neural network models in natural
language processing, as its recurrent structure effectively captures sequential
dependencies in text.

Attack Scenarios. In our study, the attack scenario is defined as the application
of RNN models to binary text classification tasks. Traditionally, text classifica-
tion tasks are addressed by first splitting the input sequence into tokens, then
processing them through an embedding layer to obtain fixed-size vectors. The
sequence of vectors is subsequently fed into RNN models that output only the
final predicted y, without exposing any intermediate hidden states, as illustrated
in Fig. 3]

The parameter dimensions are: W, € R%¥d= 1, € Rénxdn p c R W, €
R, and b, € R. The initial hidden state h' € R is set to the zero vector O,
and the intermediate states are computed as

R = o(Woa! + WiLh! 4 b).
The final output y is computed as

y=o0Tt =W, +b,.

10



@: :‘ Sk
Fig.3: RNN model for binary text classification.

Adversary Capabilities. We make the following assumptions regarding the target
neural network to be extracted (denoted by f) and the attacker’s capabilities,
as adapted from [I[4] with minor modifications.

— RNN models with ReLU activation. f is an RNN model employing the
ReLU activation function.

— Known architecture. The attacker knows the architecture of f.

— Unrestricted input access. The attacker can query the network on any
input %, for 1 < 4 < 7, with full control over the inputs after the embedding
layer.

— Raw output access. f returns the complete raw output, with no post-
processing.

— Precise computations. f processes inputs using 64-bit arithmetic.

3.2 Idealized Attack Model

To perform a model extraction attack on RNN models, we propose model
equivalence transformation technique which transforms the RNN model
into an FCN model by controlling the input sequence. Once the model equiv-
alence has been established, the corresponding parameter recovery techniques
proposed in [T 4JT7] can be employed.

To begin with, we can control the input vectors in the simplest way. By fixing
x' =0, for 2 <4 < 7 and allowing only a single varying input ', the parameter
recovery problem of RNN models can be equivalently transformed into the pa-
rameter recovery problem of FCN models. After the equivalence transformation,
the resulting FCN model has the architecture d, — dj — 1.

However, this equivalence has a limitation: according to [4], current end-to-
end neural network parameter recovery methods can handle at most 3 layers for
an FCN model. When 7 > 3, it becomes infeasible to conduct an effective attack
using existing techniques.

The above equivalence method cannot be extended to deeper neural networks
because it fails to exploit the inherent characteristics of RNN models. Therefore,
we propose a novel attack which can recover deeper RNN models, leveraging the
intrinsic characteristics of RNN models. The first step of our attack constructs a
new equivalent model using the model equivalence transformation method and
recovers it. We control the input of the RNN model such that 272 # 0, whereas
all other inputs satisfy 2 = 0 for ¢ # 7 — 2. This setting is illustrated in Fig. |4]

11



where the green nodes represent zero vectors, the yellow nodes denote nonzero
input vectors of the RNN model, and the orange arrows indicate the data flow
induced by the nonzero input 27 2.

The transformation of 72 does not affect the content in the blue box in
Fig. 4l The blue box indicates that for 1 < ¢ < 7 — 3, 2 = 0, which under our
controlled input condition yields a fixed vector h™~2. The initial hidden state is
a zero vector, i.e., h' = 0. The iterative relation for computing h™~2 is given as
follows:

h2 = U(Whhl + b)7 h3 — U(Wth + b), - hT—2 — U(Whh7—3 + b)

Fig.4: RNN model input constraint: only «

7=2 i3 nonzero.

The actually recovered FCN model corresponds to the data flow along the
orange arrows in Fig.[d] Based on the data flow, we can compute the intermediate
states as:

Bt =a(Wex™ 2+ Wirh™ 2 +b), h™ =a(W,h™ ' +b),
hT+1 — U(WhhT +b), OT+1 — O_(Woh7+1 + bo)-

Since the blue box generates a fixed bias vector ™2, we can define the constant
bpew = Wiph™ 245 for simplicity. Under this controlled input condition, the RNN
model can be transformed into an equivalent FCN model with an architecture
of dimensions d, — d; — 1, as illustrated in Fig.

Accordingly, the parameters of the equivalent FCN model, constructed through
the model equivalence transformation technique, are expressed as follows:

— First: parameter matrix W, bias b,,e,-
Second: parameter matrix W}, bias b.

— Third: parameter matrix Wp, bias b.

— Output: parameter matrix W,, bias b,.

As shown in Fig. [5] the two parts which share identical parameters are
highlighted in red, and we additionally recover the third layer matrix, which
is identical to the second layer matrix, to facilitate our permutation and scaling
alignment method.

Our model equivalence transformation method considers only cases where a
single input vector is active under controlled input conditions. The depth of the

12



bnew b b bo
W, Wy Wy Wy
= -
Fig. 5: The equivalent FCN model where only 272 is nonzero.

equivalent FCN model depends on the active position of x under our controlled
input condition: if 7~ is active, the layer depth is 2; if 72 is active, the layer
depth is 3. For the equivalent FCN model obtained by unfolding the RNN model
along the data flow, d, denotes the size of the input layer, while dj; denotes the
number of hidden neurons.

In the S5 scenario, the first step of our attack is to recover this equivalent
three-layer FCN model with an architecture of d, — d3 — 1, using the model
extraction methods proposed in [II4]. We denote the recovered parameters as
Wi, b, w5 i@ 6 ® by

It is evident that RNN models have relatively few parameters, with the ma-
trices W, Wj, and vector b being reused across time steps. Nevertheless, due
to the issues of permutation and scaling of neurons that arise in the recovered
parameters, as discussed in Section [2.2] we cannot repeatedly use the previously
recovered parameters W, (1), W; (2), and bZ(Q). Our goal is to adjust the recovered

parameters W, (1), W; (2), and bZ(Q) in order to avoid repeatedly recovering the
same parameters. To address this problem, we propose two methods, namely the

permutation alignment method and the scaling alignment method.
In the following, we describe how W, (1), W}*@), and b}*L(Q) are processed to

adjust them for reuse. W, M can be directly reused, whereas WZ(Q) and bZ(Q)

require further adjustment. Let ); denote the scaling of neurons in the i-th
layer. It is a diagonal matrix

Qi = diag(c(li), cgi), ceey cgi)).

Let P; denote a permutation of the neurons in the i-th layer. We express the
recovered parameters in terms of the original parameters (W,,, Wy, Wy, bpew, b,
b,) together with the permutation matrices P; and scaling matrices Q;:

Wi = Py, b = PLQ1bnew,

Wi ® = PQuWiQr P, 5 = PQsb,

Wi = PsmiQy P, 5, = PyQsb,

Wy =Ww,Q3'P;t, b: = b,.
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Let = denote the input to this equivalent FCN model. Using the original
paramters, the output of this model y, is as follows:

Yo = w, U<Wh U(Wh U(wa + bnew) + b) + b) + bo-

In the S5 scenario, we can compute the same output y’ as y, using the
recovered parameters. Denote (yf, v5, y5, y2) as the intermediate state values
of each layer before ReLLU activation. The data flow is as follows, with z as the
input to the model with recovered parameters:

yik = PIQIsz + Plleneun

ys = (PaQaWrQy ' P Y) o(y}) + P2Qob,
ys = (PsQsWhQ3 ' Py ") o(y3) + PsQsb,
yr = (Wo@3 ' Pyt o(ys) + b,

W, 0<Wh o Wh o(Wo + buew) +b) + b) + b,

It can also be observed that, although the original parameters in the second
and third layers are identical, we cannot directly substitute the recovered second
layer parameters for the third layer parameters due to the permutation and scal-
ing of neurons during the actual parameter recovery. If we adjust the recovered
parameters of the second layer into the following form,

wr® = QW P, )P = Py,

WZ(Q) and b2(2) can be directly reused in subsequent layers of the extracted
model. When we use the reusable parameters to compute the output for x as
the input, their corresponding data flow (v}, ¥4, ¥4, y.,) is given as follows:

= PlQlVVI:z: + Pllenewa

vh = (PIQiW,Q7' P (1/1) + P1@qb,
= (PLQWQ7 P (yz) + P1Q1b.

yo = (WOQl 1Pl ( )

o

=W, <Wha(Wh Wa + buew) +) +b> + b,

This data flow clearly indicates that, after adjusting W;: @ and bZ(Z) to make

the permutation and scaling matrix consistent with the previous layer, the recov-
ered parameters of the second layer can substitute the parameters of the third
layer. After adjusting the parameters to make them reusable, the output layer
parameters can be recovered as W = W,Q7 P, ! and b% = b,.
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To make parameters reusable, we first apply the permutation alignment
method to compute Pngl. After aligning W;:(Q) and b;@), we obtain
Wi® = PQuWiQr P, by = PiQab.

Next, we apply the scaling alignment method to obtain ratio = P1Q1Q2_1P1_1.
Applying this ratio to W;(z) and bz(z) yields W;(z) = P1Q1Wth1Pf1 and
b:@ = pOb

h 1«10

3.3 Permutation Alignment Method

If the parameters can be reused, we need to adjust the row permutation of W;: @

and bZ(Q) to ensure consistency. The P1P271 matrix is computed from the per-

mutation obtained by aligning W; ) and b;;(z) based on their sign information.

Since the parameter recovery process preserves the sign of each individual
parameter (i.e., whether it is positive or negative), we can align two matrices
recovered from the same underlying matrix using their sign information. Specif-
ically, we apply the indicator function I(-), defined as

1, ifz >0,
0, otherwise,

]I(x>0):{

to extract the sign information from W;: ) and W; ) Denote the resulting sign
matrices by W; ) and W;: (3), respectively. Since W;: ) and W; ) are equivalent
parameterizations of the same underlying matrix W}, the two matrices satisfy
the following relation:

PQy WO ppt = Wi,

If we can align W;: ) and W; (2), we can recover the left permutation matrix
PQ5 ! and the right permutation matrix PP 1

We introduce a permutation alignment method that exploits row-sum and
column-sum information to construct candidate sets for each row and each col-
umn. The method iteratively refines these candidate sets by leveraging unique
row candidates, i.e., rows in W; @ that admit a single candidate, to prune col-
umn candidates and, symmetrically, by using unique column candidates to prune
row candidates, as shown in Algorithm [} Since the pruning process may gen-
erate new unique row and column candidates, we iteratively apply the pruning
procedure until no new unique row or column candidates are produced in an
iteration.

The probability that at least one unique row candidate exists during the
alignment process is equivalent to the probability that at least one row sum
appears exactly once in an n X n matrix after applying the indicator function.
Next, we provide a theoretical approximation of this probability.
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Algorithm 1 Permutation Alignment Method

43:
44:

Input: Ws*@), WS*(3)

Output: Regnd, C > Ceand: set of column indices
SumRow (M), SumCol(M) — row/column sums of M
function GenCand(c., cx) > Returns candidate index sets

Initialize empty list W
for each cg) € c,; do
Te (el =)
Append Z to W
return W

: function FindUnique(W)

Initialize empty list P
for each (i,Z;) € enumerate(V) do
if |Z;) =1 then
Append (4, Z;[0], 0) to P
return P

st SumROW(WS*(k>), s SumCol(W§<k)), k=2,3
¢ Reand GenCand(sgg), s,(ng)), Ceand GenCand(sg)7 s?))
: Pr < FindUnique(Rcand), Pe < FindUnique(Ceand)

: if |Pr] =0 and |P.| = 0 then

(Reand; Ceand) < FILTERCANDTWO(Rcand; Ceand)

: while true do

[Pelota + [Pe|
for each (i, %, ) € Pr do
if § =1 then
continue
for j < 0 to ncol(W:(B')) —1do
v Wi, ]
Ceandlj] = {J € Ceanald] | WEPLi, j] = v}
Mark (i,7,8) as used: § « 1
P. — P.U{(4,7,0) | (4,7) € FindUnique(Ceanda) A (4,7) & Pe}
|Pe|new < [Pel
|7Dr‘old — |7D’I‘A‘
for each (4, 7, f) € P. do
if f =1 then
continue
for i < 0 to nrow(Ws*(g)) —1do
v Wi, 4]
Reanali] < {7 € Reanali] | Wi, jl=v}
Mark (4,7,9) as used: § < 1
Py P U{(4,1,0) | (4,7) € FindUnique(Reand) A (i,7) & Pr}
[Py |new < |Prl
if ‘P7'|new - |P7'|01d A ‘P(;'new - |Pc‘old then
break
return Recand, Ceand
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Assume that M is an n x n matrix whose entries are independent Bernoulli
random variables, taking the value 0 with probability 1/2 and the value 1 with
probability 1/2, where 0 represents a negative sign and 1 represents a positive
sign. Let S; denote the sum of the i-th row. For each k € {0,...,n}, define the
event

Ay, := {the value k appears exactly once among S1,...,S,}.

We further define the event .
U:= U Ay,
k=0

which corresponds to the existence of at least one unique row sum.
Then

pr = Pr(S; =k) = (Z)Q”,
and the probability of the event Ay is given by
Pr(Ag) = npr(1 —pp)" L.

Summing over all possible values of k yields
A=) Pr(4),
k=0

which represents the expected number of row sums that occur exactly once.
Under a Poisson approximation, we have

Pr(U)~1—e >

In practice, since both unique row candidates and unique column candidates
can be exploited during the alignment process, the probability that a row or a
column admits a unique candidate can be expressed as

1- 6_2)\7 (1)

which increases with n, reaching 99.759% when n = 25 and a value whose devi-
ation from 1 is on the order of 10~** when n = 1000.

When n is relatively small and no unique row or column candidate can be
identified, we propose Algorithm [6] to reduce row or column candidate lists of
size two to a unique candidate, as described in Appendix [A7I] The core idea of
Algorithm [0] is to traverse candidate lists of size two and eliminate candidates
that do not satisfy the required consistency conditions. For example, consider a
row candidate for which there exists a column such that the corresponding value
in Wy ) does not match any of the values associated with the corresponding
column candidates in W, (3); in this case, the row candidate is filtered out. During
the execution of Algorithm [I} if no unique candidate is available, Algorithm [f] is
executed.
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Table 2: Results of the permutation alignment method.

Dimensions Numno Time

25 x 25 7 35x1073%
1000 x 1000 0 4.13s

To evaluate the effectiveness of our permutation alignment method, we con-
duct the following experiments. In each experiment, we generate an n X n matrix
M, where each element independently takes the value 0 or 1 with probability
1/2. We then generate a random n X n row permutation matrix P and a random
n X n column permutation matrix (), and compute

M, = PM,Q.

The goal of the experiment is to verify whether our permutation alignment algo-
rithm can recover the permutation matrices P and @ given M7 and M. For ma-
trices of size 25 x 25 and 1000 x 1000, we perform 10,000 permutation alignment
trials. As summarized in Table [2| our method successfully aligns the matrices
in all experiments. N, denotes the number of trials (out of 10,000) in which no
unique candidate can be identified based on the sums of row and column signs.
We observe that for the 25 x 25 alignment task, the absence of unique candi-
dates occurs with an extremely small probability, which is consistent with our
theoretical analysis. In such cases, by combining Algorithm [ with Algorithm
we can still successfully complete the alignment. The column Time reports the
runtime required for completing the alignment.

Algorithm [1| takes Wa @ and We ®) as inputs and returns the permutation
matrices R(P2Q3 ') and C(Po Py t). The algorithm first computes the row sums
and column sums of Wy ) and constructs, for each row and each column, a

candidate set of possible matches in W3 @),

Next, the algorithm identifies unique row candidates, namely rows in W, 2
whose candidate sets contain exactly one element. Once such a row index r is

fixed, the algorithm iterates over all column indices to perform pruning. For a

(2)[

given column index ¢, the entry W5 ~[r, c] is compared with the corresponding

@) [Feands Ccand], Where Tcana denotes the uniquely determined match-

(3

entries We
ing row in Wy ), and ccanq ranges over the column candidates associated with
column c. If the two values are inconsistent, the corresponding column candi-
date is pruned. An analogous pruning procedure is applied using unique column
candidates to further eliminate row candidates. Since each pruning step may gen-
erate new unique row or column candidates, the procedure is applied iteratively
until no new unique candidates are produced.

The Algorithm |§| takes Recand; Ceand, Wa (2), and W, ®) as inputs. The al-
gorithm traverses candidate lists whose size is exactly two and filters invalid
candidates based on consistency checks. For example, consider a row index r
whose candidate list contains two candidates. We temporarily fix one row can-
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didate rcanq and traverse all column candidate lists. For each column index c,
we examine all associated column candidates ccanq. If the corresponding entry
We ) [, c] does not match any of the entries Wy @) [Feand, Ccand], then the fixed
row candidate rcanq is eliminated. In this case, the remaining candidate becomes
a unique row candidate. The filtering procedure for column candidates is carried
out analogously.

Complezity The worst-case time complexity of Algorithm [6] for aligning an n xn
matrix is O(n?). In the worst case, the algorithm processes at most 2n row and
column candidates whose candidate lists have size two. For each such candidate
value, the procedure traverses up to n rows or columns, and each checking step
involves comparing up to n matrix entries.

Therefore, the overall worst-case time complexity is

4n x n x n = 0(n?).

The worst-case time complexity of Algorithm [I}for aligning an n x n matrix is
O(n?). In the worst case, the algorithm processes at most 2n unique candidates,
including both unique row candidates and unique column candidates. For each
unique candidate, the pruning procedure may traverse up to n row or column
candidates, and each pruning step involves comparing up to n matrix entries.
Therefore, taking into account the complexity of Algorithm [6] the overall worst-
case time complexity is

20 xn xn+4n xnxn=0(n%).

3.4 Scaling Alignment Method

In the preceding section, we introduced a method for achieving permutation
alignment; we now address the issue of neuron scaling, with the objective of
enforcing consistency in the row scaling, namely CSLQ) = cgl) for 1 <u < dp.

As discussed in Section[3.2] the second and third layers share the same matrix
W, and bias b. We would like to exploit this property to compute the ratio

Gu_ for 1 <u <dp.

First, based on the fact that the biases of the second and third layers are equal,
we can ensure that ch) = 0563), for 1 < u < dj, by normalizing the biases during
the parameter recovery process, which facilitates the computation of the ratio. In
order to justify this equality, we analyze the relationship between the recovered
biases b2(2) and b2(3) and the true bias b, disregarding permutation effects. From

the discussion in Section we know that the additional scaling factors c&l),

for 1 < u < dy, in the first layer only affect the column scaling of W, (2), and do
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not influence the scaling of b;(z)' Therefore, only the row scaling of the second

layer affects the recovered bias bZ@)- Since b2(2) is a vector, we can denote
b: @i = P bfi], for 1 <i < dp.

The same argument applies to the third layer
bi B [i) = P bfi],  for 1 <i < dp.

Following parameter recovery techniques [14], the recovered biases bz(z) and
bz(?’) in the practical recovery procedure can be normalized to £1 by simul-
taneously adjusting their values together with the corresponding rows of the
parameter matrices, without affecting the overall parameter recovery. Since the
biases of the second layer and third layer parameters are both denoted by b (with

consistent signs after normalization), their normalized values satisfy
bi @) = bi D], for 1 <i < dy.
And the following is directly obtained:
052) = c§3)7 for 1 <i<dy.

We conclude that if the original biases in the second and third layers are
identical, the biases can be normalized while simultaneously adjusting the cor-
responding parameter matrices row-wise, so that the recovered scaling of the
second and third layers remains consistent. In Section [2.2] without considering
permutations, we denote by w, ,, for all the entries of the matrix Wj. So the

(2

entries of W; are given by

W;@) (m,n] = cg) w’(’i’)", wherem,n € {1,...,ds}.
Cn

Similarly, for the third layer, the entries of the matrix W; ®) are

W;(g) [m,n] = ¢ wg’)n, wherem,n € {1,...,dp}.
C'n/
*(3)
Under the condition that cgz) = 053)7 for 1 <4 < dj, it follows that % [m,n] =
h
o) *(3)

oy for 1 < m, n < dp. By selecting any row from %, e.g., the 0-th row, we
h

)
directly obtain the scaling vector 03—2), where 1 < i < dp,.

€

Applying the inverse of C to W;: ) resolves the neuron permutation ambiguity
and transforms W;(z) = PgQgWthlel into W,’:@) = PngWthlel. The
same operation also transforms bZ(Q) = P>()-b into b2(2) = P1Q2b.

Subsequently, by applying the computed ratio to WZ (2), we obtain
w:® = PQW, Q7 P
Similarly, b;(z) = P1@1b is obtained by an analogous transformation.
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3.5 Recovery of the Output Layer

After applying the permutation and scaling alignment method, we proceed to
recover the output layer parameters W) and b). The parameters of the last
layer are recovered via the least squares method, along with the substitution of
the original parameters by the adjusted parameters W, (1), W; (2), and b2(2)7 as
illustrated in Fig. [} The parameters to be recovered are indicated by the purple
box. Let A{7t1) denote the output of the 7-th layer in the original model. Using
the substituted parameters, the 7-th layer output is computed as h*("+1) =
P;Q1h™ 1. Consequently, the recovered output-layer parameters satisfy W =
W,Q7' Pyt and b = b, where

B = Wi o Wi o(Wo + buew) +b) +b,

R+ = POy, J(Wh o(Wot + bnew) + b) + Pi@qb.

Therefore, given M distinct input vectors with M > d;, we are able to
compute the corresponding inputs and outputs of the final layer. As a result,
the parameters of the final layer, W and b}, can be recovered using the least
squares method.

b*(l) b:l(Z)

*(2 *
new h( ) b,

b
W W@ W@ | Wy
( ::)—» ( :::>— @ -y

Fig. 6: Recovery of the Final Layer Parameters.

In the following, we provide a brief introduction to the complete attack
pipeline for RNN models, as shown in Algorithm [2] First, we apply the model
equivalence transformation method to construct an equivalent FCN model with
ad, — di’L — 1 architecture. The model is then extracted using the approach pro-
posed by [4], with the bias values normalized to +1 in the process. Second, we
employ the permutation and scaling alignment method to enable the reuse of
the intermediate-layer parameter. Finally, based on the previously constructed
equivalent FCN model with a d, — d‘z — 1 architecture and incorporating the
reusable parameters, the output layer parameters (W} and b%) are recovered us-
ing the least squares method. The implementation details of the complete attack
pipeline are presented in Algorithm [2]

4 Attacks on RINN Models in the S1 Scenario

This section introduces the implementation of a complete end-to-end attack on
RNN models in the S1 scenario. If we can recover the three-layer FCN model
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Algorithm 2 RNN Attack Pipeline in the S5 Scenario
Input: An RNN model
Output: the functionally equivalent RNN model (W;(l), W;(2)7 b;(Q), wyg, bf,)
W;(l), W;(Q), 62(2)7 W;(3), b;(s) + Parameter extraction with z* =0, for ¢t # 7 —2
R,C < Permutation Alignment Method(V[/';:(Q)7 W;:<3))
W, — rw®c

. wr®)
ratio <= —h[0, ]

Wh
Initialize W as an empty matrix and b as an empty vector
fori=0tody, —1do
. *(2 .

Wi:] + Wy ®[Cll, ]

b b [Ch]
: for j=0tody, —1do
W, P[4, 1] « ratiolj] - Wj, ] > Each row is rescaled by a ratio
b, ?1j] « ratiolj] - b[j]
: Wy, b < Least-Squares Estimation based on W;(l), W;:(Z), b;m
: return W; M, W;(Q), bZ(Q), Wy, b

e e el e

in the S1 scenario, the attack methods for the S5 scenario are also applicable.
However, achieving a complete end-to-end attack is more challenging in the
S1 scenario. Therefore, we propose a new equivalence transformation for RNN
models that reduces the recovery problem to that of two FCN models with a
maximum depth of two. To enable parameter reuse, we propose a permutation
search strategy that adjusts the permutation of intermediate-layer parameters
and calibrates the scaling factors based on the recovered output-layer parameters
of the two models. Furthermore, to address the challenges of recovering the
parameters of equivalent FCN models in the S1 scenario, we propose an accuracy
enhancement method and a more robust sign search method.

4.1 Complete Attack Pipeline and Supporting Methods

The attack scenario and the adversary’s capabilities in the S1 scenario are es-
sentially the same as those in the S5 scenario, as described in Section [3.1} except
that the adversary only has access to the model’s predicted label rather than
the raw output of the RNN model.

To enable a complete end-to-end attack, we propose a new equivalent trans-
formation for an RNN model, which requires the recovery of only a two-layer
FCN model and a one-layer FCN model.

The first step of our attack pipeline is to recover the parameters of two
equivalent FCN models in the S1 scenario. The one-layer FCN model is obtained
by fixing the value of ™ # 0 and enforcing 2* = 0 forall 1 < i < 7 —1, as
illustrated in Fig.[7] The yellow nodes indicate that the corresponding values are
non-zero vectors, while the green nodes denote zero vectors.

The orange arrows represent the data flow in the equivalent model. Based on
this data flow, we can identify the corresponding parameters of the equivalent
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Fig. 7: RNN model input constraint: only 7 is nonzero.

FCN model, as illustrated in the left diagram of Fig. [8] where b, = W,h" +b.
The iterative relation for computing h” is given as follows:

h? = a(Wih! +b), ..., K71 = a(Wph™ ™2 +b), b7 = o(Wph™~! 4 b).

The two-layer equivalent FCN model is obtained by fixing the value of 27! and
enforcing the constraint ! = 0 for all i # 7 — 1, as illustrated in Fig. @ The
parameters of the equivalent model can be found in the right diagram of Fig.
where b,_1 = W,h™ ! 4+ 0.

O 0 - @O b

Fig.8: (Left) Equivalent FCN model with only 2™ nonzero; (Right) Equivalent
FCN model with only 27! nonzero.

T—1

Fig.9: RNN model input constraint: only x is nonzero.

As discussed in Section [2:2] we can represent the recovered equivalent model
using the permutation and scaling transformation matrices along with the origi-
nal parameters. For the sake of notational simplicity, we focus on the case where
the output-layer bias satisfies b, < 0.5. In this setting, the recovered bias is fixed

to —1, and the output weight W, is rescaled as W, «+ - 5 050
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In the S1 scenario, the parameters of the one-layer equivalent recovered FCN
model are denoted as

Wé = Wonlpflv W; = P1Q1W:m bi) = Oa blx = P1Q1b7~

Because the first-layer weights of the two-layer FCN model are identical to those
of the one-layer FCN model, once the first-layer weights of the one-layer FCN
model are recovered, they can be directly reused. The corresponding bias can
then be recovered using the dual-point technique. The parameters of the second
recovered two-layer FCN model are given by

W) =WoQy ' Pyt Wi =PQeW,aQy ' Pt W =PiQiW,,
by = -1, i = P2Qab, by = P1Q1b,_1.

After recovering two equivalent FCN models in the S1 scenario, the second
step aims to make the recovered parameters reusable. Specifically, we transform
the hidden-layer parameters as

W)« PLQiWxQi'PTY, b+ PiQub.

To make W)/ and b, reusable, we propose a permutation search strategy
to adjust them from the perspective of rows, as detailed in Algorithm [3} Once
the permutation matrix PlP{1 is determined, the corresponding scaling trans-
formation matrix P;Q1Q5 " P; ! can be derived from W/ and W/ If the guessed
permutation matrix is correct, W and b} can be reused, allowing the recovery
of an equivalent model. Specifically, we compute

Wo(PiPyt) = Wo@y P

and then take the element-wise ratios between W,Q5 le ! and the corresponding
entries of W/. These ratios allow us to recover the scaling transformation matrix
PiQiQy Pt

The permutation search strategy guesses the permutation and leverages two
sign-based constraints to effectively reduce the search space. The first constraint
exploits the sign consistency between W/(PiPy ') = W,Q7 Pyt and W/ =
W,Q5 ' Py . Since the permutation and scaling of neurons do not affect the
parameter signs, the correct permutation PP, ! must satisfy the condition of
sign consistency between W,Q; ' Py ' and W,Q5 ' Pyt

The second constraint exploits the sign consistency between b, = P1Q1b;
and the computed value (P, Py ) (W}’L’ o(bl) + b;{) Since b is a vector and b, =

Wi, o(br—1) + b, the computation can be expressed as

(PP (Wi ov)) +0) = (PP ) (PaQeWnQr Pt o(PuQubr 1) + PaQab)
= P1Q2b7'~
Therefore, the search space can be reduced by exploiting the sign consistency

between the computed values Py Q2b, and P;Q1b..
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In the reduced space, we search for PP, ! and its correctness is verified
through the dual points, as outlined in Algorithm 3] The procedure for validating
a guessed permutation is as follows. First, a three-layer equivalent FCN model is
constructed based on model equivalence transformation method, by controlling
input with 2™ 240 and 2t =0 for all t # 7 — 2.

Then, we can find the dual points of this three-layer equivalent model. The
bias for the first layer of this equivalent model, Py@Q1b,_2, can be computed
based on our adjusted parameters, while the parameters of the other layers can
be applied directly. Therefore, we can use the recovered parameters to build a
functionally equivalent FCN model, and assess the correctness of the permuta-
tion based on the output of the dual points.

Algorithm 3 Permutation Search Strategy

1: Input: W7/, by, Wi/ by, W, b,, W, dual points
2: Output: W}/, b},
3: function matmul(W, X, b)
4: return WX +b
5: function FindCond (W7, W2) > Return conditions for the permutation
6: I {7 | Welj] >0}, 17« {j | W[j] <0}
7: return [[T if Wi[i] > Oelse ™ |i=0,...,dim(W7) — 1]
8: function RunDualPoints(W., buew, W, b, W), b)) > Validate the permutation
9: D <+ dual_points
10: for (w,b) in ((W;, W, W], [bnew, b, b]) do
11: D «+ o(matmul(D, w, b))
12: D + matmul(D, W/, b,)
13: if D = 1 with tolerance 10~° then return true
14: else return false
15: cff « Wy o (b)) + by,
16: cond 1 < FindCond(W,, W,'), cond 2 < FindCond(b,, c};)
17: listget[i] < CODd_l[ﬂ Ncond 2[], Vie{0,...,d,—1}
18: Partition {listsc:[i]};"g " into {Vi,...,Vi}, Define P = []}_, Perm(V})
19: for all p € P do
20: Initialize W < zero matrix (shape W}') and b < zero vector (shape bj, )
21: for i =0 to len(p) — 1 do
22: ratio <— WV';;Z}]ZH
23: W i) + Wy/[pli], :] - ratio > Each row is rescaled by a ratio
24: bli] < by [pli]] - ratio
25 h+ 0
26: for j=0to7T—4do
27: ht < o(matmul(he, W, b))

28: bpew < matmul(hg, W, b)

29: if RunDualPoints(W,,, bpew, W, b, W), b,) then
30: W/« W, b < b

31: return W;/, b},
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4.2 Improvements on Parameter Recovery Techniques

Accuracy Enhancement Method. For dual points used in parameter recovery,
the corresponding intermediate neuron values in the neural network should be
sufficiently close to zero, as this property has a significant impact on the accuracy
of parameter recovery.

Compared to the S5 scenario, the S1 scenario is substantially more challeng-
ing. In particular, we cannot determine whether the derivative of the output
changes in order to precisely identify critical inputs. Instead, critical planes are
detected by traversing along the input space and observing whether the plane
exhibits curvature. As a result, numerical inaccuracies accumulated during this
process may cause some dual points to deviate from ideal critical points, render-
ing them insufficiently accurate in the end-to-end attack setting.

For the two RNN models, we separately examine the neuron state values
corresponding to the dual points within the dual-point clusters used for neuron
parameter recovery. The results are shown in Fig. For the equivalent FCN
models corresponding to two different RNN models, we separately evaluate, for
each cluster, the curve of the maximum neuron state value (shown in blue) and
the curve of the median state value (shown in orange). Neurons indexed from
0 to 15 correspond to the first layer, while indices from 16 to 31 correspond to
the second layer. We observe that some dual points are not sufficiently accurate.
In particular, their distances from zero are noticeably larger compared to those
of other points. If dual points that are not sufficiently accurate are used during
parameter recovery, the accuracy of the recovered parameters may be degraded.

~®— Max Value
Mid Value

106 § =@— Max Value
Mid Value

Value(log scale)
Value(log scale)

T T T T T T T T T T T T T T
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Neuron Neuron

(a) 50-16*°~1 RNN model (b) 50-16'°2*-1 RNN model

Fig. 10: Neuron State Values Corresponding to Dual Points

To filter out insufficiently accurate points, we propose an algorithm for im-
proving recovery accuracy, as shown in Algorithm [d The core idea of our algo-
rithm is to discard dual points that exhibit large variance.

The function GENSUBFORWARD in Algorithm [ is responsible for generat-
ing subspace points and performing the corresponding forward propagation. The
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function RECOVERW recovers the weight parameters via singular value decom-
position (SVD), while RECOVERB computes the bias parameters based on the
recovered weights. Finally, the predicate ISHITS is used to verify whether, for
each neuron in the layer preceding the target layer, there exists at least one dual
point whose corresponding neuron state is active.

Algorithm [4 takes as input a list of acceptable variance thresholds, denoted
by Tiist, which is sorted in ascending order (e.g., [10716,1071% .. ]) to guarantee
that the algorithm eventually returns a result. Once a variance threshold is se-
lected, the algorithm attempts to recover the weight vector w using the current
set of dual points Piemp. For each dual point in Pemp and the corresponding gen-
erated subspace point, denoted by P atrix, the variance of the projected neuron
state Ppatrixw is computed.

Our key observation is that dual points derived from insufficiently accurate
dual points tend to induce larger and more unstable fluctuations in the neuron
state values Py airixw. Therefore, by filtering out dual points with larger variance,
the recovered weight parameters can achieve higher accuracy. If the variances
associated with all dual points are below the selected threshold, the algorithm
proceeds to recover the bias parameter and returns both the weight and bias.

Otherwise, to improve efficiency, the algorithm discards the half of dual points
with the largest variances. Each candidate set for removal, denoted by Dsyp, is
further validated by checking whether the remaining dual points still activate
all neurons in the layer preceding the target layer. If Dy # 0, the algorithm
updates Piemp by removing Dy, and repeats the above procedure.

If Dyin = 0, the filtering process cannot proceed under the current configu-
ration, as no dual point can be safely removed. In this case, the algorithm adds
Piemp to Dy Without changing the current variance threshold, the algorithm
then removes D,; from the original input set P.; and continues the filtering
process on the remaining dual points. For intermediate-layer parameters, the
condition Dy = 0 is used as the criterion for adding Piemp to Dani. In contrast,
for the first layer, the corresponding criterion is | Piemp| = 2.

When removing D, from P, leaves an empty set, or when the remaining
dual points no longer activate all neurons in the layer preceding the target layer,
the algorithm concludes that the weight vector w cannot be recovered under the
current threshold. It then proceeds to a larger variance threshold to relax the
constraint.

Sign Search Method. To perform an end-to-end attack, we introduce a new sign
search method specifically designed for the penultimate layer, as presented in
Algorithm [5| We guess the parameters of the penultimate layer and exploit the
recovery of the final layer to confirm that the sign recovery of the penultimate
layer has been performed correctly. If the guessed signs are correct, the entire
reconstructed model is guaranteed to be correct. We then employ dual points
to verify whether the recovered equivalent model yields an output of 1, which
serves as a criterion for assessing the correctness of our sign recovery.
Algorithm [5| returns parameters of the penultimate-layer with the correct
signs as well as the output layer. For ease of exposition, Algorithm [5] targets
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Algorithm 4 Accuracy Enhancement Method

1: Input: Pset, Tiist
2: Output: w, b
3: for each 7 € Tyt do

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

Doy <0
while true do
Ptemp — Pset \ Dall
if |Piemp| = 0 then
break
if IsHits(Piemp) = false then
break
while true do
Pan + GENSUBFORWARD (Piemp )
w < RECOVER_ W (Pan)
V0
for each Prhatrix € Pan do
V < VU {VAR(Pmatrix - W)}
if Vo €V, v < 7 then
b + RECOVER _B(Pan)
return (w,b)
Zaer = AIGLOP[(| Py |+1)/2] (V)
Dwini < {pi € Peemp | © € Zge1 }
Dwinn {p € Duyin ‘ ISHITS(Hemp \ {p}) = true}
if ‘Dwm| =0 then
D(Lll — Dall U Ptemp
break
Ptemp — Ptemp \ Dwill
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the recovery of the signs associated with W}’ and b} in the equivalent model
RNN,_;. In Algorithm [5} the function Solve_Last_Layer denotes the proce-
dure used to recover the parameters of the output layer, following the method
proposed by [2]. The function Run_Model produces the outputs of the dual
points using the recovered parameters.

Algorithm 5 Sign Search Method

1: Input: W/, b, W}/ by, dual points

2: Output: W/, b, W/

3: Construct sign _combs as the set of all 2+ sign vectors in {£}%".
4: for each sign_t € sign combs do

5: Initialize W < Zeros(shape(W})))

6: Initialize b + Zeros(shape(by))
7.
8

fori=0tod, —1do
: Wi, :] < sign_t[i] - W}'[3, :] > Each row is rescaled by a ratio
9: bli] < sign__t[i] - b}, [i]
10: W' < Solve_Last_Layer(dual _points, W,/, by, Wy, by,)
11: Out + Run_ Model(dual_points, W/, by, W,,, b,, W.')

12: if Out is element-wise within 107% tolerance of 1 then
13: Wy« W, bl + b
14: return W;/, b}/, W/

5 Experiments

In this section, we introduce the training pipeline for RNN models, and the
evaluation metrics for recovered RNN models.

RNN Training Pipeline. For the training of RNN model, we employ the IMDB
dataset [19], accessed via the Keras library [7], which consists of 25,000 training
and 25,000 testing samples annotated with binary sentiment labels. To reduce
computational complexity, the vocabulary is restricted to the 5,000 most frequent
words. Each sequence is truncated or padded to a fixed length of 7 tokens, where
7 denotes the depth at which the RNN model is reformulated into an FCN
model. Word embeddings are obtained using Word2Vec [21I] with the skip-gram
algorithm on the IMDB corpus.

For the IMDB dataset, 80% of the training samples (20000 samples) are used
as the training set, while the remaining 20% (5000 samples) form the validation
set; the test set corresponds directly to the provided testing samples (25000
samples). Training was performed for 40 epochs, with all datasets processed in
mini-batches of size 32. Models were trained using the binary cross-entropy loss
and the Adam optimizer [I5] with the default Keras [7] settings. The learning
rate was fixed at 0.001 throughout training.
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FEvaluation Metrics and Results. The aim of the extraction is not to replicate
the target network exactly, but rather to obtain what is referred to as an (e, d)-
functionally equivalent extraction [4]. This metric is calculated by comparing the
output of the target model with that of the recovered equivalent model, both of
which take the same input. Each input sample of the RNN models consists of 7
embedding vectors, denoted as s. The L samples are randomly generated, which
together constitute the overall input space, denoted as S. The definition of (¢, )
is thus given as follows.

Definition 4. Two models | and g are (€,0)-functionally equivalent on S if

Pr[[f(s) —g(s)| <e]21-4.
seS

We adopt the (e,d) evaluation metric as the basis for model assessment and
set L = 2 x 108. To facilitate clarity, the RNN models are represented using
their equivalent FCN model formulations. For example, consider an RNN model
with embedding dimension d, = 50, hidden size d;, = 16, and sequence length
7 = 40 (each sample contains 7 embedding vectors). The equivalent structure is
denoted as 50 — 1640 — 1.

In the S5 scenario, we provide five attack results of RNN models with different
configurations, including 50—16'9%4 -1, 50—20%°—1, 50—16'%°—1, 100—164° —1,
800 — 16%° — 1. Our end-to-end attack results provide the deepest attack results.
In addition, our attack methods are theoretically not limited by network depth.
In the S1 scenario, we adopt the same evaluation metrics (e, d) to evaluate the
recovered RNN model. However, since the recovered parameters of the output
layer contain a scaling factor 1/]0.5—b,|, we remove this factor before evaluating
our recovered RNN model. This operation is used to facilitate evaluation and has
no impact on our attack results. We present the attack results for the 50—164° —1
model, which represents the deepest model extraction attacks in the S1 scenario.

6 Conclusion

In this paper, we introduced the first cryptanalytic extraction attack for RNN
models in both the S1 and S5 scenarios. By exploiting the inherent parameter-
reuse property of RNN models, our attack enables the extraction of much deeper
models compared to previous publications. Our end-to-end attack extracts RNN
models of up to 1024 layers in the S5 scenario and 40 layersl in the S1 sce-
nario, respectively. The main steps of the attack are similar in the S1 and S5
scenarios, converting the RNN model into FCN models via the model equiva-
lence transformation method, and then adjusting the parameters for reuse. In
the S5 scenario, we convert the recovered RNN parameters into a three-layer
FCN model. To address the problem of neuron permutation and scaling in mak-
ing the parameters reusable, we propose the permutation and scaling alignment
method. Since extracting an end-to-end three-layer FCN in the S1 scenario is
challenging with current methods, we introduce an alternative approach for con-
structing equivalent models. The recovered RNN parameters are transformed
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into two FCN models of depth at most two. To make parameters reusable, we
propose a value-based alignment method and a permutation search strategy. In
addition, to address the challenges encountered during the model extraction at-
tack in the S1 scenario, we propose a sign search method for recovering the signs
of the penultimate layer and a filter method to facilitate clustering.
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A Appendix

A.1 Filter Candidate Two Method
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Algorithm 6 Filter Candidate Two Method

1: Input: Reand, Ceand, WS*(2), W;(3)
2: Output: Reand, Ceand
3: function FindTwo(W)
4: Initialize empty list P
5: for each (4,Z;) € enumerate(VV) do
6: if |Z;| = 2 then
7: Append (i, Z;[0,1], 0) to P
8: return P
9: P, + FINDTWO(Rcand)
10: P. + FINDTWO(Ccand)
11: for each (ri, Rval) € Pr do
12: faiter < false
13: for each 74 € Ryal do
14: for j =0 to cols(WS*<2)) —1do
15: v = We P[] [5]
16: Jatisty < false
17: for each ¢ € Ccana[j] do
18: vy — Wi ][]
19: if v, = vy then
20: Jatisty < true
21: break
22: if fsatisfy then
23: continue
24: else
25: fatter ¢ true
26: break
27: if fiie, then
28: Reand & Reand \ {’r'g}
29: break
30: for each (ci,Cval) € P do
31: faiter < false
32: for each ¢4 € Cya1 do
33: for i =0 to rows(W;@)) —1do
34: vy WEPi[ed]
35: Jatisty < false
36: for each ¢ € Rcandli] do
37: Vg w:® [c][eq]
38: if v, = vy then
39: Jsatisty < true
40: break
41: if fiisry then
42: continue
43: else
44: fatter ¢ true
45: break
46: if fiier then
47: Ccand < Ccand \ {Cg}
48: break

return Reand, Ceand
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