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Abstract. This paper presents a new method for approximating the 
correlations of differential-linear distinguishers. From the perspective of 
Beyne’s geometric approach, the differential-linear correlation is a corre-
sponding coordinate of the correlation vector associated with the cipher-
text multiset, which can be obtained by using the correlation matrix of 
the 2-wise form of the cipher. The composite nature of the correlation 
matrix leads to a round-based approach to approximate the correlation 
vector. This simple approximation is remarkably precise, yielding the 
most accurate estimation for differential-linear correlations in Ascon thus 
far and the first DL distinguishers for 6-round Ascon-128a initialization. 
For Present, we present 17-round DL distinguishers, 4 rounds longer 
than the current record. To apply the round-based approach to ciphers 
with the large Chi (χ) function as nonlinear functions, we deriv e the-
orems to handle the correlation propagation for χ and its 2-wise form.
Strong DL distinguishers for up to 6 rounds of Subterranean-2.0 and
Koala-p are provided, 2 rounds longer than the previous differential and
linear distinguishers. Furthermore, the round-based approximation idea
is also extended to the higher-order differential-linear distinguishers. We
give the first second-order DL distinguisher for 6-round Ascon-128 ini-
tialization and the first second-order DL distinguishers for up to 7 rounds
of Subterranean-2.0 and Koala-p.
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1 Introduction 

Differential-linear (DL) cryptanalysis was proposed by Langford and Hellman in
1994 [25] to combine the two most effective c ryptanalysis techniques: differen-
tial [12] and linear cryptanalysis [28]. In DL cryptanalysis, the adversary first 
finds a DL distinguisher where the correlation of a linear combination of the 
ciphertext d ifference bits under a fixed plaintext difference is significantly away
from zero.

The classical method of detecting the DL distinguisher is to split the target 
cipher into two parts and combine a strong differential characteristic for the first 
part and a strong linear approximation for the second. This method is far from 
precise and sometimes even fails; thus, experimental computations are actually 
largely used to compute the real DL correlations for short rounds before. Since
2014, many theoretical methods have been proposed to enhance the precision of
the DL correlation detection.

Related Works. In [13,14], Blondeau, Leander, and Nyberg introduced a pre-
cise formula to compute the DL correlation, where the sole assumption is the 
independence between the two parts of the cipher. However, it requires enumer-
ating all trails, w hich is computationally infeasible. Later, Bar-On et al. proposed
the Differential-Linear Connectivity Table (DLCT) to handle the independence
assumption [2]. The DLCT is applied to one layer of S-boxes to switch the dif-
ference to linear masks. Recently, Hadipour, Derbez and Eichlseder generalized 
the DLCT framework to multiple inner rounds, with building several kinds of
tables [22]. Meanwhile, Peng et al. also proposed a similar approach, which prop-
agates the input difference forward for several rounds with truncated differences
and then connects them to a linear trail through the DLCT [31]. 

In [27], Liu, Lu and Lin found another way called Differential Algebraic 
Transitional Form (DATF) to detect the DL correlations. The correlations of 
intermediate state difference bits are estimated according to the algebraic normal 
forms (ANFs) of the round functions. The final DL correlation is estimated
based on the intermediate difference bits. This technique was later applied to
the higher-order differential-linear (HDL) attacks [11]  by  Hu  et al. [23]. Most 
recently, Che and Tian improved the DATF precision b y proposing new bias
estimation algorithms [16]. 

These methods have been mainly applied to S-box based ciphers. For 
Addition-Rotation-XOR (ARX) ciphers, Niu et al. derived an exact differential-
linear propagation for the modular addition operation [30]. Recently, Gong et 
al. proposed an hourglass(-like) structure to capture the effective DL distin-
guishers [34]. Regarding ciphers that utilize large Chi (χ) functions, there is a 
limited number of research approaches in DL cryptanalysis, let alone the HDL
cryptanalysis.

Motivation. Beyne’s geometric approac h [3–6] is a meta-methodology for crypt-
analysis, transforming cryptanalysis into linear algebra in high-dimensional 
spaces, thereby simplifying their conceptual complexity. This geometric approach



154 K. Hu et al.

framework has resolved many long-standing challenges. F or instance, quasidiffer-
ential [7] techniques enable the study of differential probabilities under fi xed-key
settings; ultrametric integral cryptanalysis [9,10] allows probing whether the 
sum of ciphertext bits is a multiple of pt (p is a p rime and t is an integer); and a
mixed-basis geometric approach [24] can automatically search for distinguishers 
based on multiple-of-8 property [21] with to ols.

DL cryptanalysis has been incorporated into the geometric approach frame-
work using a mixed-basis approach [24]. Theoretically, the exact DL correlation 
can be obtained by enumerating all differential-linear trails. However, due to 
the exceedingly weak correlation of individual trails, exhaustive enumeration is 
practically infeasible even for relatively simple ciphers. For example, Hu et al. 
performed trail en umeration for 7-round Simeck-32 and 8-round Simeck-48, con-
firming two DL distinguishers with correlation 1 previously reported by Hadipour
et al. in [22]. Yet, for ciphers with more rounds or larger state sizes (e.g., Simeck-
64), their method becomes computationally prohibitive. This reveals the inad-
equacy of trail-based geometric approaches f or DL attacks, necessitating the
development of new approximation techniques for estimating DL correlations.

Our Contributions. We begin by proposing a novel perspective for under-
standing DL correlations from the viewpoint of the geometric approach: the DL
correlation corresponds to a coordinate of the correlation vector (Definition 2) 
of the ciphertext multiset. This correlation vector can be derived by multiplying
the correlation matrix [5,17] of the 2-wise form (Definition 1) of the cipher with 
the correlation vector of the plaintext multiset.

Leveraging the properties of correlation matrices within the geometric app-
roach framework, we adopt a round-based approximation strategy to estimate 
the ciphertext correlation vector, thereb y enabling the estimation of DL corre-
lations. This round-based approach offers several advantages:

1. It is highly straightforward, requiring only simple matrix and vector opera-
tions. For an Substitution-Permutation Network (SPN) cipher with t parallel 
m-bit S-boxes, the complexity of the basic m ethod is O(t × 23m), allowing
efficient correlation estimation within a short time.

2. It achieves high accuracy. With only minimal optimizations, we obtain the 
most precise and longest DL distinguishers known to date for b oth Ascon and
Present. A detailed comparison with previous results is provided in Table 1. 

3. It is theoretically sound, facilitating the estimation of DL correlations under 
fixed-key settings – an aspect often overlooked in prior work.

To extend this round-based approach to ciphers that utilize large χ, we derive 
exact propagation rules for the correlation of χ and its 2-wise form with a recur-
sive matrix multiplication method. This enables the estimation of DL correla-
tions for ciphers like Subterranean-2.0 and Koala, which employ large (257-bit)
χ as nonlinear layers. We present 5-round and 6-round DL distinguishers for
Subterranean-2.0 and Koala, surpassing the best previous differential and lin-
ear distinguishers by 2 rounds.

Furthermore, a similar methodology can be applied to HDL cryptanalysis. 
For  an  SPN  cipher  with t parallel m-bit S-boxes, the complexity of a d-th-order
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Table 1. DL and HDL correlations detected by previous methods and our round-
based method. All results here are without conditions. In [31], a 6-round Ascon-128 
initialization DL correlation was reported, but it has been found invalid [16,33]. The 
entries marked with a ★ indicate that we obtained valid DL correlations for more 
rounds than prior work. TDT is short for Tr uncated Difference Distribution Table,
the technique proposed in [31]. GDLCT is short for generalized DLCT, the t echnique
presented in [22]. 

Target Rounds Exp. Cor. Th. Cor. Method Ref. 

Differential-linear distinguisher 

Ascon-128 init. 4 2−1 2−5 DLCT [2] 
2−1.36 ATF [27] 
2−1.09 HATF [23] 
2−1 TDT [31] 
2−1 Round-based Section 4.1 

5 2−8.94 2−9.1 TDT [27] 
2−8.94 Round-based Section 4.1 

2−7.94 2−7.94 Round-based Section 4.1 

Ascon-128a init. 6 ★ – 2−23.89 Round-based Section 4.1 

Ascon-p 5 2−4.33 2−4.0 GDLCT [22] 
2−4.21 Round-based Section 4.1 

2−7.61 2−6.83 GDLCT [22] 
2−7.58 Round-based Section 4.1 

6 ★ −2−21.89 Round-based Section 4.1 

Present 13 2−27.01 GDLCT [22] 
2−22.43 Round-based Section 4.2 

17 ★ 2−29.76 Round-based Section 4.2 

Subterranean-2.0 5 ★ −2−7.88 −2−7.98 Round-based Section 6.1 

6 ★ 2−20.09 Round-based Section 6.1 

Koala-p 5 ★ 2−6.73 2−6.87 Round-based Section 6.2 

6 ★ 2−21.42 Round-based Section 6.2 

Second-order differential-linear distinguisher 

Ascon-128 init. 5 2−5.60 2−6.05 HATF [23] 
2−5.63 Round-based Section 7.1 

6 ★ 2−45.35 Round-based Section 7.1 

Subterranean-2.0 5 ★ 2−6.05 2−6.05 Round-based Section 7.2 

7 ★ 2−90.99 Round-based Section 7.2 

Koala-p 5 ★ 2−5.89 2−6.09 Round-based Section 7.3 

7 ★ 2−86.24 Round-based Section 7.3 
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DL attack is O(t × 2(2d +1)m). We report the first second-order DL distinguisher 
targeting the 6-round initialization phase of Ascon-128. The technique is also 
applied to large χ, yielding the first 7-round second-order DL distinguishers for 
both Subterranean-2.0 and Koala (in the black-box setting). These results are
also summarized in Table 1. 

Source Codes. All sourse codes that can reproduce this p aper’s results are 
provided at https://github.com/hukaisdu/Round-based-approximation.git. 

Organization of this Paper. The remaining part of this paper is organized 
as follows. Section 2 introduces necessary background knowledge for understand-
ing this paper. In Sect. 3, we present our round-based appro ximation approach. 
Section 4 gives the applications of the new approach to S-box based Ascon and 
Present. We show how to use the round-based approximation for ciphers with 
large χ in Sect. 5 and Sect. 6. In Sect. 7, we give the results of o ur second-order 
DL distinguishers. Section 8 concludes the paper. In Appendix A, we give the 
theorems for HDL correlation appro ximation for both S-box a nd χ functions.

2 Preliminaries 

2.1 Notations 

In this paper, math italic alphabets represent vectors x ∈ Sn for a positive 
integer n,  where  S can be F2 (the finite field containing 0 and 1)  or  R (the 
real numbers) in this paper. The i-th coordinate of x is written as x[i],  where  
x[0] is the leftmost element. The inner product of two vectors in Fn 

2 is written 
as x y = x · y = n−1 

i=0 x[i] · y[i]  mod  2. The coordinate at the v-th row and 
u-th  column  of  a  matrix  M ∈ Sn×n is written as M[v, u], also called the (v, u)-
coordinate. If the index of a vector or a matrix consists of d parts, we write the 
index in a bracket, like (v0,  v1). Thus, a coordinate of a matrix can be written 
like M[(v0,  v1), (u0,  u1)]. In this paper, we do not distinguish between addition
in R and addition in F2 in writing, as they can be naturally derived from the
context.

Let n, m and t are three integers, where n = mt. If a vector γ ∈ R2n 
can be 

decomposed into a Kronecker product of t small vectors in R2m 
, we write these 

small vectors as γ[0] ,  γ[1] ,  .  .  .  ,  γ[t−1] ∈ R2m 
, i.e., 

γ = 
t−1 

i=0 

γ[i] or γ[( v0,  v1,  .  .  .  ,  vt−1)] = 
t−1 

i=0 

γ[i][vi]. 

For the sake of convenience, w e introduce two maps to handle the change of
indices.

Projection Maps. For v =  (v0,  v1,  .  .  .  ,  vt−1) ∈ Fmt 
2 , a projection m ap is defined 

as 
t 
i : F

mt 
2 → Fm

2 ; v vi.

https://github.com/hukaisdu/Round-based-approximation.git
https://github.com/hukaisdu/Round-based-approximation.git
https://github.com/hukaisdu/Round-based-approximation.git
https://github.com/hukaisdu/Round-based-approximation.git
https://github.com/hukaisdu/Round-based-approximation.git
https://github.com/hukaisdu/Round-based-approximation.git
https://github.com/hukaisdu/Round-based-approximation.git
https://github.com/hukaisdu/Round-based-approximation.git
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Inclusion Maps. An inclusion map is defined as 

τ t 
i : F

m 
2 → Fmt 

2 ; v (0,  .  .  .  ,  v,  .  .  .  ,  0) (v is the i -th element, the length is t). 

If the information about t is clear f rom the context, we can omit t.
When the index element is a tuple, and τ work parallelly for each element 

in the tuple. For example, for v =  ((v0,0,  v0,1), (v1,0,  v1,1),  .  .  .  ,  (vt−1,0,  vt−1,1)), 

t 
i(v)  =  (vi,0,  vi,1) 

and 
τ t 
i ( 

t 
i(v)) = ((0, 0), (0, 0),  .  .  .  ,  (vi,0,  vi,1),  .  .  .  ,  (0, 0)). 

Furthermore, the Kronecker delta function is used in this pap er, which is defined
as

δ(x) =
1, if x = 0
0, otherwise.

2.2 Differential-Linear and Higher-Order Differen tial-Linear 
Cryptanalysis 

Differential-linear cryptanalysis was proposed by Langford a nd Hellman in 
1994 [25]. For a cipher F : Fn 

2 → Fn 
2 ,  let  c = F(p) and c = F(p ). Given a 

difference-mask pair (Δ, λ) where p = p + Δ, the correlation of a DL approxi-
mation, denoted by DL[Δ F−→ λ], can be derived from the following equation 

DL[Δ F −→ λ]  =  Cor[λ · (c ⊕ c )] := 2−n 

x∈F
n 
2 

(−1)λ (F(x)+F(x+Δ)). (1) 

If DL[Δ F−→ λ] is significantly different from 0, we can distinguish the cipher from 
a random p ermutation.

Inspired by DL cryptanalysis, Biham, Dunkelman, and Keller studied other 
kinds of combined attac ks including the higher-order differential-linear crypt-
analysis [11] that combines a higher-order differential distinguisher and a linear 
approximation. Suppose Δ =  (Δ0,  Δ1,  .  .  .  ,  Δd−1) where all Δi’s are linearly 
independent differences. Span(Δ) represents the space that contains all linear 
combinations of components of Δ. The HDL correlation for F with the input 
difference Δ and output mask λ, denoted by HDL[Δ F−→ λ], is d efined as 

HDL[Δ F−→ λ]  =  Cor 

⎡ 

⎣λ 

⎛ 

⎝ 
θ∈Span(Δ ) 

F(x + θ) 

⎞ 

⎠ 

⎤ 

⎦ := 2−n 

x∈F
n 
2 

(−1)
λ θ∈Span(Δ ) F(x+θ) (2) 

2.3 Geometric Approac h 

The geometric approach in cryptanalysis was proposed by Beyne [5,6]  as  a  meta  
approach to think about v arious cryptanalyses. With this approach, the linear
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cryptanalysis [5], differential cryptanalysis [7], and integral cryptanalysis [8–10] 
have been reconsidered as special forms after the change-of-basis of a linear 
extension of the target cipher. Given a function F : Fn 

2 → Fn 
2 (this paper does 

not consider ciphers in characteristics larger than 2), the geometric approach 
first regards elements in Fn 

2 as a set of basis vectors, denoted by δu for u ∈ Fn 
2 , 

and constructs a linear space with a field K. The linear space is called a free 
vector space, defined as 

K[Fn 
2 ]  :=  

⎧ 
⎨ 

⎩ 
u∈F

n 
2 

kuδu : ku ∈ K 

⎫ 
⎬ 

⎭ . 

The linear extension of F is defined as 

TF : K[Fn 
2 ] → K[Fn 

2 ]; 
u∈F

n 
2 

kuδu → 
u∈F

n 
2 

kuδF(u). 

If we regard {δu,  u  ∈ Fn 
2} as the standard basis, the matrix of TF can be written 

out. For the sake of simplicity, we also write this matrix as TF which would 
not c ause any problem in this paper. By choosing another basis, for example, 
{βu,  u  ∈ Fn 

2},  that  satisfies  

(δ0,  δ1,  .  .  .  ,  δ2n−1)  =  (β0,  β1,  .  .  .  ,  β2n−1)H 

where H is the change-of-basis matrix, we can do the change-of-basis op eration
on TF. The new matrix similar to TF is

CF = H · TF · H−1.

When K := R and H is the Walsh-Hadamard matrix, {βu, u ∈ F
n
2} is called the

linear basis [5], and CF is called the correlation matrix. Note that the correlation 
matrix was for the first time introduced by Daemen, Govaerts, and Vandew alle
in [17]. The (v, u)-coordinate of CF is the famous expression used in linear crypt-
analysis, 

CF[v, u]  =  2−n 

x∈ Fn 
2 

(−1)u x+v F(x). (3) 

The above analysis is applicable to any function. In [24], Hu et al. used the 
order of an attack to describe the number of messages in an attack sample. 
For example, in differential cryptanalysis, a pair of two messages is used for 
the attack, so it is a second-order attack. However, the term order has been 
heavily used for describing some attacks like the higher-order differential attack. 
To avoid such ambiguity, w e rename it and reformulate it as follows,

Definition 1 (d-wise form of a function [24]). The d-wise form of a function 
F : Fn 

2 → Fn 
2 is defined as 

F×d : Fn×d 
2 → Fn×d 

2 

(x, θ1,  θ2,  .  .  .  ,  θd−1) (F( x), Dθ1F(x),  .  .  .  ,  Dθd−1F(x)).
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DθF(x) is the derivative of F in the direction of θ at the point x, i.e., DθF(x)  =  
F(x)  +  F(x + θ). 

Since F×d is also a function, we can apply the geometric approach to it. For 
example, considering the change-of-basis matrix as d 

i=1 H, we obtain 

CF×d 
= 

d−1 

i=0 

H · TF×d · 
d−1 

i=0 

H 
−1 

= 
d−1 

i=0 

H · TF×d · 
d−1 

i=0 

H−1 , 

where is the Kronecker product. C F
×d 

is called the correlation matrix of F×d 

or the d-wise correlation matrix of F. T he corresponding basis is called the d-wise
linear basis.

The coordinates of CF×d 
are indexed by d-tuples, such as 

CF×d 
[(v0,  .  .  .  ,  vd−1), (u0,  .  .  .  ,  ud−1)] = 2−dn 

x,θ1,...,θd−1 

(−1) 
u0 x+v0 F(x)+

d−1 
j=1 uj θj +vj Dθj F(x) 

For the sake of con venience, we sometimes use the bold alphabet u = 
(u0,  .  .  .  ,  ud− 1) and v = (v0, . . . , vd−1) to represent the indices.

Theorem 1 ( [5]). The correlation matrix has the following prope rties. 

(1) If F is a r-round composite function F = Fr−1◦Fr−2◦· · ·◦F0, CF = r−1 
i=0 C

Fi 

(2) If F is a parallel application of t small functions F = f||f|| · · · ||f, CF = 
t−1 
i=0 C

f, where is the Kronecker pro duct. 

3 Round-Based Approximation 

This section presents our main idea for efficiently and precisely approximating 
DL correlations. From the perspective of the geometric approach, the correlation 
of a DL distinguisher can b e understood as a coordinate of a vector associated 
with the ciphertext under the 2-wise linear basis.

Previous work, notably by Hu et al. [24], utilized a mix-basis framework – 
employing a quasidifferential basis for the plaintext and a 2-wise linear basis for 
the ciphertext. A major drawback of this approach is its reliance on c lustering a 
vast number of DL trails, a process that is o ften inefficient and computationally
expensive.

In contrast, we propose a more efficient same-basis approach. We apply the 
2-wise linear basis consistently to both the plaintext and ciphertext. This allows 
us to derive a 2-wise correlation matrix that linearly maps the (correlation) 
vector asso ciated with the plaintext to the vector associated with the ciphertext. 
Leveraging the composite property of this correlation matrix (Theorem 1), we 
can efficiently approximate the correlation for e ach intermediate round state.
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3.1 Correlation Vector and C orrelation Matrix 

We begin by defining the correlation vector of a multiset, which is the v ector 
that represents the multiset under the linear basis.

Definition 2 (Correlation vector of a multiset). The correlation vector of 
a  multiset  S whose values are taken from Fn 

2 is a vector CV(S) ∈ R[Fn 
2 ] whose 

u-th coordinate is 
CV(S)[u]  =  

1 
|S | 

x∈S 

(−1)u x .

Consider a function F : Fn 
2 → Fn 

2 . Let the input multiset be P and the output 
multiset be C, denoted by C = F(P),  and  CF be the c orrelation matrix of F.

Lemma 1. The correlation vectors of P and C satisfy 

CV(C)  =  CF · CV (P). 

Remark. Lemma 1 is not completely new. In [17], Daemen et al. introduced 
the correlation matrix to transform correlations of boolean functions. In [3], 
the correlation matrix was used by Beyne to transform two probabilit y mass 
functions. All three forms including Lemma 1 are essentially the same. It is 
crucial to note that Lemma 1 applies to any multiset and function, including the 
function’s d-wise forms. This generality is vital to our n ew approach, yet it was 
not stressed in [3,17]. 

Let the input difference and output mask of a DL attack be Δ and λ, 
respectively. The input multiset in the DL circumstance is P = Fn 

2 ×  {Δ},  and  
C = F×2 (P). It is easy to check that the DL correlation of F is the (0,  λ)-
coordinate of CV(C), i.e., 

DL[Δ F−→ λ]  =  CV(C)[(0,  λ)] = 2−n 

x∈F
n 
2 ,θ=Δ 

( −1)λ DθF(x)

In terms of modern ciphers, usually F as well as F×2 is composite, i.e., 

F×2 = F×2 
r−1 ◦  · · ·  ◦  F×2 

1 ◦ F×2 
0 . 

Thus, according to Theorem 1(1), 

CF×2 
= CF×2 

r−1 · · ·  CF×2 
1 · CF×2 

0 . 

Denoting σ0 = CV(P) and σi = CF×2 
i−1 · · ·  CF×2 

0 CV(P) for 1 ≤ i ≤ r,  we  introduce  a  
method to approximate σi from σi−1, with which we can ultimately approximate
CV(C).
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3.2 DL Correlation Appro ximation 

We, by default, assume that our target is a typical SPN cipher with block size 
n. The round appro ximation is naturally applicable to other cipher structures, 
but left as future work.

A typical round function of SPN ciphers Fi consists of an S-box layer S : 
F

m×t 
2 → Fm×t 

2 = s|| · · · ||s where s : Fm 
2 → Fm 

2 and a linear operation L : Fn 
2 → Fn 

2 , 
denoted by Fi = L ◦ S. The 2-wise form of F is 

F×2 
i = L×2 ◦ S×2 = L×2 ◦ (s×2|| · · · ||s×2). 

In  the  following,  we  let  γi+1 = CS×2 
σi for i ≥ 0 and σi = CL×2 

γi for i ≥ 1, i.e., 

CV(P)  =  σ0 
CS

×2 

−−−→ γ1 
CL

×2 

−−−→ σ1 →  · · ·  →  σr−1 
CS

×2 

−−−→ γ r = CV(C). 

CV(X)  =  σ0 
CF1 −−→ σ1 

CF2 −−→  · · ·  C
Fr −−→ σr = CV(C) 

We describe how to compute/approximate γi and σi round by round until CV(C).

Precise Computation for S×2. Since P = Fn 
2 ×{Δ}, CV(P) can be represented 

by a Kronecker product of t component vectors, 

σ0 = CV(P)  =  
t−1 

i=0 

CV(Fm 
2 ×  {  i (Δ)})  =  

t−1 

i=0 

σ [i] 0 . 

According to Theorem 1(2), CS×2 
= t−1 

i=0 C
s×2 

,  thus  

γ1 = 
t−1 

i=0 

Cs×2 · 
t−1 

i=0 

σ [i] 0 = 
t−1 

i=0 

Cs×2 · σ [i] 0 . (4) 

Note that all coordinates of γ1 are precisely obtained in this s tep.
A straightforward implementation for computing γ1 with Eq. (4) requires 

O(t × 24m) computations. However, the coordinates of Cs×2 
hav e the following 

prop erty,

Proposition 1. Cs×2 
[(v0,  v1), (u0,  u1)] = Cs [v0 + v1,  u0 + u1] Cs [v1,  u1 ].

A proof can be found in the full version. For 0 ≤ i  <  t, 

γ [i] 1 [(v0,  v1)] = 
u0,u1 

Cs×2 
[(v0,  v1), (u0,  u1)] · σ [i] 0 [(u0,  u1)] 

= 
u1 

Cs [v1,  u1] 
u0 

Cs [v0 + v1,  u0 + u1] · σ [i] 0 [(u0,  u1)]. 

We can use a vector with (v0 + v1,  u1) as the index, denoted by ξ, to store the 
result of u0 

Cs [v0 + v1,  u0 + u1] · σ [i] 0 [(u0,  u1)] for all possibilities of v0 + v1 and 
u1 at the first step. In the second step, we use a vector ξ with (v0+v1, v1) as the
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index to store u1 
Cs [v1,  u1]ξ[v0 + v1,  u1]. Finally, γ [i] 1 [(v0,  v1)] = ξ [(v0 + v1,  v1)]. 

The time c omplexity is reduced to O(t × 23m).

Heuristic Approximation for L×2. Now we compute σ1 = CL×2 · γ1,  where  

σ1 = CL×2 · 
t−1 

i=0 

γ [i] 1 

Unfortunately, CL×2 
cannot be written as a Kronecker product of smaller matri-

ces with the same alignment of the S-boxes, so we have to handle CL×2 ∈ R22n×22n 

as a whole. Actually, we ha ve no precise means to compute σ1 due to the huge 
time complexity, so we hav e to introduce a heuristic approximation.

From the correlation matrix property [5,17], we know that σ1[v]  =  
γ1[(L×2 ) v]1 . To approximate the value of γ1[(L×2 ) v], we need the follo wing
assumption.

Assumption 1. For any v ∈ F2m×t 
2 and ϕ ∈ R[F2m×t 

2 ] 

ϕ[v] ≈ 
t−1 

i=0 

ϕ[τi( i(v))] 

is a good approximation. Equivalently, there exist t vectors ϕ[0] ,  ϕ[1] ,  .  .  .  ,  ϕ  [t−1] ∈ 
R[F2m 

2 ] that satisfy 

ϕ ≈ 
t−1 

i =0

ϕ[i].

Remark. Assumption 1 holds if we assume that the S-boxes in a round are all 
independent. This independence is itself a consequence of the p opular Markov 
assumption in cryptanalysis. Thus, the introduction of Assumption 1 is natural. 
In fact, Assumption 1 is weaker than the Markov assumption, as it is also a 
consequence of the Mark ov assumption.

With Assumption 1, for each index v of σ1 we have 

σ1[v]  =  γ1[(L×2 ) v] ≈ 
t−1 

i=0 

γ1 τi( i((L×2 ) v)) = 
t−1 

i=0 

γ [i] 1 i((L×2 ) v) . 

Since γ [i] 1 i((L×2 ) v)) has been obtained from the S-box layer, σ1[v] can be 
obtained too. However, the problem is that it is impossible to compute all indices 
v ∈ F2n 

2 . Our method is to compute coordinates for all σ [i] 1 as follows, 

I = σ1[τi(w)] : w ∈ F
2m
2 , 0 ≤ i < t .

1 This property means that the input mask equals the transpose of the m atrix multi-
plied by the output mask.
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Algorithm 1. Approximate the DL bias DL[Δ F−→ λ] for F = Fr−1 · · ·  F0, Fi = 
K ◦ L ◦ S,  where  S = s|| · · · ||s is an S-box layer with t  m-bit S-boxes. 
1: procedure ApproxDL(Δ, λ) 
2: for j from 0 to t − 1 do 
3: σ [j] 0 = CV(Fm 

2 ⊗  {  j(Δ)}) 
4: for i from 1 to r do 
5: for j from 0 to t − 1 do 
6: γ [j] i = Cs×2 · σ [j] i−1 For S×2 = s×2|| · · · ||s×2 

7: for j from 0 to t − 1 do 
8: for w ∈ Fm 

2 × Fm 
2 do 

9: σ [j] i [w]  = t−1 
k=0 γ [k] i [ k((L×2 ) (τj(w)))] For the linear layer L×2 

10: for j from 0 to t − 1 do 
11: for (v0,  v1) ∈ Fm 

2 × Fm 
2 do 

12: σ [j] i [(v0,  v1)] = (−1)v0 k σ [j] i [(v0,  v1)] Fixed-key/constant XOR/ 
13: for j from 0 t o t − 1 do 
14: for (v0,  v1) ∈ Fm 

2 × Fm 
2 do 

15: σ [j] i [(v0,  v1)] = 
0, if v0 =  0  

σ [j] i [(v0,  v1)], if v0 =  0  
Average-key key-XOR 

16: σr[(0,  λ  )] = t−1
j=0 σ

[j]
i [(0 j(λ))]

17: return σr[(0, λ)]

and use these coordinates to approximate any σ1[v] based on Assumption 1.  The  
reason for selecting these coordinates is that they allow us to proceed with the 
calculation of the S-boxes in the next step. Concretely, 

σ1 = 
t−1 

i=0 

σ [ i] 1 or σ1[v]  =  
t−1 

i=0 

σ [i] 1 [ i(v )].

Since L×2 :  (x, θ) (L(x), L(θ)), L×2 = L ⊗ L.  Let  v =  (v0,  v1), (L×2 ) v = 
(L v0, L v1). Thus, computing (L×2 ) v is easy. Consequently, the complexity 
of this step is to compute all coordinates in I, which requires O (t × 22m+1)
computations.

The Whole Algorithm. The approach introduced above enables us to itera-
tively compute σi and γi until CV(C). The whole approximation process is g iven
in Algorithm 1. Assumption 1 holds for γ1, so the computation of σ [i] 1 as well as 
γ [i] 2 is precise. However, since 

σ [i] 2 [w]  =  σ2[τi(w)] = γ1[(L×2 ) τi(w)] ≈ 
t−1 

j=0 

γ [j] 1 j((L×2 ) τi (w)) , 

the computation after σ2 (inclusive) is approximate.
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3.3 Influence of the Key-X OR 

For block ciphers, between two consecutive round functions there is usually a 
key-XOR operation denoted by K. In the fixed-key setting, the XORed key k is 
a constant, thus the 2-wise form of K can be written as 

K×2 
k : Fn 

2 × Fn 
2 → Fn 

2 ;  (x, θ) → (x + k, θ) 

The correlation matrix of K×2 
k has the element 

CK×2 
k [(v0,  v1)(u0,  u1)] = 2−2n 

x∈F
n 
2 ,θ∈F

n 
2 

(−1)u0 x+u1 θ+v0 (x+k)+v1 θ 

=  (−1)v0 k 

⎛ 

⎝2−n 

x ∈F
n 
2 

(−1)(u0 +v0 )x 

⎞ 

⎠ 

⎛ 

⎝2−n 

θ∈F
n 
2 

(−1)(u1 +v1 )θ 

⎞ 

⎠ 

=  (−1)v0 k δ(u0 + v0)δ(u1 + v1).

Let ϕ = CK×2 
k σ,  then  

ϕ[(v0,  v1)] = 
u0∈F

n 
2 ,u1∈F

n 
2 

(−1)v0 k δ(v0 + u0)δ(v1 + u1)σ[(u0,  u1)] = (−1)v0 k σ[(v0,  v1)]. 

This is to say, the values of key would solely cause a possible sign flip when copy-
ing the coordinates. Although this paper does not consider the fixed-key setting 
for block ciphers, this calculation is useful when handling the constant-XOR 
operation in cryptographic permutations like Subterranean-2.0 and Koala-p,
like what we will present in Sect. 6. 

In the average-key setting, the key is regarded as a uniform variable. 

K×2 : Fn 
2 × Fn 

2 × Fn 
2 → Fn 

2 × Fn 
2 ;  (x, θ, k) → (x + k, θ). 

The correlation matrix has the elements as 

CK×2 
[(v0,  v1), (u0,  u1,  uk)] = 2−3n 

x∈F
n 
2 ,θ∈F

n 
2 ,k∈F

n 
2 

(−1)u0 x+u1 θ+uk k+v0 (x+k)+v1 θ 

= δ(v0 + uk)δ(v0 + u0)δ(v1 + u1). 

Let ϕ = CK×2 
σ. Note that the round key is uniform and independent, thus 

σ = σ ⊗ σ where σ and σ are the correlation vectors of the data path and 
the round key, respectively. Therefore, 

ϕ[(v0,  v1)] = σ [(v0,  v1)] · σ [v0]. 

Under the assumption that k is uniform, 

σ [v0]  =  2−n 

k∈F
n
2

(−1)v0 k =
1, v0 = 0,
0, v0 = 0.
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Consequently, 

ϕ[(v0,  v1)] = 
0, v0 =  0, 

σ [(v0,  v1)], v0 =  0. 

That is to say, when considering the DL attack, we do not need to consider the 
influence of values under the average-key setting for block ciphers.

We call v0 the value mask, it is equivalent to say that we can s afely set v0 =  0  
in our approximation.

3.4 Optimization for Efficiency and Precision 

We have demonstrated that for block ciphers, the value mask (v0) can be consis-
tently set to zero under the assumption of uniformly random and independent 
round keys. For permutations, however, no analogous assertion exists. Never-
theless, here we present an observation-based assumption: During the approxi-
mation process in our applications, the non-zero value mask exhibits a minimal
effect on the approximation results.

In fact, most prior works on DL correlation detection rely on the Markov 
assumption, which is equivalent to setting the value mask to zero. As far as 
we know, only DATF and HATF incorporate the impact of values. However, 
upon inspecting their source code, we observed that the DL correlation remains 
unchanged even when value-related correlations in their implementations are 
forcibly set to zero. Furthermore, in our e xperiments, we observe that the cor-
relations of the values are always zero (i.e., if the value mask is non-zero, the 
difference correlation is alwa ys zero). We therefore conclude this assumption is
empirically justified. For clarity, we formally state this assumption:

Assumption 2 (Zero value-mask assumption). At each step of our approx-
imation, setting the value mask to zero exhibits no discernible impact on t he
approximation results.

Under Assumption 2, for both block ciphers and permutations, we can 
approximate the DL correlation by setting the value mask to zero. Consequen tly, 
for the correlation vector of each intermediate multiset, Assumption 1 is easier 
to be true. If the intermediate multiset of the i-th round is Xi = S ×  {Δi},  we  
can always obtain 

CV(Xi)[0,  v]  =  
t−1 

i=0 

CV(S ×  {Δi})[i][ i(0,  v)]. 

Hence, we can extend the input difference Δ over the first several rounds, to
delay the failure timing of Assumption 1. 

In practice, we split the r-round F into two parts: the first r1-round part and 
the second (r − r1)-round part, denoted by F = F2 ◦ F1. The DL correlation of F 
is then calculated by 

DL[Δ F−→ λ]  =  
Δ 

Prob[Δ F1 −→ Δ ] · DL[Δ F2−→ λ] (5) 
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For each Δ , Prob[Δ F1 −→ Δ ] is the differential probability from Δ to Δ over F1. 
For F2, we use our b asic method to approximate the correlation of DL[Δ F2−→ λ].

4 Applications to S-Box Based Primitives Ascon 
and Present 

In this section, we apply the round-based approximation approach to Ascon [20] 
and Present [15]. The DL properties of both primitives have been extensively 
checked in previous papers [22,31]. With our method, for Ascon we have verified 
the previous results, with improvements in several DL correlation estimations. 
Considering that recently, NIST standardized Ascon based on Ascon-128a, we 
also provide DL distinguishers for Ascon-128a. Notably, we find a 6-round DL 
distinguisher for Ascon-128a with a correlation of 2−23.89.  For  Present, we detect 
17-round effective DL correlations, which i s 4 rounds longer than previous best
results in [22]. 

4.1 More Precise DL Correlations o f A scon

Ascon Initialization. In [19], the designers of Ascon detected by experiments 
a 4-round DL correlation with 2−1 correlation and a 5-round one with 2−9 cor-
relation2 . Later, several theoretical approaches [23,27,31] have been developed 
to give approximations to the two experimental values, as shown in Table 1. 

For all cases, our results are obtained by optimization for the first 2 r ounds
(Eq. (5)). For Ascon-p, the probability for the differential part is computed in 
a normal way where we assume that all input bits are uniform. However, for 
Ascon initialization, the differential probability for the first round is computed 
after considering the initial value (IV) and the actual values.

Details of all DL distinguishers we obtained for Ascon are provided in Table 2 
(Appendix C). Next, we introduce them one by one.

DL Distinguisher I. For the simpler case of the 4-round Ascon initialization 
where the correlation is 1, most previous methods can provide meaningful e sti-
mations for this value. Until very recently, at CRYPTO 2024 [31], the TDT 
technique was the first one that could fully match the experimental values. Our 
approximation also matches it, giving the correlation 1.

DL Distinguisher II. The 5-round Ascon initialization is more complicated. 
Dobraunig et al. reported a 2−9 correlation for this distinguisher. However, our 
experiments show that this correlation is not stable until we use 234 samples. Our 
experimental correlation is 2−8.94. Before the TDT technique [31], all techniques 
cannot precisely approximate this DL correlation. The TDT technique estimated 
it as 2−9.1, while our approach approximates i t as 2−8.94, showing advantages in
precision.

2 With 234 samples, our experiment shows that the correlation should be 2−8.94 .
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In [19], Dobraunig et al. further reported that if they force the two nonce bits 
corresponding to the difference to be equal, the correlation would be improved 
to 2−8. With 234 samples, we checked that this correlation is 2−7.94. Our round-
based approach well matches these experimental values, which is the o nly public
theoretical result for this DL correlation.

DL Distinguisher V. Previous papers usually focused solely on Ascon-128, 
where only the first 64 bits can be observed after the initialization phase. 
Recently, NIST finished the standardization of Ascon,  where  the  Ascon-128a is 
taken. Different from Ascon-128, the first 128 bits of Ascon-128a can be observed, 
giving the adversary more flexibility. We apply our techniques to Ascon-128a, 
and detect a 6-round DL correlation with 2−23.89.

Ascon-p. In [22], Hadipour, Derbez and Eichlseder applied their general DLCT 
detection technique to Ascon-p. Different from the Ascon initialization case, 
the input difference can be selected arbitrarily. For 4-round Ascon-p,  DL  distin-
guishers with correlation 1 a re found. Our approach can replay these results. For 
5-round Ascon-p, we obtained more precise approximations compared to [22], as 
shown  in  Distinguishers  III  and  IV  in  T  able  2  (Appendi  x C).

DL Distinguisher VI. We also checked the DL correlations for 6-round Ascon-
p. The input values are assumed to be uniform values. With the same input 
difference as Distinguisher IV, we checked all output masks f or single S-boxes. 
The best correlation we detected is 2−21.89, slightly better than the Ascon-128a
case.

4.2 Longer DL Distinguishers of Present 

In [22], Hadipour, Derbez and Eichlseder gave the best DL distinguishers for 
Present up to 13 rounds. By our round-based approximation, we verified their 
results up to 13 rounds, which confirms the correctness of our approach and 
codes. For up to 10 rounds, we did the experiments and found that our results 
are c loser to the experimental values. For 11, 12 and 13 rounds, the correlation 
is too small to be v erified with experiments. Our results are slightly larger than
[22], which presents better DL d istinguishers for Present .

More importantly, our tool allows us to detect DL correlations up to 1 7 
rounds, which are 4 rounds longer than [22]. These distinguishers are found by 
examining all single S-box cases for the input differences and output masks. All 
these distinguishers are provided in Table 4 (Appendix C).

5 Approximate Correlation Propagation for χ and χ× 2 

The n-bit χ (n is an odd number larger than 1) function is defined as 

χn : Fn 
2 → Fn 

2 ; (x0,  x1,  .  .  .  ,  xn−1) (y0,  y1 ,  .  .  .  ,  yn−1), 

where yi = xi +  (xi+1 +  1)xi+2, and the indices are modulo n.
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To apply our round-based approximation approach to ciphers with the χ 
function, we need to figure out the correlation propagation property of the χ 
function. When n is small, we can compute all coordinates of the input and out-
put correlation vectors. When n is very large, however, it is infeasible. T hus, we
have to use Assumption 1, i.e., we will only compute out a fraction of coordinates, 
and u se them to approximate any coordinate.

We decompose the input and output of χ into bits, and assume their correla-
tion vectors are the Kronecker product of small correlation vectors corresponding 
to 1 bit. In other words, each bit is t reated like one S-box.

Let γ = Cχ×2 
σ. With Assumption 1, we will assume that 

γ = 
n−1 

j=0 

γ[j] and σ = 
n−1 

j=0 

σ[j] (6) 

Similar to the discussions on the S-box layer, here we want to compute the 
following coordinates of γ 

I = γ[τi(w)] : w ∈ F2 
2,  i  =  0,  .  .  .  ,  n  − 1 

from the coordinates of σ in 

J = σ[τi(w)] : w ∈ F2 
2,  i  =  0,  .  .  .  ,  n  − 1 . 

Note that the τi(·) (as well as the later i(·)) operation in this section will take
each bit as an S-box.

Unfortunately, χn cannot be decomposed into n small parallel functions, 
thus we cannot handle the χn function like the S-box layer directly. I nspired by 
a recursive matrix multiplication method for the modular addition [30], we intro-
duce a new recursive matrix multiplication method to handle the χn function, 
based on which we can handle the problem of approximating γ’s coordinates i n
I from J.

5.1 Correlation Computation for χ and χ×2 

Denote the correlation matrix of χn by Cχn . We first give an approach for 
computing Cχn [v, u] based on a supportive function gn. There is a linear 
term in χn’s output bit. Omitting this linear term will bring convenience in 
our computation. Denote by 1n the vector whose all coordinates are 1. Let 
gn(x)  =  (  x +  1n) (x ≪ 1).  We  have  

χn(x)  =  x +  (gn(x) ≪ 1). 

There is a direct connection bet ween the coordinates between Cχn and Cgn .

Lemma 2. The coordinates of Cχn and Cgn have the following relationship, 

Cχn [v, u]  =  Cgn [ v ≫ 1,  v + u].
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Fig. 1. Breaking th circle of gn for n =  16, we can address the troublesome circle 
structure by defining Gb,a

n .

Proof. Let Cor(f) represent the correlation of f . 
Cχn [v, u]  =  Cor[u x + v χn(x)] = Cor[u x + v (x +  (g(x) ≪ 1))] 

= Cor[u x + v x +  (v ≫ 1) gn(x)] = Cor[(u + v ) x +  (v ≫ 1) gn(x)] 

= Cgn [v ≫ 1 , u + v].

As a result, if we can compute the coordinates of Cgn , we can compute the 
coordinate of Cχn . Handling gn is easier than handling χn.

When dealing with the gn function, the most troublesome aspect is that each 
bit is multiplied by the subsequent one, and they are cyclically linked. To address 
this, we first sever this connection by fixing the fi rst bit and the bit following 
the last bit of a gn function as constan ts. We define a circle-free version of gn.

Definition 3. We define 

Gb,a 
n : Fn 

2 → Fn 
2 ; y = Gn(x) 

where y[i]  =  (x[i]  +  1)x[i +  1], 0 ≤ i  <  n  and x[0] = a, x[n] = b.
Note that the indices are not modulo n for Gb,a 

n . An illustration of Gb,a 
n is 

provided in Fig. 1. The reason we regard the input length of Gb,a 
n as n rather than 

n +  1  or n − 1 is that we want it to have the same input as gn in form.

Proposition 2. Let CGb,a 
n be the correlation matrix of Gb,a 

n . 

Cgn [v, u]  =  CG0,0 
n [v, u]  +  CG1,1 

n [v, u ].
Proof. For a pair of masks (v, u), 

Cgn [v, u]  =  2−n 

x∈F
n 
2 

(−1)u x+v gn(x) 

= 
c∈F2 

1 
2n 

y[0]=y[n]=c 
(y[1],...,y[n−1])∈F

n−1 
2 

(−1) 
n−1 
i=0 u[i]y[i]+ n−1 

i=0 v[i](y[i]+1)y[i+1] 

= CG0,0 
n [v, u]  +  CG1,1 

n [v, u].
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CGb,a 
n has a chained p roperty. 

Proposition 3. Let n  >  1, v = v||v ,  u  = u||u ∈ Fn+1 
2 where u ,  v  ∈ F2. 

From CGc,a 
n [v, u] we can get CGb,a 

n+1 [v ,  u  ] from the following formula, 

CGb,a 
n+1 [v ,  u  ]  =  

1 
2 

c∈F2 

(−1)u c+v c̄bCGc,a 
n [ v, u].

Proof. According to Definition 3,  when  n =  1, y = Gb,a 
1 (x)  =  (a +  1)b.  Thus,  

CGb,a 
n [v, u]  =  

1 
2 
(−1)ua+v(a+1)b . 

For n  >  1, 

CG b,a 
n+1 [v ,  u  ]  =  2−(n+1) 

x[0]=a,x[n+1]=b 
(x[1],...,x[n])∈F

n 
2 

(−1) 
n 
i=0 u [i]x[i]+ n 

i=0 v [i](x[i]+1)x[i+1] 

= 
1 

2 
c∈F2 

2−n 

x[0]=a,x[n]=c,x[n+1]=b 
(x[1],...,x[n−1])∈F

n−1 
2 

(−1) 
n−1 
i=0 u[i]x[i]+ n−1 

i=0 v[i](x[i]+1)x[i+1] (−1)u c+v (c+1)b 

= 
1 

2 
c∈F2 

(−1)u c+v (c+1)bCGc,a 
n [ v, u].

According to different values of u and v , we can write 1 
2 c∈F2 

(−1)u c+v (c+1)b into a matrix with c and b b eing the column and row indices. 
Therefore, we ha ve the following lemma.

Lemma 3. For the four possible values of v ,  u  ,  a,  b  ∈ F2, we define a matrix 
Mv ,u whose (b, a)-coordinate is Mv ,u [b, a]  =  1 2 (−1)u a+v (a+1)b. According to 
the four possibilities of (v ,  u  ), we obtain four matrices: 

M0,0 = 
1 
2 

1  1  
1  1  ,  M0,1 = 

1 
2 

1 −1 
1 −1 ,  M1,0 = 

1 
2 

1  1  
−1  1  ,  M1,1 = 

1 
2 

1 −1 
−1 −1 . 

CGb,a 
n [v, u] can be computed as 

CGb,a 
n [v, u ]  =  eb 

n−1 

i=0 

Mv[i],u[i] ea 

where e0 =  [1, 0] and e1 =  [  0, 1] .
Proof. It is obviously true for n =  1  from the definition of Mv ,u . For larger n, 
assume that the lemma is true for the n − 1 case. Let v, u ∈ Fn−1 

2 , according to
Proposition 3, 

CGb,a 
n [v||v ,  u||v ]  =  

1 

2 
c∈F2 

(−1)u c+v (c+1)bCG c,a 
n−1 [v, u]  =  

1 

2 
c∈F2 

eb Mv ,u ecC
G c,a 

n−1 [v, u] 

= eb Mv ,u 
c 

ecec 

n−2 

i=0 

Mv[i],u[i] ea = eb 

n−1 

i=0 

M v[i],u[i] ea. 

Note that c ecec is an identity matrix.
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Lemma 4. For the four possible values of v ,  u  ,  a,  b  ∈ F2, we define a matrix 
Mv ,u whose (b, a)-coordinate is Mv ,u [b, a]  =  1 2 (−1)u a+v (a+1)b. According to 
the four possibilities of (v ,  u  ), we obtain four matrices: 

M0,0 = 
1 
2 

1  1  
1  1  ,  M0,1 = 

1 
2 

1 −1 
1 −1 ,  M1,0 = 

1 
2 

1  1  
−1  1  ,  M1,1 = 

1 
2 

1 −1 
−1 −1 . 

Cgn [v, u] can be computed as follows. 

Cgn [v, u]  =  1  0  
n −1 

i=0 

Mv[i],u[i] 
1 
0 + 0  1  

n−1 

i=0 

Mv[i],u[i] 
0 
1 .

Proof. This lemma is a natural corollary of Proposition 2 and Lemma 3. 
Proposition 4. Denote e0 =  [1, 0] and e1 =  [0, 1] . Given λ0,  λ1,  ξ0,  ξ1 ∈ Fn 

2 , 
we have 

Cgn [λ0,  λ1] · Cgn [ξ0,  ξ1] 

= 
1 

i=0 

1 

i =0 

(ei ⊗ ei ) 
n−1 

j=0 

Mλ0[j],λ 1[j] ⊗ Mξ0[j],ξ1[j] (ei ⊗ e i )

Proof. Since Cgn [λ0,  λ1] and Cgn [ξ0,  ξ1] are two values, the multiplication of them 
is equivalent to the Kronecker product of them: 

Cgn [λ0,  λ1] · Cgn [ξ0,  ξ  1]  =  Cgn [λ0,  λ0] ⊗ Cgn [ξ0,  ξ1 ].

According to Lemma 4, 

Cgn [λ0,  λ1] ⊗ Cgn [ξ0,  ξ1] 

= 
1 

i=0 

ei 

⎛ 

⎝ 
n−1 

j=0 

Mλ0[j],λ1[j] 

⎞ 

⎠ ei 

1 

i =0 

ei 

⎛ 

⎝ 
n−1 

j=0 

Mξ0[j],ξ1[j] 

⎞ 

⎠ ei 

= 
1 

i=0 

1 

i =0 

(ei ⊗ ei ) 
n−1 

j=0 

Mλ0[j],λ1[j ] ⊗ Mξ0[j],ξ1[j] (ei ⊗ ei ) .

Theorem 2. Denote e0 =  [1, 0] and e1 =  [0, 1] . The coordinates of Cχ×2 
can 

be computed as 

Cχ×2 
n [(v0,  v1), (u0,  u1)] = 

1 

i=0 

1 

i =0 

(ei ⊗ ei ) 
n−1 

j=0 

M ⊗ 
v0,v1,u0,u1,j (ei ⊗ ei ), 

where M ⊗ 
v0,v1,u0,u1,j = M((v0+v1)≫1)[j],(u0+u1+v0 +v1)[j] ⊗ M(v1≫1)[j],(u1+v1)[j] .

Proof. According to Proposition 1 and Lemma 2,  we  have  

Cχ×2 
n [(v0,  v1), (u0,  u1)] = Cgn [(v0 + v1) ≫ 1,  u0 + u1 + v0 + v1]Cgn [v1 ≫ 1,  u1 + v1]. 

Replacing λ0,  λ1,  ξ0,  ξ1 with (v0 + v1) ≫ 1 ,  u0 + u1 + v0 + v1,  v1 ≫ 1,  u1 + v1 
respectively in Proposition 4, we finish the p roof.
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5.2 Compute Coordinates in J from I 

Based on Assumption 1, 

σ[(u0,  u1)] ≈ 
n−1 

j=0 

σ[τj( j(u0,  u1)]. 

The coordinate γ[(v0,  v  1)] can be approximated by

γ[(v0,  v1)] = 

(u0,u1)∈F
2n 
2 

Cχ×2 
2 [(v0,  v1), (u0,  u1)] · σ[(u0,  u1)] 

= 

(u0,u1)∈F
2n 
2 

1 

i=0 

1 

i =0 

(ei ⊗ ei ) 
n−1 

j=0 

M ⊗ 
v0,v1,u0,u1,j · (ei ⊗ ei ) · σ[(u0,  u1)] 

= 

1 

i=0 

1 

i =0 

(ei ⊗ ei ) 

(u0,u1)∈F
2n 
2 

n−1 

j=0 

M ⊗ 
v0,v1,u0,u1,j σ[(u0,  u1)] · (ei ⊗ ei ) 

= 

1 

i=0 

1 

i =0 

(ei ⊗ ei ) 

(u0,u1)∈F
2n 
2 

n−1 

j=0 

M ⊗ 
v0,v1,u0,u1,j 

n−1 

j=0 

σ[τj( j ((u0,  u1)))] · (ei ⊗ ei ) 

= 

1 

i=0 

1 

i =0 

(ei ⊗ e i ) 

(u0,u1)∈F
2n 
2 

n−1 

j=0 

(σ[τj( j ((u0,  u1)))]M ⊗ 
v0,v1,u0,u1,j ) · ( ei ⊗ ei ).

Note that for any two different indices j and j , the two related coordinates 
σ[τj( j((u0,  u1)))] and σ[τj ( j ((u0,  u1)))] are indexed by t wo different unit 
vector tuples, thus independent of each other according to Eq. 6. Consequently, 
we can swap the “ ”  and  “  ” in the ab ove formula. Finally, w e obtain

γ[(v0,  v1)] 

= 
1 

i=0 

1 

i =0 

(ei ⊗ ei ) 
n−1 

j=0u0[j],u1[j]∈F2 

(σ[τj( j((u0,  u1)))]M ⊗ 
v0,v1,u0,u1,j) · (ei ⊗ ei ) .

The above formula becomes handy to calculate. Therefore, from the knowl-
edge of the coordinates in J, we can approximate any coordinates i n I under
Assumption 1. The complexity of computing each coordinate in J is a small 
constant; thus, the whole time complexity is O (n).

6 Applications to χ Based Ciphers 

In this section, we apply the round-based approximation approach to 
Subterranean-2.0 [18]  and  Koala-p [1]. Both permutations take χ257 as their 
non-linear functions. Subterranean-2.0 is used in Subterranean-SAE, one of the 
second round candidates of the NIST LWC competition3 . The designers g ave
3 https://csrc.nist.gov/Projects/Lightweight-Cryptography. 

https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Lightweight-Cryptography
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differential characteristics of Subterranean-2.0 for up to 4 rounds. For up to 8 
rounds, differential probability upper bounds were provided as arguments for its 
security. These bounds had been improved in [29] with a smart tree search strat-
egy. As the algebraic degree of Subterranean-2.0 round functions is only 2, there 
are trivial cube distinguishers with 22r +1 data complexity for r rounds. Thus, 
the trivial cube distinguishers can reach at most 7 rounds (8-round distinguisher 
will require 2257 data complexity). If we set a restrict that only disjoint input 
bits are selected as cube variables, there are cube distinguishers with 22r−1+1 

data complexity for r rounds, but the data complexity in this case is at most 
2128. Therefore, the cube distinguisher c an only reach 7 rounds, too. Koala-p is 
adapted from Subterranean-2.0 by changing the order of round function com-
ponents and parameters. Differential and linear characteristics and bounds were 
provided in their design document up to 8 rounds. There are also analyses of
Subterranean-2.0 used in mode [26,32], but not relevant to this w ork.

With our round-based approximation approach, for Subterranean-2.0 and 
Koala-p, we find 6-round DL distinguishers, which are 2 rounds more than the 
previous best differential and linear distinguishers in [1,18]. All results in this 
section consider the effects of values, i.e., we work without considering Assump-
tion 2. 

Description of Subterranean-2.0 and Koala-p. Subterranean-2.0 and Koala-
p are both F257 

2 → F257 
2 permutations with 8 rounds. Their round functions ρ 

are defined in Fig. 2. For convenience, in this section, we use the support of a 
vector x ∈ Fn 

2 to represent x. For example, if the support of x is {i1,  i  2, · · ·  in}, 
we write it as x := [i1 , i2, · · · in].

Fig. 2. Round functions of Subterranean-2.0 and Koala-p. 

6.1 Applications to Subterranean -2.0 

5-round DL Distinguisher. The best DL distinguisher for 5-round 
Subterranean-2.0 detected by our method is as follows, 

[0] 
χ◦ρ3◦ ρ2◦ρ1◦ρ0 −−−−−−−−−→

−2−7.98 
[128].
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With 225 random samples, the experimental correlation is − 2−7.88. 

6-round DL Distinguisher. We did not find any DL distinguishers for 5 rounds 
with single difference bit with our basic approximation approach. Thus, w e first 
derive a 2-round differential characteristic with a similar method in [18]  as  fol-
lows, 

[0] 
ρ0 −−→
2−2 

[0, 64, 85] ρ1 −−→
2−6 

[0, 64, 85, 91, 155, 157, 176, 221, 242]. 

The reason for choosing this differential characteristic is to minimize the ham-
ming weight of the difference after two rounds. Next, we apply the round-based 
approximation for the following 4 rounds, and found the following DL distin-
guisher 

[0, 64, 85, 91, 155, 157, 176, 221, 242] χ◦ρ4◦ρ3◦ρ2 −−−−−−−→
2−12.09 

[228]. 

Finally, We obtain a 6-round DL distinguisher, 

[0] 
χ◦ρ◦ρ◦ρ◦ρ◦ρ −−−−−−−−→

2−20.09
[228].

6.2 Application to Koala -p 

The first several operations of Koala-p round functions are linear ones, but we 
start with χ similarly to what we did f or Subterranean-2.0. This is reasonable 
as we are analyzing a permutation.

5-round DL Distinguisher. The best DL distinguisher for 5-round 
Subterranean-2.0 detected by our method is as follows, 

[0] 
ρ4◦ρ3◦ρ2◦ρ1◦χ −−−−−−−−−→

2−6.87 
[105]. 

With 226 random samples, the experimental correlation is 2 −6.73.

6-round DL Distinguisher. Similarly to Subterranean-2.0, to construct a 
6-round DL distinguisher, we first find a 2-round differential characteristic as 
follows: 

[0] 
ι1◦θ◦π◦χ −−−−−−→

2−2 
[0, 247, 254] ι2◦θ◦π◦χ −−−−−−→

2−6 
[0, 77, 84, 87, 196, 203, 206, 247, 254]. 

We then apply the round-based approximation to the following 4 rounds, and 
obtain a DL distinguisher, 

[0, 77, 84, 87, 196, 203, 206, 247, 254] ρ5◦ρ4◦ρ3◦χ −−−−−−−→
2−13.42 

[232]. 

Finally, we obtain a 6-round DL distinguisher, 

[0] 
ρ5◦ρ4◦ρ3◦ρ2◦ρ1◦χ−−−−−−−−−−−−→

2−21.42
[232]
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7 Applications of Second-Order DL Attacks 

The HDL attack was proposed for the first time by Biham, Dunkelman, and 
Keller at FSE 2005 [11], but it had not attracted much attention from the com-
munity until recently. One of the reasons is that there a re no convenient means 
for detecting the HDL distinguishers. At Asiacrypt 2023 [23], Hu et al. applied 
the HATF technique to HDL attacks, proposing the first theoretical approach 
to detecting HDL distinguishers. In this section, we show that the round-based 
approximation approach can be extended for the HDL attacks. The round-based 
approach is more precise and easier to use than the HATF technique. The round-
based a pproximation for the theoretical aspects of HDL attacks is similar to 
those of DL attacks, including the theories related to the χ function. They are
essentially corollaries of Sects. 3 and 5 in the higher-order case, and therefore, 
we present t hem in Appendix A.

Here, we present the applications about the second-order DL distinguishers 
for Ascon initialization, Ascon-p, Subterranean-2.0 and Koala-p.  For  Ascon-128 
initialization, the HATF can find at most 5-round HDL distinguishers (we do 
not consider the conditional case in this paper). But for 6 rounds, the precision 
of HATF decreases sharply, s o it cannot find any distinguishers. For χ-based 
ciphers such as Subterranean-2.0 and Koala, there was no m ethod to detect
the HDL correlations until now.

7.1 Second-Order DL Attacks o n Ascon -128

For 4-round Ascon-128, the second-order DL correlations reported in [23]  are  
usually large. The HATF can precisely detect those large correlations for 4-round 
Ascon-128. Our round-based approach can giv e similar results.

However, for 5 rounds and onwards, the precision of the H ATF decreases. The 
authors of [23] found the best 5-round second-order DL correlation is with a cor-
relation of 2−6.05 [23, Section 5.1], and the experimental correlation is 2−5.60. 
With the round-based approach, the correlation of this second-order DL distin-
guisher is approximated as 2−5.63, which is closer to the experimental result. 
Furthermore, we also tested all single-bit output masks for the same input dif-
ference, and compared the theoretical correlations of the round-based approxi-
mation and the HATF results as well as the exp erimental results. The precision
comparison is shown in Fig. 3. 

Finally, for the 6-round Ascon-128 initialization as shown in Table 5 
(Appendix C), the second-order DL correlation is estimated as 2−45.35.  This  is  
the first time that a valid DL-like distinguisher is found for the 6-round Ascon-
128 initialization. The results for the second-order DL distinguishers have been
presented in Table 1. 

Remark. We also tried the second-order DL distinguishing attack on Ascon-
128a and Present, but no b etter results than the DL attacks were found.
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Fig. 3. The theoretical correlations of HATF and the round-based approach, and the 
experimental correlations. It can be seen that the r ound-based approximation is gen-
erally better t han the HATF.

7.2 Applications to Subterranean -2.0 

5-round Second-Order DL Distinguisher. The best second-order DL dis-
tinguisher for 5-round Subterranean-2.0 detected by our method is as follows, 

([0], [32]) ρ4◦ρ3◦ρ2◦ρ1◦χ −−−−−−−−−→
2−6.05 

[144] . 

With 226 random samples, the experimental correlation is 2−6.05.

6- and 7-round Second-Order DL Distinguisher. With the same difference 
as the 5-round second-order DL distinguisher, we also detected valid second-order 
DL distinguishers for 6 and 7 rounds. 

([0], [32]) ρ5◦···◦ρ1◦χ − −−−−−−→
2−22.07 

[56], ([0], [32]) ρ6◦···◦ρ1◦χ −−−−−−−→
2−90. 99

[255]..

7.3 Applications to Koala -p 

5-round Second-Order DL Distinguisher. A valid second DL distinguisher 
for 5-round Koala-p detected by our method is as follows, 

([0], [11]) ρ4◦ρ3◦ρ2◦ρ1◦χ −−−−−−−−−→
2−6.09 

[192] . 

With 226 random samples, the experimental correlation is 2−5.89.

6- and 7-round Second-Order DL Distinguisher. With the same difference 
as the 5-round second-order DL distinguisher, we also detected valid second-order 
DL distinguishers. 

([0], [11]) ρ5◦···◦ρ1◦χ −−−−−−−→
2−22 .20 

[2], ([0], [11]) ρ6◦···◦ρ1◦χ −−−−−−−→
2−86.24

[255].
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In Appendix B, we provide two curves for theoretical and experimental correla-
tions for 5-round Subterranean-2.0 and Koala-p. T he theoretical values match 
well with the experimental ones.

7.4 Applications to 8-Round Subterranean-2.0 and Koala-p 

When we apply our method to 8-round Subterranean-2.0 and Koala-p,  the  
algorithm returns the following results 

Subterranean − 2.0  :  ([0], [32]) ρ7◦···◦ρ1◦χ−−−−−−−−→
2−63.84 

[193], Koalap :  ([0], [11]) ρ7◦···◦ρ1◦χ−−−−−−−−→
2−63.75 

[138]. 

The correlations are even larger than the 7-round cases. This suggests that 
when our approximation method predicts very small correlations, the impact 
of error may exceed the signal. Therefore, we consider the 8-round prediction 
results to be unreliable. How to measure the error of our approximation method
is an important direction for future work.

8 Conclusion 

This paper presents a round-based approach to approximate the DL and HDL 
correlations for primitives based either on S-boxes or on large χ such as Ascon, 
Present, Subterranean-2.0 and Koala-p. We obtained more precise HDL/DL 
correlations for these applications. For Subterranean-2.0 and Koala-p,  the  
second-order DL distinguishers work for full rounds.

The round-based approximation starts with a new perspective on DL attacks 
from the viewpoint of Beyne’s geometric approach. The previous method of 
applying the geometric approach to DL attacks is to en umerate all DL trails
[24] within a mixed-basis geometric approach framework, which seems compu-
tationally infeasible in most cases. Our new approach reveals new possibilities 
for utilising the geometric approach in classical cryptanalysis. For differential, 
linear, and integral attacks, the curren tly dominant method is also trail-based. 
it is interesting to explore whether the round-based i dea can be applied to more
classical cryptanalysis.

The optimisation of our search algorithm is still straightforward. With more 
dedicated optimizations, the precision of the approximation has the potential to 
increase, allowing us to obtain valid DL/HDL distinguishers for more rounds of 
our target ciphers. In terms of the HDL attacks on χ based ciphers, it is easy 
to use the current framework for up to 4-th order DL attacks, which has the 
potential to bring better results or provide new attacks on other ciphers with χ 
being the nonlinear layer. We leave these interesting questions for future work. 
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